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}HERASAF wants to relate with its stakeholders
ƁOpportunity for having a direct dialog

}HERASAF has established respectful achievements
ƁWhat has been reached in the past?
ƁWhere is HERASAF today?
ƁThanks to our contributors

}HERASAF currently runs through a major change
ƁUpdate about this change(s)

}HERASAF has ambitious future targets
ƁWhere is HERASAF going?
ƁHow will HERAS AF get there?
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} Welcome & Overview

} About XACML and HERASAF

} Infrastructure Setup ( Your Notebooks, Network, etc.)

} HERASAF XACML Core Basics - Concepts

} HERASAF XACML Core Basics ðCode Walkthrough

} HERASAF XACML Core Basics - Code on your own

} HERASAF XACML Core Advanced - Concepts

} HERASAF XACML Core Advanced - Code Walkthrough

} HERASAF XACML Core Advanced - Code on your own

} Questions & Answers , Open Discussion
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}Whatôsyour name ?

}Whatôsyour job ?

}Whatôsyour relation to HERASAF?

}Why are you here?
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XACML

11/30/2009Florian Huonder, René Eggenschwiler 5



}Access Control
ƁMake sure only permitted actors can execute a particular 

intent on a particular resource under given circumstances.

}Advanced Security and Privacy Requirements
ƁConsent List (~ Buddylist )
ƁDissent List (~Blacklist)
ƁFast changing security landscape
ƁEnvironmental constraints
ƁCentralization
ƁMore fine - grained
ƁMashups , Communities, Portals

}Enterprise - wide authorization
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}Policy- based Access Control

}Centralized approach (PDP)

}Powerful expression of security policies

}Gives ability to adapt access control 
requirements to todays IT landscape with a 
technical abstraction
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} XML- based Policy Language
Ɓ High interoperability

} Applies PBAC Deployment Model

} Defines structures for Policies , Requests and Responses

} Extensability through
Ɓ Extension Points
Ɓ Profiles

} Processing Model
Ɓ Defines the process of evaluation and error handling

} Becomes widely accepted
Ɓ Big players set on XACML: IBM, Sun, RedHat, Oracle, Computer Associates, Cisco
Ɓ Oracle/BEA already uses XACML in the Weblogic Server
Ɓ XACML already applied in Grid and Telecom applications
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HERASAF
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