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}HERASAF wants to relate with its stakeholders
ƁOpportunity for having a direct dialog

}HERASAF has established respectful achievements
ƁWhat has been reached in the past?
ƁWhere is HERASAF today?
ƁThanks to our contributors

}HERASAF currently runs through a major change
ƁUpdate about this change(s)

}HERASAF has ambitious future targets
ƁWhere is HERASAF going?
ƁHow will HERAS AF get there?
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} Welcome & Overview

} About XACML and HERASAF

} Infrastructure Setup ( Your Notebooks, Network, etc.)

} HERASAF XACML Core Basics - Concepts

} HERASAF XACML Core Basics ðCode Walkthrough

} HERASAF XACML Core Basics - Code on your own

} HERASAF XACML Core Advanced - Concepts

} HERASAF XACML Core Advanced - Code Walkthrough

} HERASAF XACML Core Advanced - Code on your own

} Questions & Answers , Open Discussion
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}Whatôsyour name ?

}Whatôsyour job ?

}Whatôsyour relation to HERASAF?

}Why are you here?
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XACML
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}Access Control
ƁMake sure only permitted actors can execute a particular 

intent on a particular resource under given circumstances.

}Advanced Security and Privacy Requirements
ƁConsent List (~ Buddylist )
ƁDissent List (~Blacklist)
ƁFast changing security landscape
ƁEnvironmental constraints
ƁCentralization
ƁMore fine - grained
ƁMashups , Communities, Portals

}Enterprise - wide authorization
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}Policy- based Access Control

}Centralized approach (PDP)

}Powerful expression of security policies

}Gives ability to adapt access control 
requirements to todays IT landscape with a 
technical abstraction
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} XML- based Policy Language
Ɓ High interoperability

} Applies PBAC Deployment Model

} Defines structures for Policies , Requests and Responses

} Extensability through
Ɓ Extension Points
Ɓ Profiles

} Processing Model
Ɓ Defines the process of evaluation and error handling

} Becomes widely accepted
Ɓ Big players set on XACML: IBM, Sun, RedHat, Oracle, Computer Associates, Cisco
Ɓ Oracle/BEA already uses XACML in the Weblogic Server
Ɓ XACML already applied in Grid and Telecom applications
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HERASAF
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} 2005

Ɓ Conception (W. Giersche , R. Eggenschwiler, Y. Graf)

} 2006 - First official work

Ɓ Diploma thesis : Base Analysis (R. Eggenschwiler)
Ɓ Dilpoma thesis : Base Extension (Y. Graf)

} 2007 ðFirst Components

Ɓ Student research project : Axis based Webservice Endpoint (F. Huonder, S. Oberholzer, S. Dolski)

Ɓ Student research project : Policy Enforcement Point (S. Strebel, M. Cerqui )

Ɓ Diploma thesis : HERASAF XACML Implementation (F. Huonder, S. Oberholzer, S. Dolski)
Ɓ Diploma thesis : Policy Administration Point (S. Strebel, M. Cerqui )

} 2008 ðExtension

Ɓ Bachelor thesis : PEP Ӫ PDP Communication (D. Regli, Y. Winiger )

Ɓ Bachelor thesis : PAP Ӫ PDP Communication (C. Zellweger, P. Neyer)

Ɓ Student research project : Policy Information Point (Y. Sylejmani, T. Forster)

Ɓ Student research project : Reference Loader (P. Dietschweiler , C. Egger)

Ɓ HERASAF participates at the OASIS London Interoperability Demonstration (W. Giersche ,  F. Huonder, R. Eggenschwiler)
Ɓ Master student research project : Analysis of Access Control Policies (F. Huonder)

Ɓ Publishing article in  digma : Zugriffsrichtlinien automatisch umsetzen (W. Giersche )

} 2009 ðEngineering and Improvements

Ɓ SWITCH is first official user of HERASAF in GRID environments
Ɓ Bachelor thesis : Eclipse RCP Reference Architecture (Y. Sylejmani, T. Forster)

Ɓ Ongoing master student research project :  Advanced Indexing of Access Control Policies (S. Oberholzer)

Ɓ Ongoing student research project :  Natural Language Parser for Access Control Statements (A. Zollinger, C. Kölla )

} 2010 

Ɓ Release 1.0.0:  new HERASAF XACML (Core) (F. Huonder, R. Eggenschwiler, Y. Sylejmani, S. Oberholzer, Contributors )
Ɓ Master thesis : Methodology - based Policy Administration Point (F. Huonder) 

Ɓ Master student research project : Indexed (new) Policy Repository (S. Oberholzer)

Ɓ Publishing article series in Eclipse Magazine : Eclipse RCP Reference Architecture (Y. Sylejmani, T. Forster, R. Eggenschwiler)
Ɓ Other work and more users
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} Our Vision isé

Ɓ é to prove that enterprise - ready authorization solutions can be built upon the eXtensible Access Control Markup Language (XACML) standard.

Ɓ é to provide a fully integrated open source software suite and an architecture framework , implementing a complete solution for XACML.

Ɓ é to have all components like PDPs, PEPs, PAPs, PIPs interoperating together and providing a very comfortable access control solution .

Ɓ é to provide a process and tool suite for a natural language oriented definition of access control policies and statements .

Ɓ é to publish worthful engineering expirience to the community and build reference architectures .

Ɓ é to always live and evolve the appropriate software develepoment method for HERASAF.

Ɓ é to maintain and succeed an agile and distributed open source project .

} Our Mission is é

Ɓ é to become the #1 open source XACML evaluation engine and solution .

Ɓ é to build flexible, customizable and extensible software components for XACML.

Ɓ ... to build an XACML - based authorization framework that blends into existing infrastructure with the least possible footprint.

Ɓ ... to utilize existing open source frameworks or products wherever it is beneficial.

Ɓ é to educate future software engineers in modern and agile software engineering. Providing support and opportunities to do theses in the area of HERAS AF.

Ɓ é to develop software with an outstanding code quality.

} We recognize that this target is an ambitious goal. It rather reflects our long - term direction, which points at providing a wide ly usable, 
enterprise - ready, easy - to - integrate software framework for central access control management.
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} Core Team 
Ɓ René Eggenschwiler

Ɓ Florian Huonder

Ɓ Ylli Sylejmani

Ɓ Wolfgang Giersche

} HERASAF focuses Ą Our three main pillars
Ɓ XACML Implementation Ą consisting of a XACML evaluation engine (Core), an architecture framework providing extension points for

customization and components built upon the engine and the framework .

Ɓ State- of - the - art software engineering Ą modern enterprise computing (Spring, Maven, RCP, JEE, Hibernate / Toplink , etc.)

Ɓ Methodology Ą from Natural language to XACML policies

} Established user community
Ɓ The Enabling Grids for E - sciencE (EGEE) project has built the òEGEE Authorization Serviceó using HERASAF XACML Implementation 

v0.12.0e. It was implemented by  a team from SWITCH.
http://public.eu - egee.org
https://twiki.cern.ch/twiki/bin/view/EGEE/AuthorizationFramework
http://www.switch.ch/

} Google Ranking
Ɓ Entering search key words āXACML Implementation ò or āXACML Impl ò Ą HERASAF listed as 3. result J

Ɓ Entering search key words āHERAS XACMLò or āHERASAFò or āHERAS-AFò Ą HERASAF listed as 1. result J
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} Contributors
Ɓ Stefan Oberholzer

Ɓ Yan Graf

Ɓ Tobias Forster



Enjoy your drink é
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Overview
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} Core
Ɓ Contains all necessary interfaces and factories to build an entire XACML solution

¶ Evaluate, create policies / requests / responses, deploy / undeploy policies, resolve policies / attributes, functions, datatypes , combining 
algorithms

Ɓ Evaluation Engine Ą fully compliant implementation of the XACML 2.0 processing model

Ɓ Standalone Library Ą A single JAR provides everything

Ɓ Dependencies (the only ones!): JAXB, SLF4J

} PolicyRepository
Ɓ Single - point of entry to retrieve policies

Ɓ Provides policies for the evaluation engine (may be indexed)

Ɓ May persist policies

Ɓ Resolution of remote policies lays fully with the PolicyRepository

} PIP
Ɓ Resolution of missing attributes

Ɓ Provides attributes (if they are not present in the request) for the evaluation engine

Ɓ Optional component

} Wiring
Ɓ No Spring (small footprint) Ą own factory

Ɓ Factory - based wiring Ą easier usage because almost no configuration overhead

} Exception Handling / Tracability
Ɓ Illegal states impossible Ą Consistency checks for the configuration at initialization

Ɓ Runtime Exceptions (on component borders)

Ɓ Complete evaluation log (containing all errors and decisions on all levels)
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}All XACML 2.0 MUST - features
ƁMissing Attributes

ƁAll data types except xpath - expression

ƁAll functions except xpath functions

ƁAttribute designator (no attribute selector)

ƁCombining algorithms

ƁTarget matcher

ƁPolicy / Context types

Ɓé

}Obligations
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}Logging (MDC logging)
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Logger[ o.h.x.c.c.p.i.PolicyOnlyOneApplicableAlgorithm ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting evaluation of : urn:org:herasaf:xacml:test:PS1

Logger[ o.h.x.c.c.AbstractCombiningAlgorithm ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting target match .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting subjects match .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] No subjects present .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Subjects match resulted in: true

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting recources match .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting resource match . (id:org.herasaf.xacml.core.policy.impl.ResourceType@e5f46e)

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Matching with function : urn:oasis:names:tc:xacml:1.0:function:string - equal

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Match function resulted in false with policy attribute

datatype:http ://www.w3.org/2001/ XMLSchema#string value:Test and request attribute value:Person

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Match function resulted in true with policy attribute

datatype:http ://www.w3.org/2001/ XMLSchema#string value:Test and request attribute value:Test

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Resource match resulted in: true

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Resources match resulted in: true

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting actions match .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] No actions present .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Actions match resulted in: true

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Starting environments match .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] No environments present .

Logger[ o.h.x.c.t.impl.TargetMatcherImpl ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Environments match resulted in: true

Logger[ o.h.x.c.c.AbstractCombiningAlgorithm ] - Request[1258903269988] - EvaluatableId [urn:org:herasaf:xacml:test:PS1] - RuleId [] Target match resulted in: PERMIT



}Runtime dependency to Springframework
}Untransparent coupling between components

(core , persistence , index , é)
}Almost impossible to configure without

Springframework
}Almost impossible to configure without help
}No logging information
}Insufficient Javadoc

Ą Setup of a PDP was too complex !
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}Possibility to use the evaluation engine
standalone

}Factories provide setup with reasonable
defaults (factories are configurable )

}Clear responsibilities of the modules make it
easy to customize an XACML solution (e.g. 
persistence , index , é)

}Traceability

}Easy extensability Ą well defined , clear
interfaces

11/30/2009Florian Huonder, René Eggenschwiler 20



Basics - Concepts
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}Example PolicySet evaluates to Access 
Decision
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PolicySet

Policy

Target with
ResourceMatch

Target with
ResourceMatch

Rule returns Permit



}Policy Decision Point (PDP)
ƁResponsible for evaluating policies
¶Receives access requests from Policy Enforcement Points

ƁReturns an Access Decision

ƁCore component of an XACML solution

ƁReferences other main components like
¶Policy Repository
¶Policy Information Point (PIP)

ƁThreadsafe implementation , because multiple PEPs can
send requests concurrently
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}RequestCtx represent an XACML- conform
access request containing
ƁSubject attributes

ƁResource attributes

ƁAction attributes

ƁEnvironment attributes

}Supports marshalling to various formats (file , 
outputstream , writer , DOM node, é)
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}JAXB factories
ƁResponsible for creating main XACML types

}Implemented factories
ƁRequestCtxFactory

ƁResponseCtxFactory

ƁPolicyConverter (EvaluatableFactory )

}Supports unmarshalling from various formats
(file , inputstream , reader , DOM node, URL, é)
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}PolicyRepository is responsible for finding/retrieving 
policies
ƁReturns all policies that might match the request
ƁReturn a policy by Identifier

}PolicyRepository is the deployment container for 
XACML policies

}We think a good PolicyRepository should support é
ƁIndex - based retrieval with good performance
ƁPersistence
ƁRetrieving policies from remote locations transparently

é and we plan to implement it
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}Evaluatable represents an XACML type that
can be evaluated

ƁPolicySet

ƁPolicy

ƁIDReference * (policies available at remote locations )

* not yet supported
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}PDPs root CombiningAlgorithm combines
results from evaluated policies to one result if
necessary

}Any policy combing algorithm can be
used / configured as root in the PDP

}Starting point of the āphysical ò evaluation
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}TargetMatcherôsresponsibility is: Checking if 
the target of an evaluatable matches the 
current request

}The TargetMatcher matches subject, 
resource, action and environment attributes 
against the values in the request

}A more detailed explanation follows in the 
advanced concepts part
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}The combining algorithms combine all results of 
all contained/referenced evaluatables into one 
single result

}Ordered / Unordered combining algorithm

ƁPolicies with an ordered combining algorithm MUST 
process contained/referenced evaluatables in the given 
order at deployment time

ƁHERASAF: Unordered combining algorithms are 
implemented the same as ordered

}Recursivly traverses the policy tree
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} EvaluationContext is an object that holds information which arise
during evaluation and are relevant for the decision

} An EvaluationContext is created for every request evaluation

} The evaluation result enriched with é
ƁStatus (ok, processing error , syntax error , missing attributes )
ƁMissing attributes
ƁObligations
é results into the response (access decision )

} It is also used as a transport container of references and
calculation results during evaluation
ƁVariable Definitions (MUST be calculated per request only once )
ƁReference to the PIP (needed by evaluation objects )
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} SimplePDPFactory simplifies PDP setup/instantiation
ƁReasonable defaults for configuration 

} Provides various PDP instantiaton methods for custom 
configuration
Ɓ root combining algorithm
Ɓpolicy repository
Ɓpolicy information point (PIP)
Ɓcustom initializers
Ɓcustom settings (e.g. handling of āabandoned evaluatables ò)

} Provided Initializers for
ƁFunctions
ƁData Types
ƁCombining algorithms (rule and policy)
ƁJAXB
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SimplePDPFactory.useDefaultInitializers ( true );

PDP myPDP = SimplePDPFactory.getSimplePDP ();     // PDP ready to use !



Basics ðCode Walkthrough
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} Workshop materials
ƁEclipse (v3.5 ðGalileo, preconfigured by HERASAF)
ƁStandalone development environemt in a zip - file
ƁSets all needed environment variables ( temporarily )
Ɓ Including JDK1.5, Maven2, Eclipse, Tomcat , é

} Usage
ƁUnzip workshop.zip to a location of your choice
ƁExecute PStart.exe
ƁLaunch Eclipse from Pstart
Ɓ Import maven2 projects : herasaf - xacml , herasaf - xacml - core , herasaf -

workshop
Ɓ Import Eclipse break points

} Code Walkthrough
ƁProject: herasaf - workshop
ƁTest class: BasicWalthrough.java

11/30/2009Florian Huonder, René Eggenschwiler 34



Basics ðCode on your own
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}Suggestions
ƁRepeat the walkthrough

ƁSetup/ configure your own PDP

ƁExperience the logging output (level debug )

ƁTry different policies , requests , response
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Enjoy your mealé
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} Welcome & Overview

} About XACML and HERASAF

} Infrastructure Setup ( Your Notebooks, Network, etc.)

} HERASAF XACML Core Basics - Concepts

} HERASAF XACML Core Basics ðCode Walkthrough

} HERASAF XACML Core Basics - Code on your own

} HERASAF XACML Core Advanced - Concepts

} HERASAF XACML Core Advanced - Code Walkthrough

} HERASAF XACML Core Advanced - Code on your own

} Questions & Answers , Open Discussion
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Advanced Concepts
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}Example PolicySet evaluates to Access 
Decision

PolicySet

Policy

Target with
ResourceMatch

Target with
ResourceMatch

Complex Rule
effects to Permit
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}Example PolicySet evaluates to Access 
Decision

PolicySet

Policy

Target with
ResourceMatch

Target with
ResourceMatch

Complex Rule
effects to Permit

Complex Rule effects to Permit

Apply function : string - equals

SubjectAttribute
Designator: 
subject - id

ResourceAttribute
Designator: 

attending - physician
=



} TargetMatcher consists of
Ɓmultiple Matches (Subject, Resource, Action, Environment)
Ɓa Match uses
¶a function which processes two arguments
¶an AttributeDesignator (with specific data type), retrieves values from 

the request

¶an Attribute value (with specific data type), specified in the policy

}XACML specifies that a matching function must be a 
predicate function (functions that result to true/false)
Ɓtodays HERASAFXACML doesnôt check wrong definitions of 

a policy that has an unallowed function in its target match
Ɓonly syntax is checked at deployment time
ƁIt is planned to check complete validity of policies
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