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Abstract

Today a security officer in a company who has the aim to secure critical resources has a hard job to
do. He is forced to develop those without any support through a process or tool. The security officer
must develop the policies in a way he or she thinks that it is the best way to do that.

Imagine if there were a methodology supporting the creation of such policies in an easy way. A
process with the proper tool support assisting the security officer from recording the relevant policies
and transforming them step by step into a formal language.

This thesis lays the basis of such a methodology through a case study that is covering the policy
analysis. Starting with a policy in its narrative text form it proceeds over identifying and structuring the
vocabulary, up to the creation of a Policy Model. This Policy Model represents the policies in a formal
way, ready to be transformed into a formal policy language like XACML.
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1 Introduction

In the past decades, various Access Control strategies and models have been developed, and used,
in large IT deployments, each of which with its own eligibility. The most dominant of those strategies
have been Mandatory Access Control, Discretionary Access Control and Role-Based Access Control.
For each of these, one or more models exist. A model can be considered as an implementation of the
strategy (e.g. the Bell-LaPadula model is an implementation of the Mandatory Access Control
strategy).

In the next sections the strategies and models are described in detail. The last section takes a closer
look on two languages (XACML and EPAL) which follow the Policy-Based model.

1.1 Terms

Subject The active entity.
Originator of a dataflow. Typically a user or a process.

Object The passive entity.
The data itself or an actual or intended holder of data. Typically a file or another
data storage.

Access The interaction between a subject and an object that leads to an information
transfer.

Access Control The process that limits the access of subjects to objects.

Administrative Determines who is allowed to modify the access rights on an object.

Policy

2  Access Control Strategies
2.1  Mandatory Access Control

Mandatory Access Control (MAC) defines a strategy where access to an object
is based on classifications of the subjects and the objects.

In such a labeling system each object has an associated label, called
classification. These labels are ordered, e.g. Top Secret > Secret > Confidential
> Unclassified. Each subject has also assigned a label, called Clearance.

Now, access is granted based on the following rule: A subject can only access
an object when it has at least a clearance level of the object’s classification
level. E.g. an object has the classification Top Secret and also the subject. In
that case access would be granted. If that was the only rule there would be a
serious threat. Assume that an object has the classification Confidential and an
accessing subject has the clearance of High-Security (High-Security >
Confidential). If that subject now would have write-rights it could happen that
high security information is put into e.g. a file that only should contain
confidential information [Sandhu1994].

To avoid such risks there are rules called Write Up and Read Down (See
Figure 1).
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Read down Read Down : A subject’s clearance must dominate the security level of the

Write up object being read.
Write Up : A subject’s clearance must be dominated by the security level of the

object being written.

Figure 1: Write Up and Read Down rules

Compartments Additionally such labeling systems can be made more fine-grained with the
introduction of so called Compartments (or Categories). These may be any
number of unordered identifiers such as Alpha, Nuclear, and Rockets.

These Compartments then are associated with the classification of an object. As
a consequence, a subject must have the clearance and the compartment to get
access. E.g. a subject with the clearance Top Secret and the compartment
Alpha does not have access to an object with the classification Top Secret and
the compartment Rockets.
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2.2  Discretionary Access Control

Drawback

Administrative
policies

Discretionary Access Control (DAC) describes a strategy, where access to an
object is based on the subject’s identity and authorizations, also called rules. For
each object or groups of objects there exist rules that must be fulfilled by a
specific subject that access is granted. This way, a very high flexibility is given
which have led to a wide diversity of implementations.

The major drawback of DAC systems is that it is very easy to bypass the
security mechanisms. Users with access rights on a file can easily transfer it to
another user that does not have access rights who will then be able to read it.
Discretionary Access Control does not control the flow of data.

In contrast in a MAC system the classification is bound to the object (e.g. afile)
and when user A, with access rights, forwards this file to a user B without
access rights, the system still impedes that user B can access.

In MAC where the only administrative policy is that a so called special trusted
user (normally an administrator) is allowed to change the classification or
clearance of subjects or objects, respectively.

As opposed to MAC a wide choice of administrative policies exist:

- Centralized: A particular user or group of users is allowed to change the
access rights on an object.
Cooperative: It's a kind of workflow where at least two users are needed
to change the access rights of an object.
Ownership: Each object has an assigned owner who is responsible for
changing the access rights.
Decentralized: Each owner of an object can delegate the ability to
change the access rights.

[Sandhu1994]

2.3 Role-Based Access Control

Successful

Role-Based Access Control, RBAC, has evolved out of the industry’s
dissatisfaction with Mandatory Access Control and Discretionary Access
Control.

MAC and DAC are official standards described in the Orange Book of the U.S.
Department of Defense (an overview of the Orange Book can be found in
[Chokani1992]).

RBAC proved to be successful because it combines the discretionary and the
mandatory approach with having authorizations (or rules) that grant access to
users (like in DAC) and the possibility of restricting the assignment or the use of
such (like in MAC). This approach has turned out to be very successful and is
used by a huge variety of applications for securing access control. Each user
has an assigned role and is allowed to perform every action this role is allowed
to.
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Advantages The role-based approach has many advantages:
It helps to simplify the security management because with RBAC it is
possible to split the assignment of roles to users and the assignment of
roles to access rights. Here an access right shall be understood as a
certain access intent that is associated with an object that is allowed to
be performed.
There are RBAC systems which support a hierarchical structure which is
naturally given in many systems.
A user can begin a session with the least privileged role thus preventing
him from damaging more critical resources by accident.
With the possibility of defining conflicting roles, i.e. two roles that are
forbidden to be assigned to one user at the same time, a separation of
duties can be forced.
Objects can be grouped into classes and a specific role may be granted
access to an entire class of objects.

Not RBAC is not standardized with the consequence that there are lots of different
standardized implementations around with various abilities and supported functionality
[Sandhu1994].
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3  Access Control Models

The next section gives an overview of a few access control models to consolidate the understanding
of the different strategies.

3.1 Access Matrix

Reference
Monitor

One Discretionary Access Control method is described by the Access Matrix.
The Access Matrix is a fairly simple concept. A so called Reference Monitor is
responsible for enforcing access rights in the system. The Reference Monitor
uses the Access Matrix for evaluating if a subject has access to an object.

The Access Matrix has rows, representing the subjects and columns,
representing the objects. The cells contain a list of actions the subject is allowed
to perform on the object (See Figure 2).

)

RW

Figure 2: Example Access Matrix

However, hardly any of the successful access control systems today implements
the Access Matrix model. Instead, they use a slightly modified type, called the
Access Control List (ACL).

3.1.1 Access Control Lists

Applications

An ACL is a list which is attached to an object such as a file. The list contains a
subject and an associated access right, e.g. write (See Figure 3).

subject

. references

accesses

associated <ACL>

Figure 3: Access Control Lists

ACLs have been used in many different applications over the last decades. A
very common one is e.g. the Unix operating system which uses a trimmed-down
adoption where it is only allowed to have a few entries (read, write, execute,
own) in the list.
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It is a common concept that a subject can either be a user or a group of users.
The use of groups increases the maintainability of Access Control Lists
significantly [Sandhu1994].

3.1.2 Capabilities

Capabilities provide an approach different from that of Access Control Lists.
Here, a list containing the access rights to various objects is associated with a
subject (see Figure 4).

subject associated——=>| <Capabilities list>

accesses

“ references

Figure 4: Capabilities

With Capabilities it is easy to have an overview of what a subject is allowed to
do with simply accessing its Capability-List.

Not successful Capabilities did not prove to be successful. Modern systems rather rely on the
ACL approach (if they use an Access Matrix at all) [Sandhu1994].

3.2 Bell-LaPadula

Bell-LaPadula is a Mandatory Access Control model used for enforcing access
control in military applications. It was developed to implement the multilevel
security policy of the U.S. Department of Defense [Bell1973], [Bell1976].

Basis The Bell-LaPadula model is based on an Access Matrix (see 3.1) with the
following actions:
- Read, the object can only be read
Append, the object can only be written (not read)
Execute, the object cannot be read or written. The definition of
execution depends on the type of object
Write, the object can be read and written
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Evaluation rules

Issue of blind-
writes

3.3 RBAC

Building blocks

Before access on an object is performed, the system checks two rules:
The ss-property (simple security property): The subject’s clearance level
must dominate the object’s classification for each action requested to
perform.
The *-property: The second rule depends on the requested action that
should be performed on the object.
o read, the clearance-level must dominate the classification
o append, the classification dominates the clearance-level
0 execute, clearance-level and classification have no relation
o0 write, the clearance level must equal the classification
In short that means that the system prevents a subject from writing information
into a file with lower classification than the subject’s clearance-level.

An issue with this model is that a blind-write (a subject appends information to
an object with a higher classification then the subject’s clearance-level) can lead
to integrity problems.

Role-Based Access Control is also an access control model and not only an
access control strategy.

Due to the fact that RBAC is not standardized there exist different
implementation models describing how it is applied.

In general a Role-Based Access Control system deals with the following four
basic concepts (See Figure 5):

Subjects:  The entity that requests access to an object

Objects: The accessed object

Roles: The role assigned to a subject and an object

Sessions: The roles are assigned to a user within a specific session

sessions

subjects objects

roles

Figure 5: RBAC Model
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Hierarchical Roles

Many company structures form a hierarchy of roles. E.g. in a hospital there is a

role doctor. Further there are more specialized roles like heart surgeon and eye
specialist. In a hierarchical system the more specialized role implicitly inherits all
the rights a more general role has assigned (See Figure 6).

Doctor

Heart Surgeon Eye Specialist

Figure 6: Example of hierarchical roles

private / public This approach can be refined with the introduction of private and public rights of

rights

3.3.2

Threat

Example

Solution

arole. That means that a more specialized role does not inherit private rights of
the more general role [Feinstein1994].

Multiple Roles per Session

Multiple roles per session is a very important topic that must be considered
when planning an RBAC system. If that topic is treated careless it can lead to a
security threat.

Assume it is allowed to have multiple roles in one session. A user has assigned
the roles project manager and security officer. In that case it could happen that
the user transfers information from his responsibility as security officer into a
document of the project he is managing. Depending on what this information is,
this may constitute a real security leak [Feinstein1994]. The information transfer
may not necessarily be initiated by the user himself, it would in fact be even
more dangerous when done by e.g. a Trojan horse.

This issue can be solved in two different ways. The first one is to forbid multiple
roles per user-session. The drawback of this is a loss of flexibility.

On the other hand constraints could be adopted which do not allow to have
certain roles in the same active session.
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Conclusion

Mandatory Access Control does only make sense in an area where information
is classified and the flow from one to another security level must be under strict
control. The maintenance of such a system is very costly because each object
and subject must be managed on its own.

Discretionary Access Control is a much more flexible way of securing a system.
With the choice of administrative policies a lot of different applications can be
realized. It depends on the kind of implementation how expensive the
maintenance of such a system is. E.g. a centralized approach saves much more
costs than the Access Control List otherwise.

Role-Based Access Control is an attempt to take the advantages of MAC and
DAC together to a practical way the industry could rely on. RBAC has
experienced great success around the world and found its application in many
operating systems and software products.

Nevertheless RBAC is an approach that gets very fast unmanageable in large
enterprises with fine-grained policies.

It does not make sense to try to find “the best” approach someone should go for.
Each of these has its strengths and weaknesses depending on the area of
application. Therefore | do not ponder these three approaches and conclude
that each of them has its qualifications.

Page 15 of 60 12/18/08



4

Analysis of Access Control Policies

HSR e \,\gl

HOCHSCHULE FUR TECHNIK

R
RAPPERSWIL SWITZERLAND %/ ‘L

UNIVERSITY OF APPLIED SCIENCES

Access Control Policy Languages

HERASAF

There are various Access Control languages around. Just to name two of them, XACML and EPAL.
These languages were developed to have a Policy-Based Model that enables a company to have

centralized and easy management of access control.
The main part of this thesis, the case study, aims at the development of XACML policies in the end.

4.1 Policy-Based Model
Enforcement The Policy-Based approach is based on the Policy Enforcement Model (Figure
model 7) described in IETF RFC2753 [rfc2753], IETF RFC3198 [rfc3198] and ISO

10181-3:1966 [ISO10181-3].

Application

Policies

1. Request for 3. Retrieve
access to resource

2. Request for authorization
Policy to access resource :
Enforcement > DPOI-“-:Y
Point P s easion
5. Authorization decision Point

6. Grant accessto

resource if permitted attributes

Resource
Attributes

Figure 7: Policy Enforcement Model *

applicable policies

4. Retrieve needed

This model describes that every access request on a resource is intercepted by

an enforcement component. This component then formulates a request

containing information about the subject, object and other attributes. This
request is then sent to a central entity that evaluates the request and grants or

denies the access.

A dedicated person (e.g. the security administrator) is responsible for

administrating the policies on that central decision entity.

This approach follows the way of Discretionary Access Control (See 2.2). The
decision entity decides if an object has access on the basis of rules that are

evaluated.

! Source: [Anderson2005]
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Administrative With this model all administrative policies of DAC can be applied, if needed,
policies without any change:

Centralized: A group of administrators is allowed to change the rules on
the decision entity.

Cooperative: A workflow process could be implemented that prohibits a
single administrator of bringing out new rules without another checking
second administrator.

Ownership / Decentralized: A possibility could be created that a user
can set some attributes of an object that are included into the evaluation
process.

4.2 XACML

The eXtensible Access Control Markup Language is an XML schema defining policies, policy sets,
requests and responses. Secondary it also offers a processing model that describes how these
policies must be evaluated.

XACML is an approved OASIS standard. Currently version 2.0 [Anderson2005XACML] is released
since February 2005 and version 3.0 is under development and should be released in 2009.

4.2.1 Structure

Within XACML there are 3 main constructs: The PolicySets the Policies and the
Rules.

Rule A Rule is the most elementary building block. Within a Rule expressions can be
evaluated under inclusion of a set of attributes. A Rule always evaluates to true
or false, and if the result is true then an effect (Permit or Deny) comes into

effect.

Policy A Policy is a container for one or more Rules. A Combining Algorithm can be
defined that is responsible for resolving conflicts between two or more Rules or
Policies.

PolicySet A PolicySet is a container for one or more Policies or PolicySets, respectively. A

Combining Algorithm can be defined here as well that is responsible for
resolving conflicts between two or more Policies or PolicySets, respectively.

The question whether one or multiple Rules per Policy is up to the creator.
There is only one difference between a Rule and a Policy. This is that a Policy is
a deployable artifact and a Rule is not.

That means that only a Policy (or a PolicySet certainly) can be deployed to a
PDP from a PAP and only a Policy can be requested from another PDP.
Therefore it makes sense to see a Policy as a group of Rules which belong
together somehow.
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Target The Target can contain all indexable attributes that belong to the corresponding
Rule, Policy or PolicySet.
The comparing-functions applicable in a Target are limited to the functions that
allow indexing. These are all functions of the following type:
- equal
greater-than
greater-than-or-equal
less-than
less-than-or-equal
match

4.3 EPAL

The Enterprise Privacy Authorization Language is an XML based language to enforce enterprise
privacy policies. EPAL is a complement of P3P. The approach of P3P is that an enterprise publishes a
policy to the user (of e.g. a web site). E.g. a browser is then able to interpret theses policies and give
more control to the user about what happens with his private data [Wenning2006].

EPAL on the other hand, like XACML, uses a client-server architecture with a central decision server
(called privacy server). This central entity then is responsible for decision taking.

EPAL was proposed by IBM to the W3C for consideration. W3C did not take any actions upon this
proposal yet.

4.4 XACML versus EPAL

XACML > EPAL In a detailed analysis of the differences between XACML and EPAL, Anne
Anderson of SUN concludes that EPAL can be expressed as a subset of
XACML [Anderson2005].

Three central The paper attempts to answer three central questions:

questions
Which language is better for expressing privacy policies?
Which language is better for expressing access control policies?
Should EPAL become a standard for privacy policies?

Anne’s answers to these three questions are:
There seems not to be any reason for choosing EPAL over XACML
because with the Privacy profile of XACML the already approved
standard does integrated both closely related topics.
XACML is a superset of EPAL and contains significant features that are
missing in EPAL. Therefore XACML should be chosen over EPAL.
XACML is a superset of EPAL and contains significant features missing
in EPAL. Further XACML is already an approved OASIS standard.
Therefore it does not make sense to let EPAL become a standard.

Therefore, we draw an early conclusion in favor of XACML and will not examine
XACML and EPAL in detail hereafter.
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Part Il: Case Study
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1 Introduction

Narrative
Policies

In this case study we attempt to analyze a narrative text representing a
company’s security policies. We call such a narrative text Narrative Policies.
These policies should be mapped somehow to a set of XACML policies in the
end. This narrative text may have been written down during a series of
interviews with people working in a hospital somewhere on this world. Imagine
that this hospital has a significant number of its applications fitted with an
enforcement component that would be able to send access control requests to a
central decision component whenever access to a restricted resource is
attempted. This may be due to an approach to centralize the authentication to
achieve consistency over all applications within that company.

Policy Model In the beginning, we develop a Policy Model, independent from a Policy-

1.1

Language like XACML. A Policy Model is a more formal description of the
Narrative Policies. That means that the narrative text is reduced to the minimal
set of relevant statements and these statements are set into relation to each
other within an ordered structure. Afterwards, we discuss approaches of how to
transform this Policy Model into one or more Policy Artifacts that are based on a
formal language, in our case: XACML.

Methodology

At the beginning is a set of Narrative Policies that some management people of
the hospital may have defined. The security office then may have had the
responsibility to bring these Narrative Policies into XACML policies.

Our proposed methodology contains eight main steps:

1. Extract relevant Vocabulary
Identify the relevant vocabulary.
Here the attributes that define the Narrative Policies are identified,
consolidated and structured. This is the preparation for all upcoming
steps. All further steps somehow rely on this one.

2. Create the Attribute Model
Here the attributes are simplified, grouped, sorted and finally named.

3. Rephrase the Narrative Policies
The Narrative Policies are rephrased into single sentences each of
which representing a single decision for a certain set of attributes. We
call these sentences Assertions.

4. Divide and Conquer :
Here the list of assertions is grouped by area of concern, if possible.

5. Sort by Precedence :
Each group of possibly contradicting Assertions then must be sorted by
their precedence to prepare for a precedence diagram.

6. Reduce the Number of Assertions
With the support of the precedence diagram the Assertions can be
reduced to the minimal needed number still fulfilling the requirements
given by the Narrative Policies.

7. Create the Policy Model :
From the reduced list of Assertions, a Policy Model can be derived.

8. Transform the Policy Model into XACML
This step is not that detailed, it rather gives a general overview of how
such XACML policies could look like. We do not examine that topic in
detail because it goes beyond Policy Analysis.
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We would like to point out that the process of developing policies may be
compared to that of developing software. Therefore it may be useful to consider

Agile Manifesto some of the ideas that have proven successful in agile [Manifesto] developing of
software also in development of access control policies. However, this certainly
would make a subject for a research study of its own rights, that is why we
disregard this aspect here.
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1.2  Our Metamodel

To facilitate basic reasoning, we suggest a metamodel of attributes and
assertions in a domain.

An attribute is a name-value pair, where the name is a URI and the
value may be any encodeable object. We allow for attributes with
multiple values.

The set of all legal combinations (not permutations) of attributes defines
the Domain.

An Assertion is a statement that associates a well-defined set of
attribute combinations with one of {DENY, PERMIT}. In mathematical
terms, an assertion is the textual representation of a mapping of a well-
defined subset of the domain to exactly one of {DENY, PERMIT}.

A Policy is a mapping of the entire domain into the set {DENY, PERMIT,
NOT APPLICABLE}.

An Actor is a person or thing that requests access to a specific
resource.

A Resource is the object that the actor intends to access.

A Circumstance is an attribute that cannot be put into relation to an
actor, a resource or an intent.

An Intent is the imminent action to be performed on the Resource.

1.3  Security Requirements

We demand that a set of policies governing a certain area of concern has two
main requirements to fulfill. These are completeness and maintainability.

Completeness The completeness demands that the complete set of policies within a domain is
able to decide every access request within that domain (to the satisfaction of the
responsible personnel or company policy).

Maintainability The maintainability demands that the policies should be as simple as possible.
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2 Narrative Policies

This section shows invented Narrative Policies as they could be applied in a hospital. The whole case
study builds up on these Narrative Policies:

A doctor or a nurse shall always be able to view a patient’s record.
0 Unless a patient has defined a dissent list on which the doctor / nurse is listed. Unless the
patient has defined a consent list on which the doctor / nurse is not listed.
o In an emergency case any doctor / nurse is allowed to access anyhow.
Such an emergency-access must be audited.
The patient’s records contains a medication list, this list may only be changed by the attending
doctor.
0 Exceptin an emergency where every doctor (from every department) is allowed to change
the medication of a patient.
A nurse is not allowed to change a patient’'s medication.
0 Anurse is only allowed to change a patient’s records between 9:00 PM and 7:00 AM in
case of an incident that does not require a doctor.
Such a change must be logged.
A doctor / nurse shall only be allowed to access a patient’s record when the doctor / nurse is
working in that department (e.g. the Oncology).
An assistant doctor shall only be allowed to change a patient’s medication list if a doctor
authorized that.
Such a change must be logged.
A radiologist shall be able to add an X-ray photograph to a patient’s record
0 Butis not allowed to view it.
The laboratory shall be able to add test results to a patient’s record.
0 Butis not allowed to view it.
The hospital kitchen shall be able to access the patient’s Allergy List.
0 Butis not allowed the view the rest of the patient’s record.
A patient must allow a hospital to transfer his patient’s record from another hospital.
0 Except of an emergency.
An emergency access must be logged in this case.
The hospital administration shall be allowed to extract Statistic Data (age, domicile, injuries and
diseases, length of stay ...) out of the Patient’s Record.
A doctor shall not be allowed to add a diagnosis to the Patient’s Record.
o But if the doctor is the attending doctor he is allowed to.
A doctor is not allowed to add a diagnosis when she is not on the Consent List (if
the patient defined a Consent List).
She is not allowed if she is on the dissent list (if the patient defined a Dissent List).
But she is allowed when she is not on the dissent neither the consent list.
o0 In case of an emergency every doctor is allowed to add a diagnosis.
This must be logged and the attending doctor must review the diagnosis.
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3  Step 1: Extract relevant Vocabulary

Value types

Relevant
vocabulary

In the beginning, all relevant vocabulary within the Narrative Policies must be
identified and collected. This is a fundamental task because it lays the basis for
all subsequent steps.

The values within the vocabulary are the core fragments within a Policy. For this
case study we define four categories of values that can appear in the
vocabulary, namely Actor, Resource, Intent and Circumstance. The relation
between these four types is: A certain Actor wants to access a Resource with a
particular Intent under some Circumstances.

There is absolutely no restriction to exactly these four types. It is possible that in
some special cases it does make sense to introduce other or additional types.
Assistance for finding the relevant vocabulary in the Narrative Policies is, in
case of these four types, to look for things like:

o Role
o Facility
o0 Department
o Place
o Capability
o0 Responsibility
o Competence
Clearance
Resource
0 Resource name
0 Resource location
o0 Resource identifier
o Classification
0 Permission

o

Intent
o Action
0 Intent
o Activity

Circumstance
0 Anything that does not fit into one of the three groups above

The following lists show the identified vocabulary in this example:

Actors

- Doctor

- Assistant Doctor

- Nurse

- Patient

- Hospital Administration
- Radiologist

- Laboratory

- Oncology

- Department

- Kitchen Personnel
- Other Hospitals
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Intents

Resources

Circumstances

Analysis of Access Control Policies

View
Access
Change
Work
Add
Transfer
Extract
Identify
Read
Review

Patient’s Record

Patient

Attending Doctor

Consent List

Dissent List

Authorization (for an Assistant Doctor)
Authorization (for another hospital)
Allergy List

Medication List

Medication

Patient’s Medication

Test-Result

X-Ray photograph

Diagnosis

Statistic Data

Emergency
Incident
Between 9:00 PM and 7:00 AM

The Narrative Policies contain rules. These rules glue combinations of attributes together.
There are two forms of rules, the Action Requiring Rules and the Deciding Rules:

Obligations

Conditions

Action Requiring Rules:

These rules define actions that have to be performed when
access attempt happens.

We call these rules Obligations.

Deciding Rules:

!

—

HERASAF

a certain

These rules evaluate to a decision of a certain access attempt under

inclusion of all available attributes.
We call these rules Conditions.
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The following list show the rules identified in this example:

Obligations

Conditions

Effect

Must be authorized by a doctor

Must be logged

Log (for review by the attending doctor)
Audit

Must be Audited

Actor is attending doctor

Must be authorized by a doctor
Attending doctor not available

Not on Consent List

On Dissent List

Actor works on patient’s department
Patient must have allowed

The Conditions evaluate to a Boolean value when a certain access attempt
happens. In case the Condition evaluates to true, the Condition brings an Effect
into account. An Effect is the decision associated with a single sentence from
the Narrative Policies. This effect can be determined from the Narrative Policies.

The following list shows the Effect Values of this example:

Effect Values

Shall be able
Shall not be allowed
Shall be allowed
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4  Step 2: Create the Attribute Model

Identify Synonyms

The Narrative Policies are a text written by human beings and therefore it is not
surprising that there are several words that mean the same. “Meaning the same”
must be understood as “meaning the same in our business”. That states that it
always depends on the domain where the policies are applied if certain
attributes are equivalent or not.

Since the Narrative Policies are potentially produced by more than one person,
and since these persons themselves are human beings only, we can expect to
find a number of synonyms in the text. Identifying and eliminating synonyms,
within the related Business Domain, will help a great deal to simplify the model.
Here the Business Domain shall represent all legal combinations of the relevant
vocabulary.

In our formal lingo: Two different values

are said to be equivalent if and only if they are exchangeable with respect to the
set of governing policies.

where x is an arbitrary combination of attributes, and are any two
Assertions governing the Business Domain.

In some cases it may happen that several values are equivalent but none of
them is really ideal. In such a case a new value with a more speaking name can
be introduced. In this example such newly introduced attributes are marked with
a ",

The following list shows the shortened and now simplified relevant vocabulary:

Actors

- Physician [® Doctor]
- Doctor

- Department

- Assistant Doctor

- Nurse

- Patient

- Hospital Administration
- Radiologist

- Laboratory

- Oncology

- Kitchen Personnel

- Other Hospitals
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Intents

Resources

Circumstances

View [® Read]

Access [® Read]
Change [® Read / Write]
Work [® Read / Write]
Add [® Write]

Transfer [® Read]
Extract [® Read]
Identify [® Read]

Read

Review [® Read]

Write (without Read) +
Read / Write +

Patient’s Record

Patient

Attending Doctor

Consent List

Dissent List

Authorization (for an Assistant Doctor)
Authorization (for another hospital)
Allergy List

Medication List

Medication [® Medication List]
Patient’s Medication [® Medication List]
Test-Result

X-Ray photograph

Diagnosis

Statistic Data

Emergency
Incident
Between 9:00 PM and 7:00 AM

The rules can also be simplified:

Obligations

Conditions

Must be authorized by a doctor

Must be logged [® Must be Audited]

Log [® Must be Audited] (for review by the attending doctor)
Audit [® Must be Audited]

Must be Audited

Actor is attending doctor

Must be authorized by a doctor
Attending doctor not available

Not on Consent List

On Dissent List

Actor works on patient’'s department
Patient must have allowed
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The Effect Values can also be simplified. The Effect Value set is a pre-define set of two values (DENY
and PERMIT). Therefore the Effect Values then have to be mapped to one of these two:

Effect Values - Shall be able [® Shall be allowed]
- Shall not be allowed [® DENY]
- Shall be allowed [® PERMIT]

4.2  Defining Attributes

In section 3 (Identify relevant Vocabulary) only the attribute values are identified.
Due to the fact that an attribute is a name — value pair, a name must be
Grouping assigned to the various attribute values. Grouping attribute values by some
notion of type or category will lead to sets of attribute values that share the
same name. E.g. “doctor”, “nurse” and “assistant doctor” may be perceived as
“of the same kind” and the natural understanding suggest that these are all of
type “role”, which implies that “role” may be a good candidate for an attribute

name.

The following lists show the named attributes. The name is indicated with a “-* and the corresponding

value is indicated with a “ ”.

Actors - Role

o Doctor

0 Assistant Doctor

0 Nurse

o Patient

0 Hospital Administration

0 Radiologist

o Kitchen Personnel

- Department
0 Laboratory
o0 Oncology
- Facility

o0 Other Hospital
Intents - Intent

0 Read

0 Write (without Read)

o0 Read/Write
Resources - Resource

o Patient's Record

o Patient

0 Attending Doctor

o Consent List

o Dissent List

0 Authorization (for an Assistant Doctor)

0 Authorization (for another hospital)

o0 Allergy List

0 Medication List

0 Test-Result

0 X-Ray photograph

o Diagnosis

0 Statistic Data
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Circumstances - Circumstance

o Emergency
o Incident

o Between 9:00 PM and 7:00 AM

This step does not apply to the rules.

Obligations - Must be authorized by a doctor
- Must be Audited (for review by the attending doctor)
- Must be Audited

Conditions - Actor is attending doctor
- Must be authorized by a doctor
- Attending doctor not available
- Not on Consent List
- On Dissent List
- Actor works on patient’s department
- Patient must have allowed

This step does not apply to the Effect Values.

Effect Values -  DENY
- PERMIT
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4.3  Attribute Model

With an attribute model it is possible to bring the different kinds of attributes into
one diagram where the relations between all of them can easily be seen. The

Three different attribute model (see Figure 8) can be divided into three different models: Our

types of models meta-model (blue), the domain model (green) and the entity model (white).
Structuring the attributes into such an attribute model simplifies the creation of
policies. The domain model and the entity model together form the attributes
where the domain represents the name-part and the entities represent the
value-part of an attribute. The set of attributes of a certain name is always
associated with one of the concepts of the meta-model.

Such a diagram is also supportive for the creation of rules because it is easy to
Relations see the relations between attributes at a glance.

has Attribute has Attribute

has Attribute

has Attribute

Between 7:00
AM and 9:00
PM

Paul's Patient
Record

Attribute

Department

Oncology Hospital A

works on

isa has intent

attempt instance

Figure 8: Attribute Model
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5 Step 3: Rephrase the Narrative Policies

From Actors, Resources, Intent and Circumstances, you can form a large
Attribute number of attribute combinations. For all the attributes above, there exist
combinations 1,073,741,824 combinations. For that reason it is fairly inefficient to analyze

each combination and apply the right rules according to the Narrative Policies.

An Assertion Graph, introduced in the next section, can be used to extract the
Relevant relevant combinations according to the Narrative Policies. For combinations that
vocabulary are not explicitly mentioned in the Narrative Policies, the decision can be

determined by the so called default decision.

We will need some more formal vocabulary to define the default decision:

Be an assertion domain Domain(A) of the assertion A the subset of the entire
business domain that is mapped to a single decision out of {DENY, PERMIT} by

default decision the assertion A. The default decision for an assertion is the decision defined by
the smallest assertion domain of any other assertion that entirely contains the
assertion domain Domain(A).
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5.1 Assertion Graph

The Assertion Graph is a directed graph that supports someone with extracting the relevant
combinations of attributes according to the Narrative Policies.
The following steps must be performed to create the Assertion Graph:

1. Choose the order of attribute types. E.g. Resource ® Actor ® Intent® Circumstance.

2. Choose one of the attributes of the first type.
3. Add the matching attributes of the other types to the graph according to the Narrative Policies.
4. Add the rules that match the attribute combination to the graph according to the Narrative

Policies.
5. Add the matching value of the Effects Values as leaf to the graph, according to the Narrative

Policies.
6. Add the default value to all attributes, as leafs, that do not end in an Effect Value (if there are

rules between the last attribute and the Effect Value, no leaf with the default decision has to

be added)
Repeat step 2 — 6 until all attributes of the first type are used.

I 196%(

1%8(

196%(

Figure 9: Graph of the Resource Patient’'s Record
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(if DL defined)

CL defined)

Actoris
attending
doctor

audit (for
review by the
attending
doctor)

X-ray
photograph

radioligist

Diagnosis

. ‘ laboratory

hospital
administration

Statistic Data

Figure 10: Graph of the Resource s Diagnosis, Test-Result, X-Ray Photograph and Stati  stic Data
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Figure 11: Graph of the Resource s Medication List and Allergy List
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5.2 Assertions
Out of these graphs, Assertions can be extracted through listing all possible
path expressions. The list of Assertions fully represents the Narrative Policies.
default Additionally a default Assertion is added to the list which represents the default
Assertion decision.
The Assertions are listed in a table where each row represents one single
Assertion. The columns represent the four attribute categories (Resource, Actor,
Intent and Circumstance), the Obligations, the Conditions and finally the
decision of the Assertion.
If there is no explicit limitation to a particular category an asterisk “*” can be
placed that is equal to “all attributes of this category”. Further there exist
Assertions without Obligations or Conditions. This can be illustrated with placing
a dash “-* into that column what is equal with “no Obligation / Condition”.
Effective statements that occur in the Narrative Policies are_underlined to
highlight them.
To avoid a lot of conflicts from the start it is recommendable to never have
assertions that have the form of “attribute - * - attribute” (e.g. Resource:
Medication List, Actor: *, Intent: Read). Such combinations encounter a lot more
conflicts in contrast to when taking care of that the asterisks only appear tailing
and never in between.
Resource Actor Intent Circumstance | Obligation Condition Decision
* * * * - -
Medipation . N N ) )
List
Medlpatlon Doctor N N ) )
List
Medlgatlon Doctor Read, Write * - -
List
Mggﬂ_ic_:_sga%ggn Doctor Read, Write Emergency - -
Me(;i-c":;tion Actoris the
T T DOCtOI‘ Read' erte * - a-t_te_rlqlng
List
doctor
Medication Assistant . . ) )
List Doctor
Med|_cat|on Assistant Read, Write . ) )
List Doctor
- ; Is
Medication | AssIamt | peaq, wiite : authorized
List Doctor
""""""""""""""""" by a doctor
Medlpatlon Nurse N N ) )
List
Medlpatlon Nurse Read, Write * - -
List
Medication Between 9:00
) Nurse Read, Write PM and 7:00 - -
List
AM
Medl_'fs"’:t'on Nurse Read, Write Incident - -
A Between 9:00
Mgg_l__c_:_g'ggn Nurse Read, Write PM and 7:00 Mustbe -
List g audited
AM, incident
Allergy List * * * - -
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. Hospital . .
Allergy List Kitchen
- Hospital * )
Allergy List Kitchen Read * -
Statistic . . . )
Data
Statistic Hospital . . )
Data Administration
Hospital )
Administration Read - -
Diagnosis * * * -
Diagnosis Doctor * * -
Diagnosis Doctor Write * -
Must be
audited
- - - (for review
Diagnosis Doctor Write Emergency by the
attending
doctor)
Diagnosis Doctor Write * :
Diagnosis Doctor Write * :
Diagnosis Doctor Write x .-.
X-ray * * * -
photograph
X-ray i i * * -
photograph Radiologist
X-ray ; ; ; _
photograph | Radiglogist Write ! .
Test Result * * * -
Test Result Laboratory * * -
Test Result Laboratory Write * -
Patient’s . . . )
Record
Patient’s . . )
Record Doctor
Patient's Doctor Read * -
Record
Pﬁéfg—‘fﬁ Dogtor Read * - on patient’s
------------------ department
Actor works
Patients Doctor Read * -
Record
Fatlents Doctor Read * -
Record
department,
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On Dissent
List
ralents Dogtor Read Emergency | ‘austbe :
Patient’s . . ) )
Record Nurse
Patient’s Nurse Read * - -
Record
Patient’s Nurse Read . )
Record
Patient’s Nurse Read . )
Record
Fatients Nurse Read * -
Record
Fajen s Nurse Read Emergency | austbe :
Patient’s Other * | ) )
Record Hospital
I Patient
Patient’s Other Read x ; must have
Record Hospital e - - “allowed
Patient’s Other Must be
Record Hospital Read Emergency audited -
Patient’s . . * *
Record Radiologist
Patient’s S * ) 3
Record Radiologist Read :
Patient’s Hospital . . ) )
Record Kitchen
Patient’s Hospital X ) )
Record Kitchen Read -
Patient’s . . ) )
Record Laboratory
Patient’s Laborator Read - -
Record Laborator y |  Read *
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6 Step 4: Divide and Conquer

Imagine a real world scenario in a big company with thousands of employees. In
such an environment this Assertion list gets extremely long and becomes almost
unmanageable.

shorter lists Therefore it may be helpful to divide the Assertion list into multiple shorter lists.

The division must be made within the help of particular single-valued and
single-valued exclusive attribute types (e.g. Resource). The requirement for such a division is
and exclusive that the attributes share the same name but have different values and the

values must not occur at the same time.

It appears natural to divide the list by some notion of Resource type and / or

Actor type (such as ‘role’). But certainly any other attribute type may be

appropriate.

As an example, here we have chosen the Resource as the type to divide the
attributes because here all attributes are single-valued and exclusive. If we
would choose the Actors instead we would face the following two possibilities
where the attributes are no longer single-valued and exclusive:
- single-valued and non-exclusive: Doctor — Radiologist

These two attribute values have the same name, meaning they are

single-valued but are not exclusive, meaning that a certain Actor could

have both attributes.

multi-valued and non-exclusive: Nurse — Laboratory

These are two different attributes what means that they are not single-

valued and not exclusive.

6.1 Divide Assertion List

Resource: *

Actor Intent Circumstance Obligation Condition Decision
* * * - -
Resource: Medication List
Actor Intent Circumstance Obligation Condition Decision
* * * - -
Doctor * * - -
Doctor Read, Write * - -
Doctor Read, Write Emergency - -
Dogtor Read, Write * - ActoLis.the
attending doctor
Assistant . N i i
Doctor
Assistant Read, Write * - -
Doctor
Assistant Read. Write X Must be audited | 'S-2uthorized by
Doctor | —T S TR SRS - a doctor
Nurse * * - -
Nurse Read, Write * - -
Between 9:00
Nurse Read, Write PM and 7:00 - -
AM
Nurse Read, Write Incident - -
Between 9:00
Nurse Read, Write PM and 7:00 Must be audited -
AM, incident
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Actor Intent Circumstance Obligation Condition Decision
* * * - -
Hospital Kitchen * * - -
Hospital Kitchen Read * - -
Resource: Statistic Data
Actor Intent Circumstance Obligation Condition Decision
* * * - -
Hospital . . i )
Administration
Hospital x
Administration Read - - -
Resource: Diagnosis
Actor Intent Circumstance Obligation Condition Decision
* * * - -
Doctor * * - -
Doctor Write * - -
Must be audited
Doctor Write Emergency z
doctor)
Doctor Write x :
Doctor Write * :
Doctor Write * :
Resource: X-ray Photograph
Actor Intent Circumstance Obligation Condition Decision
* * * - -
Radiologist * * - -
Radiologist Write * - -
Resource: Test Result
Actor Intent Circumstance Obligation Condition Decision
* * * - -
Laboratory * * - -
Laboratory Write * - -
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Actor Intent Circumstance Obligation Condition Decision
* * * - -
Doctor * * - -
Doctor Read * - -
Actor works on
Dactor Read * - patient's
department
Actor works on
Doctor Read x -
Doctor Read x -
Doctor Read Emergency Must be Audited
Nurse * * -
Nurse Read * -
Nurse Read * ‘:
Nurse Read * ‘:
Nurse Read x -
Nurse Read Emergency Must be Audited
Other Hospital * * -
QOther Hospital Read * =R e
Other Hospital Read Emergency Must be Audited
Radiologist * * -
Radiologist Read X :
Hospital Kitchen * * -
Hospital Kitchen Read * -
Laboratory * * -
Laboratory Read x '
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The sorted list:
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Step 5: Sort by Precedence

Sort Assertions by Concreteness

Human beings naturally speak in general statements with exceptions that get
concreter and concreter. Due to this fact the next step is to sort the Assertions
list from 5.2 by concreteness.

That means the more attributes (Actor, Intent, Resource and Circumstance) an
Assertion contains the concreter it is.

If two or more Assertions have identical Actor, Intent, Resource and
Circumstance then the one that has one or more rules is concreter.

If two or more Assertions have identical Actor, Intent, Resource and
Circumstance and one or more rules then none of both is concreter. The only
exception is when e.g. two Assertions have identical Actor, Intent, Resource and
Circumstance and the same rules but one has an additional rule. Then the
Assertion with the additional rule is concreter.

This step is needed as preparation for the next steps (Precedence Diagram and
then Conflict Resolution).

In this list we chose that the least concrete Assertion comes first.

Resource: *
Actor Intent Circumstance Obligation Condition Decision
1 * * * - -
Resource: Medication List
Actor Intent Circumstance Obligation Condition Decision
2 * * * - -
3 Doctor * * - -
4 Doctor Read, Write * - -
5 Actor is the
Doctor Read, Write * : attending
doctor
6 Doctor Read, Write Emergency - -
7 Assistant . .
Doctor ) )
8 Assistant Read, Write . ) )
Doctor
2 Assistant Must be Is
TNecter | Read, Write x authorized
Doctor audited
by a doctor
10 Nurse * * - -
11 Nurse Read, Write * - -
12 Between 9:00
Nurse Read, Write PM and 7:00 - -
AM
13 Nurse Read, Write Incident - -
14 Between 9:00 Must be
Nurse Read, Write PM and 7:00 -
AM, incident

Page 42 of 60 12/18/08



Resource: Allergy List

Analysis of Access Control Policies

HERASAF

Actor Intent Circumstance Obligation Condition Decision
15 * * * - B
16 Hospital . . i i

Kitchen
i Hospital x . .

Kitchen Read - ’
Resource: Statistic Data

Actor Intent Circumstance Obligation Condition Decision
18 * * * - -
19 Hospital * * i )

Administration
20 Hospital x . .
Administration Read - -

Resource: Diagnosis

Actor Intent Circumstance Obligation Condition Decision
21 * * * - -
22 Doctor * * - -
23 Doctor Write * - -
24 Actor is

Doctor Write x z attending

doctor

25 Actor is

Doctor Write *
26

Doctor Write *

Doctor Write Emergency

doctor)

Resource: X-ray Photograph

Actor Intent Circumstance Obligation Condition Decision
28 * * * - B
29 Radiologist * * - -
30 Radiologist Write * - :
Resource: Test Result

Actor Intent Circumstance Obligation Condition Decision
31 * * * - B
32 Laboratory * * - -
33 Laboratory Write * - -
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Decision

Actor Intent Circumstance Obligation Condition
34 * * * _
35 Doctor * * -
36 Doctor Read * -
37
Doctor Read > -
38
Doctor Read > -
39
Doctor Read > -
1 Doctor Read Emergency Hustbe
41 Nurse * * -
42 Nurse Read * -
43
Nurse Read > -
44
Nurse Read > -
».Not on
Consent
45
Nurse Read > -
46 Nurse Read Emergency Xﬂjftgg
47 | Other Hospital * * -
48 (L | |Patient
Other Hospital Read * - | musthave
| Other Hospital | Read Emergency Hust be
50 | Radiologist * * o
51 Radiologist Read * -
52 Hospital * . i
Kitchen
53 Hospital * )
Kitchen Read - -
54 Laboratory * * -
55 Laboratory Read * -
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Precedence Diagrams

The Precedence Diagram is another representation of the sorted Assertion list.
Here every Assertion is represented by a disk. The least concrete Assertion
(that is the default Assertion) is at the bottom and any more concrete one is
placed on top of it. That repeats until the most concrete Assertion is on top.
The result is a construct of towers with a common base (the default Assertion).

Full Precedence Diagrams

Here it can be seen that a lot of “unnecessary” assertions are present in the list.
In the case where a disk of a certain color is on top of another disk with the
same color the concreter disk (the one that is on top) is not needed because the
disk underneath does fully cover the same area.

This diagram now can be reduced to a minimum number of disks (Assertions).
For each group created in the divide and conquer step such a diagram can be
drawn.

Figure 12: Patient’s Record Precedence Diagram
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Figure 13: Diagnosis Precedence Diagram

Figure 14: Allergy List, X-ray photograph, Statistic Data
Test Result Precedence Diagram

* 0
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Figure 15: Medication List Precedence Diagram
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8 Step 6: Reduce the Number of Assertions

not exclusive

When a disk lays on top of another and these two have the same color (share
the same decision) then the upper disk will be removed.

Here the number of disks is reduced to the absolute possible minimum. The only
disk that cannot be removed is the disk representing the default Assertion (that
is the lowest).

If two or more Assertions are not exclusive these disks cannot be reduced if
they do not evaluate to the same decision. In such a case the precedence
between these must first be resolved (this happens in 9.1). Such an overlapping
can be seen in Figure 16 (e.g. Assertions 37, 40, 51).

Figure 16: Patient’'s Record Precedence Diagram (reduc  ed)

Figure 17: Diagnosis Precedence Diagram (reduced)
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Figure 18: Allergy List, X-ray photograph, Statistic Data
Test Result Precedence Diagram (reduced)

Figure 19: Medication List Precedence Diagram (redu  ced)
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9 Step 7: Create the Policy Model

9.1 Identify Intersections and their Conflict Resol ution

conflict

precedence

subset-conflicts

intersection-
conflicts

There are cases where two or more Assertions conflict each other. A conflict is a
situation where two Assertions evaluate to different decisions for the same
access attempt.

E.g. policies 24 and 25, 24 evaluates to PERMIT except the doctor is not on the
consent list. In a case where the doctor is not on the consent list policy 24
evaluates to PERMIT and policy 25 evaluates to DENY. This conflict then has to
be resolved.

Always the concreter policy has precedence over the other. In the example with
policies 24 and 25 the policy 25 has precedence because it is concreter then 24.

There exists conflicts, we call them subset-conflicts, where a certain Assertion is
concreter then another. That means that the other Assertion is the default value
of this Assertion.

The following subset-conflicts appear in the example:

- 27, 24 have precedence over 21

- 25 and 26 have precedence over 24

- 30 has precedence over 28

- 17 has precedence over 15

- 20 has precedence over 18

- 33 has precedence over 31

- 5,6, 9and 14 have precedence over 2

- 48 and 49 have precedence over 34

Additionally there are partial conflicts. That means that there are Assertions
where some of the attributes are not single-valued and/or not exclusive. We call
these conflicts intersection-conflicts.

These intersection-conflicts do not fall under the same schema as the subset-
conflicts explained above. Here someone has to take the decision which one of
the Assertion precedes another.

In our example we suggest the intersection-conflicts to be resolved the following
way:

- 37, 40 have precedence over 51

- b5 has precedence over 43

- 46 has precedence over 43 and 55

With the resolution of the intersection-conflicts, the precedence diagram

changes slightly (Here only the Patient’'s Record diagram changes, the others
stay the same):
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Figure 20: Patient’'s Record Precedence Diagram (reduc
with applied precedence
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9.2 Develop Assertion Hierarchy

With the Assertion list from 6.1 and the conflict resolutions from 9.1 an Assertion

hierarchy as hierarchy can be developed. The hierarchy can be drawn as a tree.
tree In this tree, each leaf is an Assertion. All other nodes are needed for the conflict
resolution.

The conflict resolving nodes have the overriding Assertion written in brackets
([...])- The number written in brackets can also be negated with a “!". That
means that all other precede the Assertion represented by the negated number.

On the next page the tree for this example is shown.
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Figure 21: The Policy Hierarchy (including the defa  ult Assertion )
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9.3 The Policy Model

The Policy Model consists of three main components developed in the
preceding sections:
- Assertions: All Assertions from the reduced precedence diagram.
Conflict Resolution: The Conflict Resolution is needed to handle the conflicts
between certain Assertions.
Assertion Hierarchy: The Assertion hierarchy shows a tree where the
Assertions are represented by the leaves and the conflict resolutions by all
other nodes.
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10 Step 8: Transform the Policy Model into XACML

transformation The transformation of the Policy Model into XACML policies is not covered in
detail hereafter. We just state a few example policies afterwards to illustrate how
such XACML policies probably could look like.
The transformation in detail would go beyond the intent of this thesis and would
go deeply in the topic of policy design.

10.1.1 Examples

10.1.1.1 Assertion 14
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10.1.1.2 Assertion 25

10.1.1.3 PolicySet resolving conflict of Assertions 24 — 26
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11 Conclusion and Outlook

With this thesis we propose a methodology that turns security policies in their narrative text form into a
formal language. During the research for this thesis the major difficulties emerged in the resolution of

conflicts.

Further considerations on the previous sections bring additional points up that have to be refined:
The precedence of Assertions must be clearer defined
Restrictions given through the attribute model are not considered

Continuing research can be done based on the achieved results in this thesis. Possible topics could

be:
Hierarchical

Attributes

Policy Design

Vocabulary

Although this thesis does not cover hierarchical attributes at all. It is an important
feature mainly in the area of policy design it helps a lot for creating fewer and
simpler policies.

Step 10 (Transform the Policy Model into XACML) is policy design in fact. This is
a topic that must be examined to enable someone to create maintainable
policies that fulfill the security requirements.

This thesis does not cover the topic of vocabulary in detail.

In a company it is imaginable that there are lots of applications and each of them
follows another security model. For such a company a common vocabulary must
be defined and all applications must have a transformer integrated that is
responsible for transforming the application’s vocabulary and model into the
common one the company’s security policies are based on.
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Appendix A: General
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ACL
DAC
EPAL
IETF
ISO
MAC
OASIS
P3P
PAP
PDP
PEP
PIP
RBAC
RFC
XACML
W3cC

XML

Analysis of Access Control Policies

Glossary

Access Control List

Discretionary Access Control

Enterprise Privacy Authorization Language
Internet Engineering Task Force

International Organization for Standardization
Mandatory Access Control

Organization for the Advancement of Structured Information Standards
Platform for Privacy Preferences

Policy Administration Point

Policy Decision Point

Policy Enforcement Point

Policy Information Point

Role-Based Access Control

Request for Comments

eXtensible Access Control Markup Language
World Wide Web Consortium

eXtensible Markup Language
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