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Abstract 

Overview Most of the applications today implement their own authorization solutions and 
their own way to handle access control to resources, making it really hard for 
companies to uniformly enforce security policies among all their applications. 
This leads to additional costs, security risks and inconsistencies. 

HERASAF takes this opportunity and provides an Open Source architecture 
framework for the security aspect of enterprise applications based on the OASIS 
XACML 2.0 standard. 

The HERASAF Policy Information Point (PIP) is an important component of this 
framework. A PIP carries the responsibility of providing additional information 
from different repositories in the authorization decision process. The HERASAF 
Policy Enforcement Point (PEP) is responsible to enforce access control in an 
application and communicate with a Policy Decision Point (PDP) to receive an 
authorization decision. The PIP stands by to resolve missing attributes in case 
of an indeterminate decision from the side of a PDP. Such a case is absolutely 
probable in real world utilizations, where a large amount of applications are exis-
tent and an application can’t provide all the required information. 

Goals The goals of this term thesis are the proof of concept, the implementation and 
integration of a Policy Information Point in HERASAF. This contains the following 
points: 

·  Proof of concept for a Policy Information Point in HERASAF 

·  Analysis, design, implementation and testing of the PIP and the PIP in-
tegration in HERASAF. 

·  Creation of an API to build, extend and configure a PIP individually. 

·  Creation of a modular and configurable component infrastructure 

·  Term thesis in English 

Solution The HERASAF PIP is implemented as a component to provide additional infor-
mation in the authorization decision process. We designed it to be capable of 
being easily integrated and configured in the HERASAF environment. The Spring 
Framework is used to achieve the mentioned objectives and to adapt all the 
modules. 

Concerning the use of different information sources, we developed the PIP to be 
able to handle a heterogenic landscape of different attribute-repositories. The 
configuration is designed with simplicity and easiness in mind. 

In the solution the PIP is integrated locally in the PEP. To realize this, an in-
between module, acting as an adapter and handling the communication, was 
created. However, the PIP is independent and can be integrated locally or re-
motely. 

The communication between the PEP and the PIP is standardized by providing 
XACML compliant messages. In a further step the communication using Web 
Services should be considered. 
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1 Management Summary 

1.1 Initial Status 

Motivation Today the most applications have their own way how to handle access control. 
The handling of varying security rights on resources leads to a major effort in the 
applications, especially if these access the same resource. On the other hand 
general security solutions for a company handling all applications consistently 
are hard to provide. All in all this leads to additional costs, security risks and 
inconsistencies. 

A centralized policy and access control management framework is the founda-
tion stone to reduce risks, costs and of course reduce complexity. HERASAF 
takes this opportunity and provides an Open Source implementation for such a 
framework. 

HERASAF is based on the XACML 2.0 [XACML] standard of the OASIS consor-
tium. Such an implementation has been developed in an earlier work 
[DOH07DA]. The most components out of HERASAF use this implementation. 

Additional to the central parts of the system provided by the Policy Administra-
tion Point (PAP), the Policy Decision Point (PDP) and the Policy Enforcement 
Point (PEP), the HERASAF Policy Information Point, or PIP for short, enables the 
resolution of additional attributes required to come to a decision. This is espe-
cially needed if the PEP is not able to collect attributes not passed as parame-
ters in the method calls. In these cases the PDP and consequently the PEP 
deny the access but would permit it if the missing attributes could be provided. 

In the XACML specification [XACML] only the touch points and interfaces to the 
other system components are described and specified but not the internal 
workflow of a PIP like in the PDP. Thereby a proof of concept has to be made if 
an implementation of a PIP is possible and under which circumstances and re-
strictions. 

Components for the communication between the PDPs respectively the PEPs 
and the PIPs are also handled but only in narrow dimension and should be ex-
tended in a future step. 

Existing work HERASAF Policy Decision Point  

In an earlier project [DOH07DA] an implementation of the PDP was realized. It 
provides interfaces and/or hook points for the integration of local or remote PIPs 
to resolve missing attributes occurred during the decision process. 

The PDP implementation is based on the HERASAF XACML 2.0 implementation 
like the new PIP also should be. 

HERASAF Policy Enforcement Point 

Also in an early project [RW08PEP] an extended implementation of the PEP 
was realized which is also based on the improved HERASAF XACML 2.0 imple-
mentation. Hook points for a PIP integration, either a local or remote one, were 
not provided and must be added. 

HERASAF PEP-PDP Communcation 

Also in the [RW08PEP] project an improved solution of the PEP-PDP commun-
cation using web services was implemented which can deal as a draft for the 
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future PDP-PIP and/or PEP-PIP communication. 

Goals The goal of the thesis is a proof of concept for the possibility of a flexible and 
powerful implementation of a PIP. This includes also under which circumstances 
and restrictions this can be done. Additionally the integration in the PEP should 
be provided to test it in the existing workflow. This contains the following points: 

HERASAF PIP 

·  Analysis of the existing HERASAF PEP implementation. 

·  Analysis of the XACML and XACML/SAML specification. 

·  Analysis of the feasibility of the PIP implementation. 

·  Analysis, design, implementation and testing of the PIP. 

·  Creation of a flexible, well documented and easy to use API to build, ex-
tend and configure PIPs and attribute-repositories. 

·  Integration of the PIP in the existing PEP implementation. 

·  Modular and configurable components. 

HERASAF PEP-PIP Communication 

·  Analysis, design, implementation and testing of the PEP-PIP communi-
cation. 

·  Modular and configurable components. 

Documentation 

·  Term thesis documented in English 

1.2 Realization 

Involved per-
sons 

Person  Function  

Wolfgang Giersche Responsible tutor 

René Eggenschwiler Coach 

Tobias Forster Project Manager, Programmer 

Ylli Sylejmani Lead programmer, Quality manager 

 

The functions assigned to Tobias Forster and Ylli Sylejmani shows primarily the 
accountability and not the responsibility. Both are responsible for the successful 
realization of this term thesis. 

Familiarization To become acquainted with the project, XACML 2.0, HERASAF, the often used 
Spring Framework [Spring] and a few new Eclipse plugins had to be understood. 

Procedure This term thesis was realized with two-weekly iterations which can be grouped 
to five phases described and shown below. 
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Phase 1: Pre -Inception  

This phase lasted two and a half weeks. The setup of the infrastructure was 
done in the first week. In the other two the study of the technologies like Spring 
and an introduction in them were made to allow a professional usage of in the 
rest of the term thesis. 

Phase 2: Analysis & Requirements 

This phase took also three weeks. The workflows in the PDP and the PEP were 
analysed to check if a handling of the missing attributes and hook points are 
provided. 

General requirements for all involved system components as well as specific 
requirements and key aspects for the PEP extension and the new PIP were 
defined. 

Phase 3: Design & Implementation 

Also this phase took three weeks. The key and design aspects generally defined 
in the phase before, were worked out to concrete cases. The implementation of 
the first, stable version of the PIP was made including integration tests to verify 
the correctness. 

Several design problems were analysed with comparisons of alternative solu-
tions to provide a proper documentation of the decision process and to choose 
the most appropriate solution. 

Within this phase a stable version of the PIP, acting as a basis for the integra-
tion into the PEP, was performed including the necessary documentations and 
verifications. 

Phase 4: Refactoring & Build 

The forth phase also lasted three weeks. The design and the implementation as 
well as improvements and small redesigns of the PIP were performed to allow a 
thin and well defined integration of a local PIP. 

Several design problems were analysed with comparisons of alternative solu-
tions to provide a proper documentation of the decision process and to choose 
the most appropriate solution. 

The integration and module tests implemented at the end of the phase showed 
a vertical breakthrough of the PEP, the PIP and thereby through the whole term 
thesis. This verified the correctness and stability of the PEP extensions as well 
as the collaboration of the PEP and the PIP. 

Within this phase a stable and extended version of the PIP was performed as 
well as a local integration into the PEP. The architecture and design decisions 
were also documented und updated. 

Phase 5: Transition 

The last phase took two and a half weeks in which last tests and the finalization 
of the documentation were performed. The quality of the code was checked 
again while verifying and updating the Javadoc of the new implementations.  
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1.3 Achieved Goals 

Results HERASAF PIP 

As a main goal we proved the feasibility of a PIP implementation, which achieve 
the high requirements faced up to frameworks in today’s times. 

The result of this part of the term thesis is a PIP as a framework that enables the 
resolution of attributes using several attribute-repositories in a common 
workflow. The pluggable and configurable design, using the Spring Framework, 
allows the implementation of specific connectors to access the attribute-
repositories. 

A set of well defined interfaces and abstract classes in the PIP allows additional-
ly the specific extension with individual connectors to access the existing 
attribute-repositories in other ways as well as additional attribute-repositories 
using new access technologies. 

HERASAF PEP (PIP integration) 

A usage of the PIP from the PEP, primarily during a local integration, was rea-
lized. This includes also the check of the PDP response if missing attributes 
were provided, the addition of the resolved attributes to the original decision 
request and the retransmission of it. 

The implementation is provided in a way which allows an easy extension with 
web services such the PEP-PDP communication already uses. 

Personal expe-
rience 

During this term thesis, we made a lot of new personal experiences. These are 
shown below: 

·  Working in an agile development process. 

·  Analysis, design and implementation of a system component, whose 
specification doesn’t exist or only in a small and limited amount. 

·  Usage of a wide-range of design patterns necessary and appropriate in 
the framework development. 

·  Writing a technical report in this level of detail in English. 

·  Teamwork 

·  New and additional know-how in technologies like the Spring Frame-
work, TestNG, Maven 2, JAXB and XPath. 

·  New and advanced experiences in software engineering. 

1.4 Outlook 

General This chapter describes possible further extensions and changes of the HERASAF 
PDP, PEP and PIP in an aggregated form. 

HERASAF PDP Integration of the PIP  in the PDP  

The integration of the PIP in the HERASAF PDP was not determined and imple-
mented in this term thesis, according to the focus of the proof of concept. The-
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reby the whole integration of the PIP, either as a local instance or through the 
usage of web services, has to done in further implementation step. 

As analyzed during this term thesis, the HERASAF PDP already provides hook 
points where the integration of the PIP can be realized. 

HERASAF PEP Integration of the PIP in the PEP using  web services  

During the term thesis, only the direct integration of the PIP in the HERASAF 
PEP has been realized. A communication to the PIP using web services isn’t 
provided and should be implemented in a further extension. 

During the design of the direct integration, a further implementation of web ser-
vices was estimated. Thereby an additional implementation using web services 
can be made without changes on the existing code base. 

HERASAF PIP Support  of web services  in the PIP  

Parallel to the implementation of the web services on the PDP and/or PEP at the 
client side, the counterpart on the HERASAF PIP as the server side has to be 
implemented. This requires an additional module which must be put in front of 
the existing implementations, analogue to the HERASAF PDP. 

Delegation PIP 

In a future extension the implementation of a special delegation PIP should be 
considered. Its concern would consist of matching the AttributeIds to the PIPs 
which can resolve them. This would allow an easy configuration of a single PIP 
in the PDP and the PEP but to provide the resolution using several PIPs. 

2 Aims and Objectives 

Intention In this part of the documentation the aims and the objectives of this term thesis 
are described. 

2.1 Goals of the thesis 

Context In the Spring Term 2008, the HERASAF PEP project was realized based on the 
existing implementation of the OASIS XACML 2.0 standard. For the HERASAF 
PIP design, implementation and integration the existing HERASAF PEP, XACML 
and PDP implementations are important. 

Goals The goals of this semester thesis are the design and implementation of the HE-
RASAF PIP, the integration of it in the existing HERASAF PEP implementation 
and the communication between involved HERASAF modules. The following 
listing explains the content: 

HERASAF PIP 

·  Analysis of the existing HERASAF PEP implementation. 
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·  Analysis of the XACML and XACML/SAML specification. 

·  Analysis of the feasibility of the PIP implementation. 

·  Analysis, design, implementation and testing of the PIP. 

·  Creation of a flexible, well documented and easy to use API to build, ex-
tend and configure PIPs and attribute-repositories. 

·  Integration of the PIP in the existing PEP implementation. 

·  Modular and configurable components. 

HERASAF PEP-PIP Communication 

·  Analysis, design, implementation and testing of the PEP-PIP communi-
cation. 

·  Modular and configurable components. 

Documentation 

·  Term thesis documented in English 

3 HERASAF 

Intention This part of the documentation describes the background of the HERASAF struc-
ture. 

It starts with a general description about the background, motivation and the 
intentions of HERASAF. Another section describes the enterprise suitability and 
the access control policy language called XACML. Lastly, the main logic of HE-
RASAF, its components and the communication between them will be described. 

Background HERASAF is an open source project started in January 2006. Eight months of 
research, development ideas, conception and projection by Wolfgang Giersche, 
Yan Graf and René Eggenschwiler were flowing into it. 

In mid 2006 a proof of concept was made by Yan Graf [Graf06] and René Eg-
genschwiler [Egg06]. They built nearly all the components as prototypes for a 
working HERASAF based on Sun’s XACML implementation. 

Using Spring AOP and AspectJ Massimo Cerqui and Sandro Strebel built a 
Policy Enforcement Point based on interceptors. They also built a prototype for 
a policy based security management system with Spring/JSF [CS07PAP]. In the 
same year Sacha Dolski, Stefan Oberholzer, Florian Huonder created a XACML 
PDP Web Service endpoint based on Sun’s XACML implementation. The prob-
lem was that they soon found out that Sun’s XACML implementation wasn’t 
what they were looking for. So they decided to develop an own XACML 2.0 im-
plementation. It was finished at the end of 2007 [DOH07DADev]. 

Based on the HERASAF XACML 2.0 implementation of 2007 Daniel Regli and 
Yannick Winiger developed a PEP implementation [RW08PEP] including the 
Web Service components for the communication between PEPs and PDPs. 

Motivation Today, most applications have their own way to handle access control. This 
makes it hard for companies to enforce general security policies among all their 
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applications and leads to additional costs, security risks and inconsistencies.  

HERASAF takes this opportunity and provides an Open Source architecture 
framework for the security aspect of enterprise applications based on the OASIS 
XACML 2.0 standard. 

Goals HERASAF should gain ground in the Open Source market with providing a solu-
tion for the following goals. 
 
Holistic approach 

·  HERASAF supports the whole authorization process 
·  In a technical view this means that any kind of access in distributed 

agents (PEPs) on secured resources are interrupted and redirected to a 
PDP, where the evaluation based on policies is made. Whenever the 
PDP responds with a positive decision, the access on the protected re-
source will be granted. 

·  HERASAF provides the possibilities for the definition and administration 
of policies without the need of technical knowledge. 

·  HERASAF provides the possibilities of defining, configuring and integrat-
ing a PIP to have access on different attribute-repositories for the reso-
lution of missing attributes, which can occur during the evaluation 
process on the PDP. 

 
Enterprise Suitability 

·  Integration of HERASAF in a corporation should be easy and should 
bring about only a few changes in the current infrastructure. Existing Au-
thorization solutions are still able to be used or integrated with HERA-
SAF. 

·  HERASAF is designed in terms of expandability and adaptability. In con-
sistent use of the Spring Framework ApplicationContext to wire depen-
dencies it allows the exchangeability of components. 

·  The API of HERASAF can be used to integrate company-specific parts, 
which can be hooked up into extension points. 

·  HERASAF uses established standards. For this reason the framework is 
broad-based and open for future extensions. This increases the intero-
perability and helps the integration of HERASAF into an existing and fu-
ture infrastructure. 

·  The PAP offers a separation of business concerns with its business 
views and language-constructs so the policy-administrator doesn’t need 
to know anything about an URL or a class method. Templates provide 
the functionality which allows an administrator to create technical poli-
cies in a corporate-syntax (technical view). Whereas as the responsible 
person for authorization can define new policies based on the tem-
plates. He is able to define these policies in businesslike language 
(business view) where he doesn’t need any technical knowledge. 

·  The PEP offers an easy integration of a policy enforcement point in any 
application. The PEP interrupts accesses on secured resources and 
creates an authorization-request which is forwarded to a Context Hand-
ler. Depending on the authorization-response (decision) of the PDP the 
access will be granted or denied. Additionally obligations included in the 
decision must be handled and fulfilled from the PEP before access is al-
lowed. The PEP-PDP communication is realized through Web Services, 
which keeps the PEP as independent and flexible as possible. 

·  The PIP acts as an information expert by providing the possibility of de-
fining, configuring and integrating different attribute-repositories where 
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missing attributes can be resolved. The PIP keeps additional information 
about subjects, resources, environment and actions, which can be refe-
renced by policies. 

3.1 Extensible Access Control Markup Language – XAC ML 

General XACML [XACML] is a standard of the organization OASIS. It defines a ubiquit-
ous description of a policy-based access control language based on XML. 
XACML defines the syntax of a description language for: 

·  Policies 

·  Semantics to handle policies 

·  Request/Response handling between the instances 

XACML describes a solid base on which solutions can be built on. Additionally 
many other standards can be included into XACML. 

·  Security Assertion Markup Language (SAML) is an XML-based standard 
for exchanging authentication and authorization data between security 
domains, that is, between an identity provider (a producer of assertions) 
and a service provider (a consumer of assertions). [wikiSAML] 

·  Web Service Security (WSS) is a standard securing integrity and confi-
dentially of messages in combination with Web Services. 

·  SPML (Service Provisioning Markup Language) is an XML-based 
framework, being developed by OASIS, for exchanging user, resource 
and service provisioning information between cooperating organizations. 
[wikiSPML] 

·  The Digital Signature Algorithm (DSA) is a United States Federal Gov-
ernment standard or FIPS for digital signatures. [wikiDSS] 

·  Public key infrastructure (PKI) is an arrangement that binds public keys 
with respective user identities by means of a certificate authority (CA). 
[wikiPKI] 

Background XACML 2.0 was ratified in February 2005 from the OASIS Consortium. Mem-
bers of the OASIS Group like Entrust, IBM, Hewlett-Packard, Sun Microsystems 
and others helped on the specification of the XACML. 

Sun Microsystems, headed by Seth Proctor, did an Open Source reference im-
plementation of XACML 1.0 and the development of the XACML 2.0 implemen-
tation is stopped. The latest news entry about the progress was added on 21 
June 2006. [SunXACML] 

By the end of 2007 a team of HERASAF engineers (Sacha Dolski, Stefan Ober-
holzer and Florian Huonder) implemented the XACML 2.0 standard under the 
name HERASAF XACML. [DOH07DADev] 

Model The following logic components are described by the XACML 2.0 specification. 

Policy Administration Point (PAP)  
The PAP is an administration component. The PAP allows administrating poli-
cies as well as un-/deploying these on a PDP. 
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Policy Enforcement Point (PEP)  
The PEP is an enforcement component (performer). The PEP interrupts ac-
cesses on secured resources and creates an authorization-request which is 
forwarded to a Context Handler. Depending on the authorization-response (de-
cision) of the PDP the access will be allowed or denied. Additionally obligations 
included in the decision must be handled and fulfilled from the PEP before 
access is allowed. 

Policy Decision Point (PDP)  
The PDP is the decision maker. The PDP gets the authorization-request and 
generates an authorization-response depending on policies. If the policies con-
tain obligation the PDP needs to send those in the response as well. 

Policy Information Point (PIP)  
The PIP is the additional information expert. The PIP provides additional infor-
mation about subjects, resources, environment or actions. This information can 
be referenced by policies. 

Context Handler (CH)  
The context handler has task to fulfill. The handler is responsible to translate 
authorization-request not yet expressed in XACML into an equal authorization 
request in XACML. As well as to provide additional information for a PDP. 

Data Flow The model operates by the following steps. See Figure 1. 

1. PAPs write policies and policy sets and make them available to the 
PDP. These policies or policy sets represent the complete policy for a 
specified target. 

2. The access requester sends a request for access to the PEP. 

3. The PEP sends the request for access to the context handler in its na-
tive request format, optionally including attributes of the subjects, re-
source, action and environment. 

4. The context handler constructs an XACML request context and sends it 
to the PDP. 

5. The PDP requests any additional subject, resource, action and envi-
ronment attributes from the context handler. 

6. The context handler requests the attributes from a PIP. 

7. The PIP obtains the requested attributes. 

8. The PIP returns the requested attributes to the context handler. 

9. Optionally, the context handler includes the resource in the context. 

10. The context handler sends the requested attributes and (optionally) the 
resource to the PDP. The PDP evaluates the policy. 

11. The PDP returns the response context (including the authorization deci-
sion) to the context handler. 

12. The context handler translates the response context to the native re-
sponse format of the PEP. The context handler returns the response to 
the PEP. 

13. The PEP fulfills the obligations. 

14. (Not shown) If access is permitted, then the PEP permits access to the 
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resource; otherwise, it denies access. 

 

 

Figure 1: Data flow diagram model of the XACML 2.0 specification 

3.2 HERASAF Logic 

Intention This chapter describes the logical structure of HERASAF including its compo-
nents and how they communicate with each other. 

Overview In HERASAF all components needed for a comprehensive authorization process 
are implemented. Each component can be deployed and operated independent-
ly from each other by the use of common standard technologies. 
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Figure 2: HERAS AF components 

Special Charac-
teristic 

Compared to the XACML 2.0 specification, HERASAF has two major differences. 
There is no ContextHandler module and only one resource per decision request 
can be handled. 

The functionality of the ContextHandler has been integrated directly into the 
HERASAF PEP and HERASAF PDP. The HERASAF PEP already generates com-
plete XACML requests. The HERASAF PIP is intended to be integrated locally in 
the HERASAF PDP or the HERASAF PEP or to act as an independent compo-
nent, e.g. in form of a web services. In the scope of this term thesis the HERA-
SAF PIP has been integrated locally in the HERASAF PEP. In case of an indeter-
minate response from the HERASAF PDP including missing attributes the HE-
RASAF PEP holds the responsibility of requesting the HERASAF PIP to resolve 
these attributes. 

Additionally, in the current state of HERASAF, handling of multiple resources as 
specified by XACML 2.0 is not yet implemented. The HERASAF PDP can only 
handle one resource per decision request from the PEP. 

3.2.1 HERASAF Policy Enforcement Point (PEP) 

General The HERASAF PEP provides the structures and mechanisms to build agents that 
perform access control, by making decision requests and enforcing authoriza-
tion decisions in a specific application. These application-specific agents can 
intercept and control access in many different ways, depending on how the 
structure of HERASAF PEP is adapted. 

Additionally the HERASAF PEP provides a mechanism to integrate the HERASAF 
PIP for the resolution of missing attributes due to indeterminate responses from 
the HERASAF PDP. 
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Adaption Many logical aspects of HERASAF PEP can be adapted to fit the application in 
need of protection. These aspects are mainly the generation of decision re-
quests, the communication to the PDP, the resolution of missing attributes 
communicating with the PIP and the handling of authorization decisions. 

Additionally, agents can use different approaches to intercept requests to re-
sources and enforce security within the application. Common examples are filter 
technologies or aspect-oriented programming. 

3.2.2 HERASAF Policy Decision Point (PDP) 

General More information about this system component can be found in the [DOH07DA] 
document. 

3.2.3 HERASAF Policy Administration Point (PAP) 

General More information about this system component can be found in the [NZ08PAP] 
document. 

3.2.4 HERASAF Policy Information Point (PIP) 

General The HERASAF PIP provides the modules and the structure to integrate different 
attribute-repositories from the existing infrastructure in the authorization solution. 
It’s intended to be integrated locally in the PEP or the PDP or to act as an inde-
pendent system component where the communication is based on web servic-
es. 

The PIP can be configured to have access on a heterogenic landscape of 
attribute-repositories used to resolve attributes for its clients. 

Adaption There are many logical aspects which can be adapted to fit the application in 
need of extra information. These aspects include the addition of different 
attribute-repositories, the way of handling a repository and the communication to 
other system components. 

3.2.5 HERASAF PEP-PIP Communication 

General The HERASAF PIP has been designed to provide the possibility to be integrated 
locally in the HERASAF PEP or remotely based on web services. Having a stan-
dard-compliant communication allows using the system components of HERA-
SAF independently with components of other parties. 

Adaption Whether the HERASAF PIP is integrated locally or remotely is a matter of the 
configuration of the system components. In the case of local integration an inter-



 HERASAF: Policy Information Point (PIP) 

   
   

2008_Autumn_TermThesis_PIP_Thesis.doc 12/17/08 Page the-21 of the-114 

layer acting as an adaptor is used to handle the communication. Being inte-
grated remotely the HERASAF PIP represents a web service and uses existing 
implementations in the HERASAF for the communication with other modules. 

3.2.6 HERASAF PDP-PIP Communication 

General The requirements of the PDP-PIP Communication and how a PIP is integrated 
in a PDP has not yet been determined according to a limited focus on this term 
thesis. The main objectives in the scope of this term thesis were, as mentioned 
before, the proof of concept as well as the design and implementation of a Poli-
cy Information Point and its integration in the PEP. 

4 HERASAF Policy Information Point (PIP) 

Intention This chapter describes the detailed structure of the Policy Information Point, or 
PIP for short, and its extension points. 

Overview Like the other parts of HERASAF the HERASAF PIP is also designed and built in 
the same manner of a framework. With its pluggable design, the main behavior 
can be adapted or extended to fit the customer’s needs for an individual attribute 
resolution and combined with common parts provided for all implementations. 

The existing connectors, also called attribute resolvers, can be adapted using 
other queries, row mappers and other utilities or be extended to access other 
kinds of attribute-repositories like an SAP system, an Active Directory or further 
more. 

 

Figure 3: Logical components of the PIP  
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Adaption Like mentioned before several logical components within the HERASAF PIP can 
be adapted and extended to provide the required functionality. This includes the 
following parts:  

·  The attribute resolver selection 

·  The query parameter determination 

·  The attribute resolution 

·  The row mapping 

4.1 Attribute Resolver Selection 

Overview An important issue on the HERASAF PIP is the selection of the appropriate 
attribute resolver for a given attribute to access the different attribute-
repositories like a relational database, an active directory and further more. An 
optimized selection strategy can increase the processing time. 

Selection tech-
niques 

Several techniques and approaches can be used to select an attribute resolver 
for a given attribute. Most of these approaches are based on a kind of configura-
tion like the one in the application context provided by the Spring Framework. 

Based on this restriction approaches like an id based matching between the 
attribute and the attribute resolver is possible as well as the definition of names-
paces, the usage of regular expressions and further more. 

Id base map-
pings 

The id based mapping of attributes to attribute resolvers is a possible selection 
strategy. It’s a simple approach of selecting without the need of complex algo-
rithms and implementations but with a higher configuration effort. 

Namespace 
based map-
pings 

A namespace based mapping of attributes to attribute resolvers is also a possi-
ble selection strategy. Such strategies using namespaces, regular expressions 
and other group descriptions reduce the configuration effort. 

Further map-
pings 

Implementation of these and further selection strategies for the attribute map-
pings can be provided through the open design of the HERASAF PIP which al-
lows adaptations of existing and the extensions with new strategies. 

4.2 Query Parameter Determination 

Overview The determination of the values of the query parameters is also an important 
issue to complete the query with the necessary context information. Without this 
context information the requested attribute values cannot be resolved by the 
attribute-repositories. 

Context information consists of the already collected data by the PEP and is 
also passed to the HERASAF PIP and is structured as a XML. This can include 
the id of the user invoking a secured method and furthermore, which allows the 
determination of additional data about it. 
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Determination 
of query para-
meter values 

To provide the extraction of the query parameter values out of the supplied con-
text, the HERASAF PIP allows the definition of extraction queries. These de-
scribe the position of the query parameter values in the context information. 

Well-defined interfaces and default implementations allow an easy definition of 
such extraction queries and a seamless integration into the HERASAF PIP. 

XPath A provided default implementation is based on the XPath technology. It allows 
the definition of extraction queries which describes the position of the query 
parameter values in the context. 

An example is shown below, where the XPath describes the location of the red 
marked XML tags: 

/Request/Subject/Attribute[@AttributeId="myAttribut eId"] 
/AttributeValue/text() 
 

<?xml version="1.0" encoding="UTF-8"?> 
<Request> 
  <Subject> 
    <Attribute AttributeId="myAttributeId" 
      DataType=" http://www.w3.org/2001/XMLSchema#s tring" 
      Issuer="med.example.com"> 
      <AttributeValue> med@example.com</AttributeValue> 
    </Attribute> 
    <Attribute AttributeId="myNumberId" 
      DataType=" http://www.w3.org/2001/XMLSchema#i nteger" 
      Issuer="med.example.com"> 
      <AttributeValue>3</AttributeValue> 
    </Attribute> 
  </Subject> 
  <Resource> 
    <Attribute Attribute-
Id="urn:oasis:names:tc:xacml:1.0:resource:resource- id" 
      DataType="http://www.w3.org/2001/XMLSchema#st ring"> 
      <AttributeValue> 
        org.herasaf.testResource.resource.class 
      </AttributeValue> 
    </Attribute> 
  </Resource> 
  <Action> 
    <Attribute 
      AttributeId="urn:oasis:names:tc:xacml:1.0:act ion:action-id" 
      DataType="http://www.w3.org/2001/XMLSchema#st ring"> 
      <AttributeValue>read</AttributeValue> 
    </Attribute> 
  </Action> 
  <Environment /> 
</Request> 

4.3 Attribute Resolution 

Overview After completing the query with parameter values with the contextual information 
supplied by the caller, the HERASAF PIP loads the requested attribute value 
from the attribute-repository. The variety of different attribute-repositories re-
quires several different access methods which must be provided by the HERA-
SAF PIP including the required libraries. 
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Accessing the 
attribute-
repositories 

To allow the encapsulation of these libraries and the used technologies to 
access the attribute-repositories, like SQL, and to reduce the dependencies, the 
implementations should be made in own modules. Like a modular concept, only 
the needed modules must be deployed. 

Based on this design, for each access technology an own module with the con-
crete attribute resolvers can be implemented. These contain the specific access 
code and its configuration. For a database access i.e. the specific database 
connector is required and the database specific access code. 

Execute the 
queries 

The concrete execution of the queries is afterwards made by with the specific 
access code. Back to the database example, the query is executed using a 
statement on the database connection. 

For technologies using only a small or non setup code, the execution of the que-
ries to resolve the attribute values, can be additionally encapsulated in a query 
object. This allows a variety of different access implementations which increase 
the flexibility of the HERASAF PIP. 

4.4 Row Mapping 

Overview For several attribute-repository access technologies, like SQL, row mappers or 
similar implementations are useful to get the results out of the result sets. 

These implementations are also located in the modules based on the same 
technologies. The SQL row mappers for example are located in the SQL mod-
ule. 

Row mapper 
technologies 

The Spring Framework provides several default implementations which can be 
used only by configure them. In this case the extraction of the results out of the 
result sets is very easy and solved in a similar manner. 

If the default implementations are insufficient, individual implementations can be 
made in an easy way using the interfaces provided by the Spring Framework. 

5 HERASAF PDP-PIP Communication 

Intention This chapter describes the detailed structure of the communication between the 
PDP and the PIP and its extension points. 

Overview According to the focus on the proof of concept for a HERASAF PIP, its design, 
implementation integration in the HERASAF PEP, the PDP-PIP communication 
had a lower priority and was not implemented. 
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6 HERASAF PEP-PIP Communication 

Intention This chapter describes the detailed structure of the communication between the 
PEP and the PIP and its extension points. 

Overview The integration of the HERASAF PIP can be solved in several ways. Possible 
solutions can provide a direct, and maybe local, integration as well as the usage 
of web services. Thereby the different kinds of integration must be encapsulated 
to allow a flexible configuration of the several solutions. 

The focus of this term thesis was primarily on the direct integration of the HE-
RASAF PIP in the HERASAF PEP. For that reason, this chapter describes only 
this scenario. A solution using web services can be made in the same way like 
the PEP-PDP communication described in the [RW08PEP]. 

 

 

Figure 4: Logical components of the PIP integration  in the PEP  

Adaption The design of the PIP integration in the HERASAF PEP is highly adaptable and 
extensible. Therefore, the implementations can be changed without changes in 
the source code. This allows a direct integration as well as the usage of web 
services. 

6.1 Direct PIP integration 

Overview The direct integration of the HERASAF PIP in the HERASAF PEP is more than 
only the invocation of a method on the PIP. It’s rather the conversion of the val-
ues, also value objects called, hold by the PEP to value types which the PIP can 
handle. 

Conversion of 
the values 

The conversion of the values or value objects is needed because the HERASAF 
PEP works with internal value objects representing the XACML objects. This 
allows an implementation of the PEP independent from the specific XACML 
implementation. But it causes necessary conversions from the internal types to 
the used XACML types and vice versa. This is also required in the direct PIP 
integration. 
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For the integration of the HERASAF PIP, which is based on the HERASAF 
XACML implementation, the internal value objects of the HERASAF PEP are 
converted to the XACML types. This is made in the same manner like the con-
version of the value objects for the PEP-PDP communication described in the 
[RW08PEP]. 
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Part II: Project Management 
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7 Project Planning 

7.1 Introduction 

Intention This chapter contains the project schedule, the risk and quality management, 
the technologies and standards used in the project as well as a final report. 

7.2 Overview 

Objectives This chapter contains the organization of the project. It defines the project roles 
of each involved person as well as their responsibilities. Additionally, important 
appointments and further definitions are made. 

Organizational 
structure 

Tobias Forster (FOTO) Responsibilities 

Project Manager ·  Project controlling 

·  Communication in team 

·  Design, Tests 

Programmer 

 Email: 

tobias.forster@herasaf.org 
 

 Ylli Sylejmani (YSY) Responsibilities 

Lead programmer ·  Analysis, Architecture 

·  Refactoring Coordination 

·  Code Quality 

·  Documents Quality 

Quality manager 

 Email: 

ylli.sylejmani@herasaf.org 
 

External con-
tacts 

Wolfgang Giersche (GIW) Contact 

Responsible tutor Email: 

wolfgang.giersche@herasaf.org  

Tutor responsible for the term thesis and contact person for architectural 
questions and others related to the project. 

 

 René Eggenschwiler (EGR) Contact 

Coach Email: 

rene.eggenschwiler@herasaf.org  

Project coach and contact person for any question or issue related to the 
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project. 
 

Appointments These appointments are given by the HSR: 

·  Project start: 15th September 2008 

·  Further appointments are defined if needed. 

·  Project end: 19th December 2008 

Meetings There will be weekly meetings with the project coach (EGR) and if needed also 
with the responsible tutor (GIW). 

These meetings will take place on Friday. The current status and iteration of the 
project will be reviewed and the next steps will be discussed. 

7.3 Schedule 

Intention In the following part, the planned iterations and mile stones are listed which 
define the project plan used for this term thesis. 

7.3.1 Iterations 

Intention This chapter describes the iterations into which the whole term thesis is divided 
and what actions are done in them. 

Iteration Plan-
ning 

Iteration 1  Start  End 

Introduction into the infrastructure, setting up 
of the working space, studying the new tech-
nologies. This iteration is anchored in a pre-
inception phase of the project. 

15.09.2008 28.09.2008 

 

 Iteration 2 Start  End 

Start the analysis of the existing code branch 
and gathering requirements for the new im-
plementation of the HERASAF PIP and the 
integration in the HERASAF PEP. 

Start documenting the analysis results and 
the gathered requirements for the HERASAF 
PIP and its integration in the HERASAF PEP.  

29.09.2008 12.10.2008 

 

 Iteration 3 Start  End 

Designing the HERASAF PIP implementation 
including the resolvers using XPath and SQL 
technology. Implementation and testing of the 

13.10.2008 02.11.2008 
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PIP implementation. 

Continue the documentation by adding design 
decisions and the architecture of the 
HERASAF PIP. 

 

 Iteration 4 Start  End 

Designing and implementing the integration of 
the HERASAF PIP including the establishment 
of logging. 

Keeping the documentation actual by adding 
design decisions and the architecture of the 
integration in the HERASAF PEP. 

03.11.2008 16.11.2008 

 

 Iteration 5 Start  End 

Verifying the integration in the HERASAF PEP 
using unit and integration tests. 

The integration tests including all modules 
and their interaction. 

17.11.2008 30.11.2008 

 

 Iteration 6 Start  End 

Completion of the documentation by adding 
management summaries, updating the project 
reports and further more. 

01.12.2008 14.12.2008 

 

 Iteration 7 Start  End 

Finalization of the term thesis. 15.12.2008 19.12.2008 
 

7.3.2 Milestones 

Intention This chapter lists the milestones set in project planning of the term thesis. Each 
milestone describes the date on which it has to be reached and what results are 
expected. 

Milestones M1: Requirements for HERAS AF PIP defined  Date 

The requirements for the HERASAF PIP are defined and 
documented. 

12.10.2008 

 

 M2: First implementation of the HERAS AF PIP is available  Date 

A first running version of the HERASAF PIP implementation is 
available and ready for a review. 

24.10.2008 
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 M3: Deta iled design of the HERAS AF PEP integration  Date 

A detailed design for the integration of the HERASAF PIP into 
the PEP is developed and can be discussed. 

07.11.2008 

 

 M4: First implementation of the HERAS AF PEP integr ation 
is available 

Date 

A first implementation of integration of the HERASAF PIP in 
the PEP is developed and can be reviewed. 

14.11.2008 

 

 M5: Implementation of HERAS AF PEP and PIP finished  Date 

The implementation and its test cases are finished in a stable 
version and documented. 

28.11.2008 

 

 M6: Finish semester thesis  Date 

The term thesis is finished and the documentation is com-
pleted with all necessary information about design decisions 
testing, project organisation and so on. 

19.12.2008 

 

7.4 Risk management 

Introduction The following chapter describes the risk management with its risks. It shows 
consequences, actions to prevent them and estimations of the possible damage 
as well as the priority. 

The risk management is a process, which will be traversed in an iterative way 
during the whole project. New risks will be recognized and recorded while exist-
ing ones will be revaluated. 
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R01: Comple xity 
of XACML stan-
dard 

Time schedule dan-
ger in delay and in-
vestment of more 
time 

Read the specifi-
cation carefully, 
ask/communicate 
with the tutor and 
coach when ques-
tions arise, 
weekly meetings 

10 10 15 % 1.5 2 

R02: Bad med i-
cal condition of 
a team member 

Delay of project - 0 14 10 % 1.4 1 

R03: Comple xity 
of PEP integra-
tion 

Time schedule dan-
ger in delay and in-
vestment of more 
time, redesign PEP 

Proper analysis of 
PEP, 
ask/communicate 
with the tutor and 
coach 

8 20 25 % 5 3 

R04: Comple xity 
of PDP integra-
tion 

Time schedule dan-
ger in delay and in-
vestment of more 
time, redesign PDP 

Proper analysis of 
PDP, 
ask/communicate 
with tutor and 
coach 

0 15 0 % 0 0 

R05: Higher 
effort of PIP 
implementation 
than expected 

Time schedule dan-
ger in delay and in-
vestment of more 
time, reducing the 
scope of the project 

Proper analysis 
and design and 
reach an agree-
ment with the 
tutor and coach 

10 30 20 % 6 3 

R06: Loss of 
SVN server in-
frastructure 

Current status of 
work will be lost 

Create regular 
local copies 

2 10 5 % 0.5 2 

R07: Missing 
maturity of the 
XACML stan-
dard 

Time schedule dan-
ger in delay and in-
vestment of more 
time to design own 
solutions which fits 
with the standard 

Read the specifi-
cation carefully, 
ask/communicate 
with the tutor and 
coach when ques-
tions arise, 
weekly meetings 

10 15 50 % 7.5 3 

        
      
Total working hours contained in work package  
 

40     

Total accruals  
 

21.9  
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7.5 Quality management 

Documentation The project will be documented in the following documents: 

·  HERAS-AF PIP – Semester Thesis 

·  HERAS-AF PIP – Developer’s Guide 

The documentation will be updated permanently during all the phases of the 
project. The language in the documentation is English for all documents. 

Tests For all the modules and features complete tests will be written. Mock objects will 
be used to test each part individually. 

Reviews / 
Communication 

Long range architecture and design decisions will be made by the whole team. 
In special cases the coach and tutor will take part in the deciding process. 

Weekly meetings with the coach and/or tutor will be held to keep the progress 
transparent and for communication. 

To ensure the quality and correctness of the documents, each team member will 
read all changes in the documents. Additionally a code review will take place 
every week to ensure the quality of the code. 

The chapter Minutes of meeting will contain all decisions and meeting topics. 

Version Man-
agement 

All project products including its source code will be managed by a SVN version 
control system. 

Build Automa-
tion 

Maven2 will be used for project automation and builds. 

7.6 Technologies and Standards 

7.6.1 Naming conventions 

Documents The documents written in this term thesis will have the following name structure 
to ensure a uniform naming: 

·  «year»_«term»_TermThesis_«HERASAF Project»_«theme».«filetype» 

An example for this naming convention is shown below: 

·  2008_Autumn_TermThesis_PIP_Thesis.doc 

Classes Classes specially implementing a well known pattern like Adapter, Strategy or 
so on, should be marked with a corresponding suffix. The below list define some 
of them: 

·  Adapter Pattern: «ClassName»Adapter 

·  Locator Pattern: «ClassName»Locator 

·  Strategy Pattern: «ClassName»Strategy 
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7.6.2 Technologies 

JAXB 2.x Java Architecture for XML Binding (JAXB) allows Java developers to map Java 
classes to XML representations. JAXB provides two main features: the ability to 
marshal Java objects into XML and to unmarshal XML back into Java objects. In 
other words, JAXB allows storing and retrieving data in memory in any XML 
format, without the need to implement a specific set of XML loading and saving 
routines for the program's class structure. [wikiJAXB] 

Maven 2.x Maven is a software project management and comprehension tool. Based on 
the concept of a project object model (POM), Maven can manage a project's 
build, reporting and documentation from a central piece of information. [Maven] 

Spring 2.x.x The Spring Framework (or Spring for short) is an open source application 
framework for the Java platform. 

Although the Spring Framework does not enforce any specific programming 
model, it has become popular in the Java community as an alternative, re-
placement, or even addition to the Enterprise JavaBean (EJB) model. [Spring] 

TestNG 5.x TestNG is a testing framework for the Java programming language inspired by 
JUnit and NUnit but introducing some new functionality that purport to make it 
more powerful and easier to use. 

TestNG is designed to cover all categories of tests, including unit, functional, 
and integration tests. [wikiTestNG] 

XMLUnit 1.x XMLUnit is an Open Source project which enables assertions to be made about 
the content and structure of XML. It allows distinguishing between valid XML 
with correct content and valid XML with incorrect content and doesn’t just vali-
date with a DTD or a schema. [XMLUnit] 

7.6.3 Standards 

XACML 2.0 XACML is an OASIS standard that describes both, a policy language and an 
access control decision request/response language (both encoded in XML). 

The policy language is used to describe general access control requirements, 
and has standard extension points for defining new functions, data types, com-
bining algorithms, etc. 

The request/response language lets you form a query to ask whether or not a 
given action should be allowed, and interpret the result. The response always 
includes an answer about whether the request should be allowed using one of 
four values. Permit, Deny, Indeterminate (an error occurred or some required 
value was missing, so a decision cannot be made) or Not Applicable (the re-
quest can’t be answered by this service). [XACML] 
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7.7 Project management final report 

Schedule During the term thesis the goals introduced at the beginning, were achieved 
successfully. 

The team worked approximately as much as estimated from the beginning until 
the end of the project. Unforeseeable problems lead to a delay in the project 
progress. This lead to an exclusion of the web service integration out of the 
scope. A delay had to be expected at beginning of the term thesis, thereby the 
web service integration was from the outset an optional feature. 

8 Evaluation 

8.1 Introduction 

Intention The evaluation shows the state of the term thesis project. It gives a good over-
view and feedback about the accomplished work of the project team. 

The code evaluation was made in a late project state, where the main imple-
mentation and redesign tasks were done and the code was frozen. In contrast 
the time evaluation was made near the completion of the term thesis to reach an 
exact evaluation result. 

8.2 Architecture and code quality 

Overview This chapter shows the evaluation of the code made in this term thesis, subdi-
vided in the system components of the HERASAF system. These are additionally 
grouped by the modules of each system component. 

8.2.1 HERASAF PIP 

General The following subchapter shows the code evaluation of the HERASAF PIP 
grouped by its modules. In exception of the Number of test code lines, the val-
ues for each metric show only the evaluation results for the productive code, not 
the test code. The number of code lines does not include the Javadoc. 

PIP Core Mod-
ule 

Metrics   

Number of packages 7 

Number of interfaces 5 

Number of classes 7 

Number of methods 36 

Number of productive code lines 208 

Number of test code lines 0 
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PIP Impl Mod-
ule 

Metrics   

Number of packages 6 

Number of interfaces 0 

Number of classes 3 

Number of methods 6 

Number of productive code lines 95 

Number of test code lines 165 
 

PIP XPath 
Module 

Metrics   

Number of packages 6 

Number of interfaces 0 

Number of classes 2 

Number of methods 8 

Number of productive code lines 89 

Number of test code lines 102 
 

PIP SQL Mod-
ule 

Metrics   

Number of packages 6 

Number of interfaces 0 

Number of classes 1 

Number of methods 4 

Number of productive code lines 45 

Number of test code lines 104 
 

PIP Integration 
Test Module 

This module is only used for testing purposes, thereby all metrics and not only 
the Number of test code lines are based on the test code. 

 

Metrics   

Number of packages 3 

Number of interfaces 0 

Number of classes 2 

Number of methods 8 

Number of productive code lines 0 

Number of test code lines 177 
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8.2.2 HERASAF PEP 

General The following subchapter shows the code evaluation of the HERASAF PEP ex-
tensions grouped by its modules. For each module only the extensions were 
considered and not the existing code base. In exception of the Number of test 
code lines, the values for each metric show only the evaluation results for the 
productive code, not the test code. The number of code lines does not include 
the Javadoc. 

PEP Core Mod-
ule 

Metrics   

Number of packages 0 

Number of interfaces 3 

Number of classes 7 

Number of methods 33 

Number of productive code lines 301 

Number of test code lines 433 
 

PEP HerasafPip 
Module 

Metrics   

Number of packages 5 

Number of interfaces 0 

Number of classes 1 

Number of methods 3 

Number of productive code lines 44 

Number of test code lines 0 
 

PEP HerasafX-
acml Module 

Metrics   

Number of packages 0 

Number of interfaces 0 

Number of classes 1 

Number of methods 5 

Number of productive code lines 92 

Number of test code lines 0 
 

PEP Integration 
Tests Module 

This module is only used for testing purposes, thereby all metrics and not only 
the Number of test code lines are based on the test code. 

 

Metrics   

Number of packages 3 

Number of interfaces 0 
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Number of classes 8 

Number of methods 38 

Number of productive code lines 0 

Number of test code lines 635 
 

8.3 Time evaluation 

General The duration of this term thesis project was 14 part-time weeks during the whole 
autumn term. During the part-time weeks 15 hours per person was estimated 
and scheduled. 

Overview  Scheduled  Real 

Working hours 420 464 

Average hours per week 30 33.15 
 

Registered time 
per phase 

 

Figure 5: Diagram of the registered time per phase 

Registered time 
per activity 

 

Figure 6: Diagram of the registered time per activi ty 

 



 HERASAF: Policy Information Point (PIP) 

   
   

2008_Autumn_TermThesis_PIP_Thesis.doc 12/17/08 Page the-39 of the-114 

 
 
 
Part III: Technical Report 



 HERASAF: Policy Information Point (PIP) 

   
   

2008_Autumn_TermThesis_PIP_Thesis.doc 12/17/08 Page the-40 of the-114 

9 Analysis 

Intention This chapter specifies new requirements for the new HERASAF PIP implementa-
tion and consequentially for changes and extension of the HERASAF PDP and 
HERASAF PEP. Alternative approaches are discussed and compared to meet 
these requirements. Also the decision which approach was taken and imple-
mented is documented. 

9.1 Requirements for PDP 

Overview The following requirements, referred to the HERASAF PDP, are grouped in func-
tion and non functional requirements. Additionally the needed, non functional 
requirements are categorized in the main topics defined by the ISO9126 stan-
dard for software quality. 

Function re-
quirements 

Requirements  

Attribute finder If the HERASAF PDP has not all required attribute 
values for the subjects, resources, actions and 
environments, it may call the HERASAF PIP to get 
them. This is an optional feature that should be 
configurable. 

Missing attributes In case of missing attributes during the decision 
process, the HERASAF PDP collects and returns 
them in the decision response. The state of this 
response must be Indeterminate. 

Request creation The HERASAF PDP must be able to create stan-
dard-compliant XACML requests to call the HE-
RASAF PIP. The requests should be based on the 
information about the missing attributes. 

 

Non functional 
requirements 

Usability  

Documentation The API of the attribute resolution component of 
the HERASAF PDP should be documented in the 
Javadoc in English. The documentation must be 
understandable for developers. 

Additionally a developer’s guide is required in 
English. The developer’s guide provides detailed 
information about the current implementation and 
how to extend it. The user’s guide explains how to 
configure the attribute resolution component. 

Understandability The configuration whether to use the PIP integra-
tion in the HERASAF PDP or not and which im-
plementation to use in such a case, should be as 
simple as possible for the user. The configuration 
should be made in configuration files outside the 
source code. 
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Maintainability  

Analyzability To analyze occurred problems or find parts which 
are in need of change, information should be 
provided by logging and a developer’s guide. 

Changeability The different components should be designed 
with clear interfaces to allow encapsulation. This 
allows a better exchangeability of single compo-
nents. 

Verifiability Unit and integration tests are needed to verify the 
implementation of the new components. The new 
changes should also be encapsulated, i.e. by 
mock objects, to test them independently from the 
existing parts. 

 

Reliability  

Fault Tolerance The HERASAF PDP must not lose the flow control, 
because it’s the central decision component of 
the system. Thus exceptions from the HERASAF 
PIP should be caught and processed in an ap-
propriate manner or thrown to the caller of the 
HERASAF PDP. 

Maturity The unit and integration tests should cover the 
functionality of the HERASAF PDP extensions in a 
high amount and test both positive and negative 
cases to reach a high degree of the system ma-
turity. 

 

9.2 Requirements for PDP-PIP Communication 

Overview The requirements listed in this chapter, referred to the HERASAF PDP-PIP 
communication, are grouped in function and non functional requirements. Addi-
tionally the needed, non functional requirements are categorized in the main 
topics defined by the ISO9126 standard for software quality. 

Function re-
quirements 

Requirements  

SOAP, SAML & XACML The Web Service must be able to send and re-
ceive standard-compliant XML messages. These 
messages must contain SOAP 1.1 [SOAP] data 
that encapsulates XACML 2.0 data by using the 
SAML 2.0 Profile of XACML [SAMLXACML]. 

SAML elements The Web Service server and client must provide a 
method to include the handling of SAML [SAML] 
elements. 

PDP integration The Web Service client must be able to be inte-
grated into the PDP architecture to evaluate a 
given XACML request by the remote Web Service 
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server and then return an XACML response. 

WS Security It must be possible to add Web Service Security 
aspects to the Web Service server and client. 

Local integration It should also be possible to include the HERASAF 
PIP locally without any web service technology. 

 

Non functional 
requirements 

Usabilit y 

Documentation The API of the attribute resolution component of 
the HERASAF PDP should be documented in the 
Javadoc in English. The documentation must be 
understandable for developers. 

Understandability The configuration whether to use the PDP-PIP 
communication or not and which implementation 
to use in such a case, should be as simple as 
possible for the user. The configuration should be 
made in configuration files outside the source 
code. 

 

Maintainability  

Analyzability Invocations of methods, results of internal calcu-
lations and further operations should be logged in 
reasonable manner to enable analyze of excep-
tions and errors. 

Changeability Implementations should be made against inter-
faces and/or abstract classes to allow the ex-
change of several implementations without 
changes in the code base. 

Verifiability Unit and integration tests are needed to verify the 
implementation of the communication compo-
nents. The components should be encapsulated 
to test the independently, e.g. against mock ob-
jects. 

 

Reliability  

Fault Tolerance Errors occurring while transferring of the messag-
es between the PDP and the PIP must either 
throw an exception in the PDP or the PIP. Other-
wise the PDP and/or the PIP have no chance to 
handle them. 

Maturity The unit and integration tests should cover the 
functionality of the components in a high amount 
and test both positive and negative cases to 
reach a high degree of the system maturity. 
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9.3 Requirements for PEP 

Overview The following requirements, referred to the HERASAF PEP, are grouped in func-
tion and non functional requirements. Additionally the needed, non functional 
requirements are categorized in the main topics defined by the ISO9126 stan-
dard for software quality. 

Function re-
quirements 

Requirements  

Response Check The HERASAF PEP has to check the response 
from the HERASAF PDP if the state is Indetermi-
nate and contains missing attributes. In this case, 
the HERASAF PEP requests the HERASAF PIP to 
resolve the missing attributes. After receiving the 
resolved attributes, the HERASAF PEP resends 
the original request to the HERASAF PDP. 

Whether to use this implementation or not should 
be made in the configuration file to prevent unne-
cessary code changes. 

Performance increase To increase the performance of getting access to 
a secure method, the HERASAF PEP should col-
lect the required attributes before requesting the 
HERASAF PDP. To do this, the HERASAF PEP 
should notice the type of the required attributes 
for the specific requests. 

Whether to use this implementation or not should 
be made in the configuration file to prevent unne-
cessary code changes. (Optional feature) 

Request creation The HERASAF PEP must be able to create stan-
dard-compliant XACML requests to call the HE-
RASAF PIP. The requests should be based on the 
response information about the missing attributes. 

 

Non functional 
requirements 

Usability  

Documentation The API of the attribute resolution component of 
the HERASAF PEP should be documented in the 
Javadoc in English. The documentation must be 
understandable for developers. 

Additional a developer’s guide is required in Eng-
lish. The developer’s guide provides detailed in-
formation about the current implementation and 
how to extend it. The user’s guide explains how to 
configure the attribute resolution component. 

Understandability The configuration whether to use the PIP integra-
tion in the HERASAF PEP or not and which im-
plementation to use in such a case, should be as 
simple as possible for the user. The configuration 
should be made in configuration files outside the 
source code. 
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Maintainability  

Analyzability To analyze occurred problems or find parts which 
are in need of change, information should be 
provided by logging and a developer’s guide. 

Changeability The different components should be designed 
with clear interfaces to allow encapsulation. This 
allows a better exchangeability of single compo-
nents. 

Verifiability Unit and integration tests are needed to verify the 
implementation of the new components. The new 
changes should also be encapsulated, i.e. by 
mock objects, to test them independently from the 
existing parts. 

 

Reliability  

Fault Tolerance The HERASAF PEP cannot allow any faults, be-
cause it provides the central access control in the 
client application. Internal exceptions should be 
catched or thrown to the calling application. 

Maturity The unit and integration tests should cover the 
functionality of the HERASAF PEP extensions in a 
high amount and test both positive and negative 
cases to reach a high degree of the system ma-
turity. 

 

9.4 Requirements for PEP-PIP Communication 

Overview The requirements listed in this chapter, referred to the HERASAF PEP-PIP com-
munication, are grouped in function and non functional requirements. Additional-
ly the needed, non functional requirements are categorized in the main topics 
defined by the ISO9126 standard for software quality. 

Function re-
quirements 

Requirements  

SOAP, SAML & XACML The Web Service must be able to send and re-
ceive standard-compliant XML messages. These 
messages must contain SOAP 1.1 [SOAP] data 
that encapsulates XACML 2.0 data by using the 
SAML 2.0 Profile of XACML [SAMLXACML]. 

SAML elements The Web Service server and client must provide a 
method to include the handling of SAML [SAML] 
elements. 

PEP integration The Web Service client must be able to be inte-
grated into the PEP architecture to evaluate a 
given XACML request by the remote Web Service 
server and then return an XACML response. 

WS Security It must be possible to add Web Service Security 
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aspects to the Web Service server and client. 

Local integration It should also be possible to include the HERASAF 
PIP locally without any web service technology. 

 

Non functional 
requirements 

Usability  

Documentation The API of the attribute resolution component of 
the HERASAF PDP should be documented in the 
Javadoc in English. The documentation must be 
understandable for developers. 

Understandability The configuration whether to use the PEP-PIP 
communication or not and which implementation 
to use in such a case, should be as simple as 
possible for the user. The configuration should be 
made in configuration files outside the source 
code. 

 

Maintainability  

Analyzability Invocations of methods, results of internal calcu-
lations and further operations should be logged in 
reasonable manner to enable analyze of excep-
tions and errors. 

Changeability Implementations should be made against inter-
faces and/or abstract classes to allow the ex-
change of several implementations without 
changes in the code base. 

Verifiability Unit and integration tests are needed to verify the 
implementation of the communication compo-
nents. The components should be encapsulated 
to test the independently, e.g. against mock ob-
jects. 

 

Reliability  

Fault Tolerance Errors occurring while transferring of the messag-
es between the PEP and the PIP must either 
throw an exception in the PEP or the PIP. Other-
wise the PEP and/or the PIP have no chance to 
handle them. 

Maturity The unit and integration tests should cover the 
functionality of the components in a high amount 
and test both positive and negative cases to 
reach a high degree of the system maturity. 

 

9.5 Requirements for PIP 

Overview The following requirements, referred to the HERASAF PIP, are grouped in func-
tion and non functional requirements. Additionally the needed, non functional 
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requirements are categorized in the main topics defined by the ISO9126 stan-
dard for software quality. 

Function re-
quirements 

Requirements  

Handle several systems The HERASAF PIP should be designed to handle 
the access to the attribute-repositories in a uni-
form way. The specific access should be encap-
sulated. The configuration of the needed classes 
and implementations should be made outside the 
code. 

Attribute mapping To provide a fast resolution of attributes, the HE-
RASAF PIP has to know where to look it up. This 
information should be available and configurable. 

Concurrency Several HERASAF PDP’s and PEP’s use the 
same HERASAF PIP. Thus the HERASAF PIP has 
to be reentrant safe. 

 

Non functional 
requirements 

Usability  

Documentation The API of the HERASAF PIP should be docu-
mented in the Javadoc in English. The documen-
tation must be understandable for developers. 

Additional a developer’s guide is required in Eng-
lish. The developer’s guide provides detailed in-
formation about the current implementation and 
how to extend it. The user’s guide explains how to 
configure it. 

Understandability The configuration to define which implementa-
tions of the components to use should be as sim-
ple as possible for the user. The configuration 
should be made in configuration files outside the 
source code. 

 

Maintainability  

Analyzability To analyze occurred problems or to find parts 
which are in need of change, information should 
be provided by logging and a developer’s guide. 

Changeability The different components should be designed 
with clear interfaces to allow encapsulation. This 
allows a better exchangeability of single compo-
nents. 

Verifiability Unit and integration tests are needed to verify the 
implementation of the new components. The new 
changes should also be encapsulated, i.e. by 
mock objects, to test them independently from the 
existing parts. 
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Reliability  

Fault Tolerance The HERASAF PIP cannot allow any faults, be-
cause it provides a central attribute resolution in 
the HERAS system. Thus exceptions from the 
HERASAF PIP or used information systems 
should be caught and processed in an appropri-
ate manner or thrown to the caller of the PIP. 

Maturity The unit and integration tests should cover the 
functionality of the HERASAF PIP and its exten-
sions in a high amount and test both positive and 
negative cases to reach a high degree of the sys-
tem maturity. 

 

9.6 Key aspects of extended HERAS AF PDP 

Overview During the decision process in the HERASAF PDP missing attributes have to be 
resolved in order to create a determinate decision. This can be done by the PDP 
itself or the PDP can delegate the resolution of missing attributes to the calling 
PEP. 

These variants of behavior from the side of the PDP are described in pseudo 
code below. In the case of the first alternative the PDP asks the PIP to resolve 
the attributes, includes them into the authorization query, comes to its decision 
and sends it to the PEP. In the second alternative a missing attribute descrip-
tions are included in an indeterminate decision, which then are sent to the PEP. 
In a productive environment a combination of these two variants should be con-
sidered as possible. 

 

Accept decision-query from PEP 
Process attributes in decision-query to create deci sion 
 
If one or more attributes in decision-query not ava ilable 
  // Alternative 1: PDP requests attributes from th e PIP itself 
  If Variant 1 configured (Strategy 1) 
    Map attribute to PIP 
    Locate PIP (alternatives for PIP location) 
    Request attributes from PIP 
    Include retrieved attributes in decision-query 
  // Alternative 2: PDP delegates missing attributes to PEP 
  Else if Variant 2 configured (Strategy 2) 
    Create description of missing attributes 
    Create indeterminate decision using decision-qu ery 
    Include missing attributes description in decis ion 
  End if 
End if 
 
Create decision using decision-query 
Send decision to PEP 

 Alternative 1: Resolution of attributes by PDP  

The PDP accepts in this case an authorization query sent by PEP. It processes 
the query in order to come to its decision. If during this process missing 
attributes are recognized, the PDP requests these attributes from the PIP and 
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goes on to come to a decision and notify the waiting PEP. 

 

Advantage  Disadvantage  

·  Good for time critical applica-
tions, because of the shorter 
reaction time between deci-
sion request and decision re-
sponse. 

·  Fewer messages need to be 
sent in order to come to a de-
terminate decision in a worse 
case. 

·  In the case of a large amount of 
applications existent, the PDP is 
heavy loaded. 

 

Alternatives Alternative 2: Resolution of attribut es by PEP  

In this case the PEP sends an authorization query to the PDP and receives an 
indeterminate decision including a description of the missing attributes. Because 
of that the PEP has to do all the work required to resolve the attributes before it 
can resend the authorization query to the PDP. 

 

Advantage  Disadvantage  

·  Discharge of the PDP as it 
isn’t involved in the attribute 
resolution procedure. 

·  Longer decision procedure and 
waiting for PEP due to the extra 
time needed to resolve the missing 
attributes. 

·  A total of 6 messages need to be 
sent in a worst case until the PEP 
gets a determinate decision, which 
is a lot compared to other alterna-
tives. 

 

Decision Discussions based on the alternatives compared above, it was decided to focus 
on the first alternative but also to consider common solutions which allow the 
implementation of the second alternative or a combination of them. 

9.7 Key aspects of extended HERAS AF PEP 

Intention The aim of this chapter is to handle important key aspects for the extension of 
the HERASAF PEP to provide a fast, flexible and stable solution. The chapter 
contains only key aspects, detailed architecture and design decisions are made 
in the chapters 10 and 11. 

9.7.1 Point of time to request missing attributes 

Overview When requesting the HERASAF PDP to gain access to a resource, the possibility 
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exists, that the HERASAF PDP isn’t able to come to a decision cause of missing 
attributes. There are several possible solutions for this issue, some are provided 
by the HERASAF PEP and are discussed in this comparison. 

The possible alternative to request the missing attributes from the side of the 
HERASAF PEP are shown in the following pseudo code. To find the best solution 
or a combination of solutions to request missing attributes, also the HERASAF 
PDP part has to be included in this discussion. 

 

Recognize access to resource in application (aop ad vice) 
Create decision-query to ask PDP 
 
// Alternative 1: Request attributes from PIP to co mplete deci-
sion-query to PDP 
Request missing attributes from PIP before request the PDP 
Map Attribute to PIP 
Locate PIP (alternatives for PIP location) 
Request missing attributes from PIP 
Include retrieved attributes in decision-query 
Send decision-query including new attributes to PDP  
 
Send decision-query to PDP 
Get decision returned from PDP 
 
// Alternative 2: Request missing attributes from P IP (after de-
cision-response) 
If decision is Indeterminate and contains missing a ttributes 
  Map Attribute to PIP 
  Locate PIP (alternatives for PIP location) 
  Request missing attributes from PIP 
  Include retrieved attributes in decision-query 
  Send decision-query including new attributes to P DP 
  Get decision returned from PDP (could contain mis sing 
attributes again) 
End If 
 
Execute decision 

Alternatives Alternative 1: Request attributes before send ing  a query to the HERAS AF 
PDP 

This alternative consists of gathering the attributes before requesting the HE-
RASAF PDP. This solution requires that the HERASAF PEP has to know which 
missing attributes are required by the HERASAF PDP to come to a determinate 
decision. 

 

Advantage  Disadvantage  

·  Reduces the amount of addi-
tional calls to other HERASAF 
system components to a min-
imum. 

·  Leads to a load sharing com-
pared with the alternative 
where the HERASAF PDP re-
quests the missing attributes. 

·  The HERASAF PIP can be 

·  The HERASAF PEP must know 
which additional attributes for a 
specific request are needed. Must 
be learned, configured, or the like. 

·  Maybe coordination with the check 
of the indeterminate response is 
needed if both will be used. 
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included in the HERASAF PEP. 
 

 Alternative 2: Request missing attributes after the HERASAF PDP response  

This alternative consists of checking the response from the HERASAF PDP, if 
the state on one hand is indeterminate and on the other hand if it contains miss-
ing attributes. If the response contains one or more missing attributes, these are 
requested from the HERASAF PIP. Afterwards the request to the HERASAF PDP 
is retransmitted including the gathered attributes. 

 

Advantage  Disadvantage  

·  Allows a simpler solution for 
gathering missing attributes 
than the first alternative. 

·  Leads to a load sharing com-
pared with the alternative 
where the HERASAF PDP re-
quests the missing attributes. 

·  The HERASAF PIP can be 
included in the HERASAF PEP. 

·  In the worst case, it doubles the 
amount of requests which are sent 
to the HERASAF PDP. 

 

 Alternative 3: Don’t request missing attributes fro m HERAS AF PIP 

In this alternative, the HERASAF PEP doesn’t request missing attributes neither 
before sending the request to the HERASAF PDP nor after receiving the re-
sponse maybe containing missing attributes. 

 

Advantage  Disadvantage  

·  Leads to thin and fast HERA-
SAF PEP where gathering the 
missing attributes are dele-
gated to the HERASAF PDP. 

·  Implicitly the HERASAF PDP must 
resolve missing attributes for itself, 
or they won’t be resolved. 

·  This results in a higher load of the 
HERASAF PDP, which can increase 
the risk of an overload. 

 

Decision To gather the missing attributes before sending the request to the PDP is a 
possible solution, but also very difficult to solve. This solution would implicit that 
the PEP has to know which additional attributes for each request are used, ei-
ther by a configuration, by learning or by another solution. But this is not a cen-
tral concern of the PEP and would increase its complexity unnecessary. This 
may lead to a slower flow and longer waiting times for the user. Additionally 
discussions how to provide a fast and flexible resolution of missing attributes is 
carried in the newest errata of the XACML specification [XACMLErrata]. 

The third alternative is the current state of the PEP and is not acceptable. 

Hence these facts the second alternative is for the moment the best and most 
appropriate solution in a first implementation step. 
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9.7.2 Locating and mapping attributes to PIP instan ce 

Overview For the resolution of an attribute, the HERASAF PEP needs to know which HE-
RASAF PIP to request. Therefore a solution has to be found which allows identi-
fying and locating the appropriate HERASAF PIP. 

Several approaches exist to solve this issue. Possible solutions are the use of 
name services like DNS or the definition of namespaces and so on. These and 
further approaches are discussed and compared in the following descriptions of 
alternatives. 

The way how to locate is closely coupled to the issue how to map an attribute to 
a specific HERASAF PIP instance and vice versa. 

Alternatives Alternative 1: Name Services  

A possible solution for this issue is the usage of a name service like DNS or 
others. In such a case the AttributeId has to be a resolvable URL. 

 

Advantage  Disadvantage  

·  Locating a HERASAF PIP can 
be outsourced to the name 
service. This holds the HE-
RASAF PDP and HERASAF 
PEP thin. 

·  The usage of a name service 
is a fast, stable and well-
known solution. 

·  It allows an easy handling of 
URL changes, because the 
change can be defined global-
ly. 

·  Implicate that the AttributeId has to 
be a resolvable URL. This may be a 
constraint in further extensions. 

·  Dependent to an internal or external 
name service, which may have to 
be implemented additionally. 

·  If locating a HERASAF PIP with the 
AttributeId each attribute-repository 
needs its own domain name. Oth-
erwise movements of attributes be-
tween HERASAF PIPs cannot be 
done without the need to change 
the AttributeId. 

·  Bound to a standard, which can be 
problematic when changes or ex-
tensions occur. This means that the 
standard is controlled externally. 

 

 Alternative 2: Namespaces  

This alternative is based on namespaces, to locate the HERASAF PIP. The con-
figuration which HERASAF PIP belongs to which namespace can be done in 
several ways like configuration files and so on. 

 

Advantage  Disadvantage  

·  No additional system compo-
nent like a name service or 
else is required. 

·  The granularity of the name 
spaces can be defined one-

·  Implicate that the AttributeId of 
attributes managed by the same 
attribute-repository must have the 
same structure and the same name 
space. 

·  An algorithm to map the namespace 
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self. to HERASAF PIP is needed. This in-
creases the complexity of the HE-
RASAF PEP. 

·  Based on the type where the confi-
gurations of the namespaces are 
made, changes are difficult to prop-
agate. 

 

 Alternative 3: Configuration of a central PIP  

This alternative consists of a fix configured HERASAF PIP. The consequences 
are the HERASAF PEP doesn’t need any additional component like a name ser-
vice or something else to locate the appropriate HERASAF PIP. 

 

Advantage  Disadvantage  

·  No additional component, 
neither a system nor a HE-
RASAF PEP component, are 
used. 

·  Simple solution, which holds 
the HERASAF PEP thin, be-
cause it’s not a central con-
cern of the HERASAF PEP to 
find out, which HERASAF PIP 
to use. 

·  The location of other HERASAF 
PIP’s, if needed, are outsourced to 
a delegation PIP. 

 

 Alternative 4 : No mapping, iterative resolu tion  

The last alternative is based on the assumption that HERASAF PEP has confi-
gured more than one HERASAF PIP locations. To avoid a mapping algorithm to 
find out, which HERASAF PIP to ask, the HERASAF PEP has also the possibility 
to send a request to all HERASAF PIP’s by iterating over them. 

 

Advantage  Disadvantage  

·  No additional component, 
neither a system nor a HE-
RASAF PEP component, are 
used. 

·  Simple solution, which holds 
the HERASAF PEP thin. 

·  A concurrent solution of this 
solution would increase the 
resolution time compared with 
a sequential one. 

·  If the HERASAF PEP has more than 
one HERASAF PIP location confi-
gured, more requests are sent than 
actually needed. 

·  Can lead to increased network traf-
fic and a higher load of the HERA-
SAF PIPs. 

 

Decision In the first and second alternatives, the HERASAF PEP has the problem to solve, 
which HERASAF PIP to request. This can be done by using a name service or 
namespaces, which has impact on the structure of the AttributeId. These are 
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possible solutions but it’s not a central concern of the HERASAF PEP and there-
by should be made outside. 

The last alternative is a simple solution but not very high-performance. Addition-
ally, all available HERASAF PIP’s have to be configured otherwise the HERASAF 
PEP is not able to call them. 

So the third alternative is the most appropriate solution to request the HERASAF 
PIP. If there are several HERASAF PIPs to contact, a central delegation PIP can 
be implemented which has the challenge to map the attributes to the specific 
HERASAF PIP. 

9.8 Key aspects of new HERAS AF PIP 

Overview Looking at a PIP instance and its responsibilities, the following challenges can 
be mentioned: 

·  How does the PIP query its attribute-repositories? How does it know which 
attribute-repository has which attributes? 

·  How can attribute-repositories be added to a PIP? 

·  What is the behavior in case one or more attributes can’t be resolved? 

The challenges above describe the general problems for which solution alterna-
tives have to be defined and evaluated to recognize the most appropriate one. 
The following pseudo code describes the raw behavior of a PIP instance. 

 

Accept attribute-query from initiator 
 
Create empty attribute-response 
 
For all attributes in attribute-query 
  Retrieve attribute repository containing needed a ttribute 
 
  If attribute repository could not be retrieved 
    Try to retrieve from other PIP 
  End if 
 
  Resolve needed attribute querying the system 
  Add resolved attribute in attribute-response 
End for 
Send attribute-response to initiator 

9.8.1 Querying attribute-repositories 

Overview A challenge for the HERASAF PIP is to find out, from which attribute-repository to 
get the value for a given AttributeId. 

In the comparison below several approaches are discussed to solve this issue. 

Alternatives Alternative 1: Map through AttributeId  and name services  

The first alternative is the use of a name service or namespaces to map an 
attribute to a specific attribute-repository respectively the connector to it. This 
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implicates a defined structure of the AttributeIds as URL’s or URN’s and the 
usage of an additional mapping component in the HERASAF PIP. 

 

Advantage  Disadvantage  

·  The usage of a mapping by 
name services or namespaces 
is a well-known concept. 

·  The mapping information can 
be configured globally. 

·  It implicates a defined structure of 
the AttributeIds. 

·  An additional component is used 
and several additional requests 
have to be sent to it. This slows 
down the flow of the HERASAF PIP. 

·  Can lead to conflicts with the loca-
tion of the HERASAF PIP if this is al-
so solve through name services 
with the AttributeId. 

 

 Alternative 2: Iterate over all available attribute -repositories  

Another alternative is to iterate over the available connectors to the attribute-
repositories and to check if the value of the attribute can be resolved. 

 

Advantage  Disadvantage  

·  An appropriate solution if only 
one attribute-repository is ma-
naged by the HERASAF PIP. 

·  The solution is simple to im-
plement. 

·  Slow and inefficient if the HERASAF 
PIP manages more than one 
attribute-repository. 

·  If the HERASAF PIP is extended 
with additional attribute-repositories, 
the performance getting worse. 

·  Leads to an unneeded load of the 
attribute-repositories, which can be 
risky. 

 

 Alternative 3: Use configurations to map the attributes  

Also an alternative is the usage of a configuration to map the attributes to a spe-
cific attribute-repository respectively its internal connector. The configuration can 
be inside the code or external in a configuration file. 

 

Advantage  Disadvantage  

·  An appropriate solution for 
PIPs which manage more 
than one attribute-repository. 

·  An extension with additional 
attribute-repositories is easy 
and doesn’t lead to a worse 
performance. 

·  Reconfigurations from 
attributes to other attribute-

·  Higher investment costs are needed 
to solve this alternative. 

·  The reconfigurations must be made 
locally in the PIPs and not globally. 
E.g. the reconfiguration of a HERA-
SAF PIP and its backup PIP must be 
done twice. 
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repositories can be made in 
an easy way. 

 

Decision The first and second alternatives are not appropriate because the disadvantag-
es overbalance. Questions about performance and extensibility cannot be ans-
wered closely. 

Hence this fact, the third alternative is the most appropriate in fact of extensibili-
ty. Additionally, the configuration of namespaces or regular expressions is a 
possibility to simplify the mapping to an attribute resolver. 

9.8.2 Addition of attribute-repositories 

Overview Basically a PIP instance can manage one or more repositories for attribute reso-
lutions. These systems, acting as attribute-repositories, can be very different in 
their kind. The challenge is to evaluate an implementation which solves the 
problem of the addition of new attribute-repositories in a flexible way. 

Alternatives Alternative 1: One attribute -repository per PIP  

A solution of the above mentioned issue can be the use of only one system as 
an attribute-repository for one PIP instance. This avoids the need to cope with 
problems of handling multiple attribute-repositories. In this case the PIP instance 
always knows which repository to query and no other possibilities or mappings 
exist. 

 

Advantage  Disadvantage  

·  Implementation is easy be-
cause no mapping or the like 
is needed. 

·  Resolution of attributes is 
faster due to less indirection. 

·  Unrealistic in real world applica-
tions. 

·  Multiple PIP instances needed in 
case of multiple attribute-
repositories. 

·  The problem of choosing an 
attribute-repository is delegated to 
the clients (PDP, PEP or delegation 
PIP). 

·  Inter-PIP-communication required 
even in easy business cases if mul-
tiple attribute-repositories exist. 

 

 Alternative 2: Use different strategies  

Using more than one attribute-repository demands a solution which can handle 
different kinds of attribute-repositories such as a relational database or a LDAP 
system. An additional problem to solve in such a case of multiple attribute-
repositories is how to choose the appropriate repository to resolve an attribute. 

The different strategies use for each type of attribute-repository a so-called re-
solver. In the example of a relational database it would be named e.g. SQLAttri-
buteResolver. A top-level strategy then defines an algorithm how these resolv-
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ers will be queried to resolve requested attributes. 

 

Advantage  Disadvantage  

·  One PIP instance can handle 
multiple attribute-repositories 
which pictures a more realistic 
scenario 

·  The problem of choosing an 
attribute-repository is done by 
the PIP instance 

·  Complex business cases can 
be pictured without the need 
of multiple PIPs nor inter-PIP-
communication 

·  Implementation is more complex 

·  Due to the multiple attribute-
repositories and the dependency on 
the selection strategy the resolution 
of attributes can be slower 

 

Decision According to the overbalance of the advantages in the second alternative, dif-
ferent strategies should be used to manage and/or add attribute-repositories. 

9.8.3 Behavior in case of non-resolvable attributes  

Overview An important issue of the HERASAF PIP is the behavior if not all attributes can 
be resolved. Challenges arise like “Should only the resolved attributes be re-
turned?” or “Should the HERASAF PIP response an error message?” This deci-
sion has direct impact on the behavior and implementation of the HERASAF PDP 
and HERASAF PEP and must be considered carefully. 

Alternatives Alternative 1: Return attributes which could be resolved  

The first alternative to handle non-resolvable attributes is to return only the re-
solved ones. This would maybe allow the caller (HERASAF PDP or HERASAF 
PEP) to come to a decision. 

 

Advantage  Disadvantage  

·  No special error handling is 
needed which returns an error 
message to the caller. 

·  The caller must evaluate if the HE-
RASAF PIP has return all missing 
attributes. 

·  In the most cases, to return only the 
resolved attributes is not sufficient 
to come to a decision. 

·  Can lead to a worse performance 
when additional requests will be 
made with the same result as be-
fore the resolution of the attributes. 
The HERASAF PDP is maybe called 
again with the same result. 
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 Alternative 2: Delegate request to another PIP instance  

Another alternative for the HERASAF PIP is to delegate the request to other 
PIP’s which are available for him. This would allow the PIP to resolve all the 
missing attributes by delegating the request. 

 

Advantage  Disadvantage  

·  A HERASAF PIP must not 
know all attribute-repositories, 
but can provide these by de-
legating the request. 

·  A special delegation PIP can 
be implemented who has the 
responsibility to delegate the 
received request to the real 
PIP’s. This lead to a division 
of the concerns. 

·  The delegation to other PIP’s can 
lead to cycles. These must be pre-
vented. 

·  The more involved PIP’s in a resolu-
tion the more time is needed. 

 

 Alternative 3: Return error if one or more attributes could not be  resolved  

Also an alternative for the HERASAF PIP is to return an error respective an error 
message if one or more attributes cannot be resolved. 

 

Advantage  Disadvantage  

·  At the time where the HERA-
SAF PIP can’t resolve the first 
attribute, it aborts the further 
resolution. This leads to 
shorter waiting time for the 
caller. 

·  Holds the implementation of 
the HERASAF PIP thinner than 
other solutions. 

·  Is the appropriate solution if 
the caller needs all attributes 
resolved to come to a deci-
sion. The resolution of the re-
maining attributes wouldn’t 
lead to a different decision. 

·  The caller gets the information 
why not all attributes could be 
resolved. In other solutions, 
this is difficult to do. 

·  The caller of the HERASAF PIP 
needs to handle the error message 
in the response. 

 

Decision The first alternative which returns only the resolved attributes is not an appropri-
ate solution, because the caller must find out, if all requested attributes were 
resolved or not. This cannot be a concern of the HERASAF PDP or the HERASAF 
PEP. Additionally, the resolution of only a part of the attributes is in the most 
cases not adequate, when all requested attributes are needed to come to deci-
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sion. 

The second alternative is a possible extension of the PIP implementation in a 
later implementation step. But it’s not a primary goal in first PIP implementation. 

Hence these facts, the third solution is for a first PIP implementation the appro-
priate solution and should be pursued. 

10 Architecture 

Introduction This chapter contains the architecture of the HERASAF PIP and the necessary 
extensions in the other system components. 

10.1 HERASAF PIP 

Intention The following chapter contains the architecture of the HERASAF PIP. It explains 
the modules and its dependencies. A more detailed view on each module can 
be found in next chapter. 

Overview The structure of the HERASAF PIP is divided in several modules. Each of these 
modules handles a small amount of focused tasks. This allows either an exten-
sion or a replacement of them through other implementations without changes in 
the remaining modules. The structure of the HERASAF PIP is shown in the fol-
lowing figure. 

cmp Architecture Diagram

Core

Impl SqlXPath

 

Figure 7: Component diagram of the HERAS AF PIP 

Modules Core  

The Core module contains application wide interfaces of the HERASAF PIP. The 
interfaces and abstract classes define common interfaces and base implemen-
tations for all kinds of the classes used in the HERASAF PIP to resolve attributes 
and further more. 
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Impl  

The Impl module provides implementations for the given interfaces out of the 
Core module, which provides general workflows in the HERASAF PIP. This in-
cludes the PIP implementation. The classes get the request parameters and 
determine the appropriate resolvers using the ResolverSelectionStrategy mod-
ule. 

It also contains the base and default implementations of the ResolverSelection-
Strategy to get an appropriate attribute resolver for each attribute to resolve it. 
These can be configured and used or additional ones can be implemented. 

XPath 

The XPath module contains all XPath technology based implementations. These 
are used for the query parameter and further resolutions, but not primarily for 
concrete attribute resolvers. 

SQL 

The SQL module contains all SQL technology based implementations, especial-
ly the concrete attribute resolvers. They implement the defined hook methods of 
the interfaces and abstract classes from the Core module and extend the gen-
eral functionality with specific one. 

Interaction sce-
nario 

The following description shows a typical interaction scenario, where the HE-
RASAF PIP handles an incoming request and resolves the attribute values with 
all its steps. The description is based on the Figure 8  shown below using an 
XPath implementation to extract the parameter values out of the request and 
any AttributeResolver to get the attribute value. 

 

Description 

1. The PIP receives a request for the resolution of attributes. It iterates 
over the collection of the AttributeTypes, whose values are requested. 

2. The PIP gets a collection of appropriate AttributeResolvers for the given 
attribute, which can resolve the attribute value. It iterates over the col-
lection with the AttributeResolvers. 

3. The PIP invokes the method resolve of the AttributeResolver and 
passes the attribute and the RequestCtx. 

4. The AttributeResolver checks if he’s responsible to resolve the given At-
tributeType. If not, he throws a NotResponsibleResolverException. 

5. The AttributeResolver iterates over the XPathQueryParameters and in-
voke the method extract(RequestCtx requestContext) to extract the pa-
rameter value out of the RequestCtx. 

6. The XPathQueryParameter converts the RequestCtx to an object where 
an XPath statement can be evaluated. In this case it will be converted to 
a DOM document. Afterwards it extracts the parameter value and re-
turns it. 

7. After receiving the collection with the extracted values of the query pa-
rameters, the AttributeResolver sets the issuer attribute in the Attribute-
Type, if it isn’t already set. 

8. Afterwards, it invokes the method resolve and passes the resolved 
query parameters. It enhances the SQL query with the parameter val-
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ues and calls the attribute-repository to resolve the attribute. 

9. After resolving the attribute value, the AttributeResolver converts it to an 
AttributeValueType and adds it to the given AttributeType. 

10. After resolving all values of the given AttributeTypes, the PIP returns the 
result to the caller which sent the request. 
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Figure 8: Interaction scenario in the HERAS AF PIP 
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Alternative inte-
raction scenario 

The following description shows an alternative interaction scenario, where the 
HERASAF PIP handles an incoming request and resolves the attribute values 
with all its steps. The description is based on the Figure 9  shown below using 
an XPath implementation to extract the parameter values out of the request, any 
AttributeResolver and a Query object to get the attribute value. 

 

Description 

1. The PIP receives a request for the resolution of attributes. It iterates 
over the collection of the AttributeTypes, whose values are requested. 

2. The PIP gets a collection of appropriate AttributeResolvers for the given 
attribute, which can resolve the attribute value. It iterates over the col-
lection with the AttributeResolvers. 

3. The PIP invokes the method resolve of the AttributeResolver and 
passes the attribute and the RequestCtx. 

4. The AttributeResolver checks if he’s responsible to resolve the given At-
tributeType. If not, he throws a NotResponsibleResolverException. 

5. The AttributeResolver iterates over the XPathQueryParameters and in-
vokes the method extract(RequestCtx requestContext) to extract the pa-
rameter value out of the RequestCtx. 

6. The XPathQueryParameter converts the RequestCtx to an object where 
an XPath statement can be evaluated. In this case it will be converted to 
a DOM document. Afterwards it extracts the parameter value and re-
turns it. 

7. After receiving the collection with the extracted values of the query pa-
rameters, the AttributeResolver sets the issuer attribute in the Attribute-
Type, if it isn’t already set. 

8. Afterwards, it invokes the method resolve and passes the collection with 
the query parameters. 

9. The AttributeResolver then invokes the method execute on the Query 
object and passes the given parameter values. The Query enhances the 
query string with the parameter values and calls the attribute-repository 
to resolve the attribute. Afterwards it returns the resolved attribute value. 

10. After resolving the attribute value, the AttributeResolver converts it to an 
AttributeValueType and adds it to the given AttributeType. 

11. After resolving all values of the given AttributeTypes, the PIP returns the 
result to the caller which sent the request. 
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Figure 9: Alternative interaction scenario in the H ERASAF PIP 
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10.2 HERASAF PEP 

Intention This chapter contains the architecture description of the HERASAF PEP. It keeps 
the focus on the changes triggered by the HERASAF PIP implementation. 

Overview The structure of the HERASAF PEP and the description of the modules are do-
cumented in [RW08PEP]. During the implementation of the HERASAF PIP a new 
module herasaf-pep-herasafpip has been introduced. To support the HERASAF 
PIP a new concrete implementation of the DecisionManager, the interface Pip 
and the PipLocator were created. Another change to be mentioned is the intro-
duction of the AttributeInjectionStrategy interface, which allows concrete imple-
mentations of how to inject resolved attributes into the existing decision context. 
Other aspects haven’t been changed and stay as defined and described in the 
[RW08PEP]. 

Modules HERASAF PIP 

The main idea behind the HERASAF PIP module in the PEP is to give the possi-
bility of a local integration of the PIP in the PEP by still keeping the implementa-
tion low coupled and flexible. A detailed description of this module is available in 
the design chapter below. 

Interaction Sce-
nario 

The following description shows a typical interaction scenario, where the HE-
RASAF PEP catches an access to a resource in the advice implementation and 
starts the handling. The description is based on the figure shown below using a 
PIP supporting implementation of the DecisionManager and an implementation 
of a concrete injection strategy. 

 
Description  

1. The AOP advice catches an access to a resource and starts the han-
dling by calling the DecisionManager. 

2. The DecisionManager gets the DecisionContext and calls the PdpLoca-
tor to get a PDP implementation to work with. 

3. The DecisionManager creates the RequestContext, requests the PDP 
with it and gets a ResponseContext as the result. 

4. In this step the obtained ResponseContext gets checked if it contains 
missing attributes. If it doesn’t, the process continues with step 9. 

5. The DecisionManager calls the PipLocator to get a PIP instance to work 
with. 

6. The Pip gets a list of AttributeVO’s and the RequestContext to resolve 
the attributes. It returns a collection of AttributeVO’s. 

7. The AttributeInjectionStrategy gets the DecisionContext and the collec-
tion of resolved attributes and injects them in the DecisionContext. 

8. The Pdp is called again to evaluate the newly created RequestContext 
including the resolved attributes from the PIP. 

9. The DecisionHandler gets the DecisionContext and the ResponseCon-
text to handle the result returned from the PDP. 
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Figure 10: Interaction scenario in the HERAS AF PEP 
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11 Design 

11.1 HERASAF PIP 

Intention This chapter of the documentation explains the detailed design of the HERASAF 
PIP. It will explain the design of each module and the decisions which lead to 
the chosen solutions. 

11.1.1 Core module 

Overview The Core module is one of the central parts of the HERASAF PIP. It contains 
several interfaces and abstract classes which are defined for the whole HERA-
SAF PIP. They define specific entry points for other system components, internal 
or external ones, to include the PIP and to get access. 

Package dia-
gram 

pkg Package Diagram (Core)

exception query

resolv er

resolv erselection
PIP

+ resolve(Collection, RequestCtx) : Map

 

Figure 11: Package diagram of the Core  module  

Package de-
scription 

«core » 

The «core» package includes the interfaces which are defined for as the entry 
points to access the HERASAF PIP. The most important of them is the PIP inter-
face. 

exception 

The exception package contains exceptions used in the HERASAF PIP for sev-
eral purposes. These can be used in the whole system component. 
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query  

Interfaces and abstract classes for query containers and managers of them are 
contained in the package query. They define methods for the classes imple-
mented in other packages for concrete or technology bases usages. 

resolver 

The package resolver contains interfaces and abstract classes used to imple-
ment concrete attribute resolvers for specific attribute repositories. 

resolverselection 

The package resolverselection defines interfaces for the resolver selection 
strategies implemented in other modules and to provide a common view on 
them. 

11.1.1.1 Decisions 

11.1.1.1.1 PIP parameter 

Overview To resolve one or more attributes, the request to the HERASAF PIP over the PIP 
interface is divided in the two parts „requested attribute” and “given context”. 
The decision to divide the request in these two parts was to help the PIP imple-
mentation to focus on the key concerns. To extract the „requested attribute” and 
the “given context” out of the request is not a task of the HERASAF PIP. It can be 
done by a previous layer, e.g. the web service component or the caller itself, 
when it includes the HERASAF PIP. 

This lead to a more focused and clean design of the HERASAF PIP and allows 
an easier replacement or extension of existing components with new implemen-
tations. 

A possible solution is also the implementation of the request division in the HE-
RASAF PIP. In this case it has to be outsourced in a special class or component 
to avoid duplicate implementations. 

11.1.1.1.2 Configurations of the queries 

Overview An important issue for the programmers which configure and extend the 
HERASAF PIP is the definition of the requested attributes with the appropriate 
query and its parameters to get the attribute value. To provide this issue, the 
solution has to be user-friendly and flexible. 

Alternatives Alternative 1: In an own class hold by a manager  

A possible solution is the definition of a special query object, which contains the 
id of the requested attribute, the appropriate query and its parameters. 

 

Advantage  Disadvantage  

·  Allows a user-friendly configu-
ration of the queries. The 

·  The queries have to be instantiated 
and hold by a central manager class 
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attribute to which a query and 
its parameters belong are evi-
dent in one view. 

·  Requested attributes, the 
query and its parameters are 
logically grouped together. 

·  A combination with the 
attribute resolver strategies 
using namespaces, regular 
expressions, etc. can be made 
in an easy way. In this case, 
the query is not defined for all 
attributes matching these pat-
terns and allows a flexible 
configuration. The definition of 
the queries and the matching 
algorithms are independent. 

which may increase the dependen-
cies. 

·  For an id based matching algorithm 
the configuration of the attribute re-
solver has a small amount of dupli-
cated settings. 

·  Using several query parameter 
implementations (e.g. XPath, etc.) 
complicates the optimization like 
converting the RequestCtx only 
once. 

 

 Alternative 2: Configured in the AttributeResolver  

Another alternative is the definition of the AttributeId, the appropriate query and 
its parameters in the classes used for the attribute resolver selection, the prepa-
ration of the query parameters and the attribute resolution itself. 

 

Advantage  Disadvantage  

·  Allows a user-friendly configu-
ration of the queries. The 
attribute to which a query and 
its parameters belong are evi-
dent in one view. 

·  No additional query and query 
manager classes are used, 
which reduces the amount of 
dependencies. 

·  This solution maybe matches 
better with the idea behind the 
Spring Framework. 

·  A larger amount of concrete imple-
mentations classes is needed, 
which can lead to unnecessary 
memory consumption. 

·  The configuration of matching pat-
terns (namespaces, regular expres-
sions, etc.) can lead to problems. 
For all AttributeIds matching a pat-
tern, the same query is used. 

o This leads to the constraint, only 
fine defined matching patterns 
can be used… 

o … or the attribute resolver has to 
know for which AttributeId he’s 
responsible. 

·  Using several query parameter 
implementations (e.g. XPath, etc.) 
complicates the optimization like 
converting the RequestCtx only 
once. 

 

Decision Decision  

Based on the weight of the advantages and disadvantages from the above al-
ternative comparisons and discussions with our coach, the decision was made 
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to implement the second solution. It combines the easy definition of the queries 
with its query parameters in one step and matches best with the idea behind the 
Spring Framework. It also allows the usage of namespaces, regular expressions 
or similar solutions in the ResolverSelectionStrategy. 

Future exten-
sions 

Future extensions  

The chosen solution to configure the queries complicates the optimization of the 
query parameter extraction out of the RequestCtx. In the future, a possible solu-
tion for optimizing the extraction should be considered. 

11.1.1.1.3 Type of query 

Overview The form of the query configured in the HERASAF PIP is a special issue. For 
normal queries, the usage of a String is an adequate solution. But in a frame-
work like HERASAF it may be a restriction. 

In the following comparison, several solutions of how to configure the queries in 
the HERASAF PIP are discussed and compared to provide interfaces and ab-
stract classes which allow a flexible implementation of further AttributeResolv-
ers. 

Alternatives Alternative 1: Query as a String  

The usage of a String for a query is one possible solution. 

 

Advantage  Disadvantage  

·  In the most cases, it’s an ade-
quate solution to use a String. 

·  The configuration and imple-
mentation is very simple. 

·  A String can be too restrictive if a 
more complex query is needed. 

 

 Alternative 2: Query as an own object  

The usage of an own Query object containing the query and additional attributes 
is also a possible solution. 

 

Advantage  Disadvantage  

·  The Query object can contain 
complex queries as well as 
simple ones and thus it’s very 
flexible to use. 

·  The Query object itself can 
execute the query. This en-
capsulates the complexity 
against the AttributeResolver. 

·  The strict usage of a Query object 
for simple queries increases the 
number of instances unnecessarily. 
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Decision Decision  

Based on the comparison above, both alternatives should be provided through 
the base implementation of the HERASAF PIP. It allows the usage of Strings for 
simple queries as well as a Query object for complex ones. Therefore it’s the 
appropriate solution for a framework. 

11.1.1.1.4 Types of parameter and return values 

Overview The implementation of the attribute resolution allows resolving the attribute val-
ues for a given AttributeId. The attribute values as well as the AttributeIds can 
be of different types which must be handled in the same manner as if there is 
only one type. In the following discussion, several types for the parameter and 
return values are discussed. 

Alternatives Alternative 1: String as type  

The usage of String as the parameter or return type is an obvious idea to handle 
the parameters and return the values in a simple manner. 

 

Advantage  Disadvantage  

·  Parameter 

o The usage of String as the 
parameter type for Attribu-
teIds is an obvious solu-
tion, because the XACML 
standard defines them as 
URIs. 

o The handling of the para-
meters is easy and un-
complicated. 

·  Return value 

o The usage of String as the 
return value type for the 
resolved attribute values is 
an easy and uncomplicated 
solution. 

o The most or all basic data 
types in Java can be con-
verted to String without 
problems. 

·  Return value 

o The usage of String as type for 
the resolved attribute values may 
be too restrictive for further ex-
tensions. 

o If other types of the resolved 
attribute values are needed, 
these have to be converted to 
String. 

o The handling of complex objects 
instead of basic data types is not 
possible. 

o The HERASAF PIP cannot return 
additional information like e.g. an 
attribute issuer. 

 

 Alternative 2: Object as type  

Another solution is to use the parameters and/or the resolved attribute values as 
Objects. 
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Advantage  Disadvantage  

·  Parameter & Return value 

o The implementation is not 
restricted for further exten-
sions which may use com-
plex objects instead of ba-
sic data types. 

o Special conversions to and 
from String can be omitted. 

o The return value can con-
tain several attributes like 
an attribute issuer or fur-
ther information. 

·  Parameter 

o The usage of the AttributeIds as 
Objects makes the configuration 
in the Spring Framework more 
complex. 

o Additionally, more instances and 
memory to configure the Spring 
beans will be used and the per-
formance may be worse com-
pared with a basic data type. 

o A common handling of the Attri-
buteIds requires additional effort 
like a common interface. This 
may lead to a higher amount of 
dependencies. 

o The usage of the AttributeIds as 
Objects instead of Strings is not 
expected in the foreseeable fu-
ture. 

·  Castings of the AttributeIds and / or 
the resolved attribute values may be 
required. 

 

 Alternative 3: XACML objects as type  

Instead of simple objects, the HERASAF PIP can also use the XACML objects as 
parameters and/or return values. 

 

Advantage  Disadvantage  

·  Parameter & return value 

o With the additional informa-
tion contained in the Attri-
buteType, the HERASAF 
PIP can check the respon-
sibilities better. 

o The implementation is not 
restricted to basic data 
types. 

o The handling of the 
XACML objects isn’t more 
difficult, than Strings. 

o The return value can con-
tain several attributes like 
an attribute issuer or fur-
ther information used in the 
PDP or the PEP. 

·  Parameter 

o The HERASAF PIP implementa-
tion has more dependencies to 
HERASAF XACML implementa-
tion. 
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 Alternative 4: Generic type  

A third possible solution is the usage of a generic type, which doesn’t define a 
specific or common type for the AttributeIds as the parameters and/or the re-
solved attribute values as return values. 

 

Advantage  Disadvantage  

·  Return value 

o The resolved attribute val-
ues can be handled with a 
generic type. 

·  In a part of the source code or dur-
ing the runtime the used type has to 
be defined. Otherwise a handling is 
not possible or aggravated. 

·  The handling parameters and return 
types with a generic type are possi-
ble but riskier and error-prone. 

·  Parameter 

o The handling of the AttributeIds 
as parameters is getting more 
complex compared to the other 
solutions. Possibly a restriction 
with a common interface has to 
be made. 

 

Decision Decision  

Based on the facts catalogued in the above comparisons, the usage of a generic 
type is only possible for the resolved attribute values, but makes the handling 
more complicated than necessary. 

Using XACML objects as return types seems to be the most flexible solution 
considering possible extensions of the HERASAF PIP. Also String can be used 
but can be too restrictive. 

For the attributes including the AttributeId as parameters for several methods 
the XACML objects again seem to be an appropriate solution, because it con-
tains all the necessary information defined in the XACML specification and al-
lows the most flexible handling. The usage of String and other objects is also 
possible but leads to more difficult handling or requires restrictions using a spe-
cific interface. 

11.1.1.1.5 Attribute type structure 

Overview To allow an easier handling of the resolved attributes in the PDP and the PEP 
returned from the HERASAF PIP, a restriction of the XACML specification is ne-
cessary. The specification defines a structure, where the AttributeType contains 
between zero and n AttributeValueTypes and those again n objects. 

It was decided to restrict the structure defined in the specification to allow only 
one object per AttributeValueType. The restriction is shown in the figure below. 
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class XACML Domain Diagram

AttributeType

- attributeId:  String
- dataType:  DataTypeAttribute<?>
- issuer:  String

AttributeValueType

- otherAttributes:  Map<QName, String>

Object

*

1

 

Figure 12: Cutout of the XACML specification includ ing the restriction 
 

Cause of this decision is the difficult handling and conversion of the structure 
defined in the PDP and the PEP. Additionally there are no reasons to add sev-
eral values in an AttributeValueType, because several AttributeValueTypes can 
be added to an AttributeType object. 

11.1.1.1.6 Types of query parameters and return val ues 

Overview Also an important issue is the type of the parameter and return value used in the 
queries. Especially the addition of the parameter values to queries, e.g. in the 
prepared statement, can lead to problems if the implementation of the drivers or 
the attribute resolver itself doesn’t handle the type conversion. Solutions for this 
kind of problems are discussed in the following comparison. 

Alternatives Altern ative 1: String  

The usage of String as the only type for the parameter and/or the return value of 
the queries are a possible solution. 

 

Advantage  Disadvantage  

·  No special handling is needed 
to add the parameter so the 
queries. 

·  No special handling to get the 
loaded value is needed. 

·  The usage of Strings as the only 
type for query parameters can lead 
to a problem if the implementation 
isn’t able to handle it. Examinations 
showed that the frequency of occur-
rence is minimal. 

·  The handling of loaded values out 
of the result set using String is no 
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problem, because all basic types 
can easy be converted. 

 

 Alternative 2: Object  

Also an alternative is the usage of Object as the type for parameter and/or the 
return values. 

 

Advantage  Disadvantage  

·  Object is a universal type, 
which allows possible future 
extensions. 

·  A special handling for the addition 
of the parameters and the extraction 
of the loaded values is needed. 

·  Extensions in the future using Ob-
ject are at the moment not foresee-
able. 

 

 Alternative 3: A generic type  

A third alternative to handle the parameter and/or the return values for queries is 
the usage of a generic type or a solution which can handle this. 

 

Advantage  Disadvantage  

·  This solution is open for ex-
tensions in the future. 

·  No restrictions are defined in 
the design. 

·  The handling of a generic type is an 
error-prone and risky solution. 

·  A maybe complex implementation is 
used. 

 

Decision Decision  

For the first implementation of the HERASAF PIP, the handling of Object is an 
appropriate solution whose possible problems can be tested in an easy way. 
The usage of Strings is not appropriate because a special and maybe complex 
conversion handling is needed. Also the handling of a generic type is in a first 
solution too complex and risky. 

Future exten-
sions 

Future extensions  

For future extensions, a generic solution should be considered. 

11.1.2 Impl module 

Overview The Impl module is the implementation of the entry points defined in the Core 
module. It combines accepting of the requests as well as the selection of the 
appropriate attribute resolver using the resolver selection strategy. To provide 
this functionality, this module uses only interfaces and base classes from the 
Core module to avoid unnecessary dependencies. 

One of the most important implementations in this module is the PIPImpl class, 
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which implements the workflow for accepting the requests, choosing the appro-
priate attribute resolvers and resolving the requested attribute values. 

Package dia-
gram 

pkg Package Diagram (Impl)

impl

+ PIPImpl

resolv er.impl

+ IdBasedResolverSelectionStrategy

 

Figure 13: Package diagram of the Impl  module  

Package de-
scription 

«core ».impl  

The «core» package includes the implementation of the interfaces and classes 
which are defined in the package «core» of the Core module. The PIPImpl class 
is the most important implementation of them and combines several central 
parts of the whole attribute resolution workflow. 

resolver.impl 

The classes in the resolver package implement default and standard solutions to 
select the appropriate attribute resolver for given AttributeIds. 

11.1.2.1 Decisions 

11.1.2.1.1 Load resolver per requested attribute 

Overview The attribute resolver used for the actual resolution has to be done for each 
„requested attribute”. The cause of this decision is that a HERASAF PDP or HE-
RASAF PEP can request several different attributes which are not held in the 
same attribute-repository. For example, a user role can be stored in user data-
base, but the detailed function of the user in another system. 

11.1.2.1.2 How to get the appropriate resolver? 

Overview To get the appropriate attribute resolver for a given AttributeId, several alterna-
tives exist, each of them with individual advantages and disadvantages. The 
right choice of a strategy can improve the performance of the whole HERASAF 
PIP, without the lost of functions. 

In the following paragraphs, several strategies to get the appropriate attribute 
resolvers are discussed. 

Alternatives Alternative 1: Configuration in  the application context  

A first alternative to get an appropriate attribute resolver for a given AttributeId is 
to configure them in the application context as a property of the used resolver 
selection strategy. The selection strategy has only to get the appropriate 
attribute resolvers out of its configured property and to return it. 
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Advantage  Disadvantage  

·  It’s a fast, flexible and simple 
solution to get the attribute re-
solvers for a given AttributeId. 

·  Several mapping algorithms 
can be used, e.g. attribute to 
resolver, namespace to re-
solver and further more. 

·  Using an id based resolver selection 
strategy causes a duplicate configu-
ration of the AttributeIds. The first in 
the resolver selection strategy and 
the other in the attribute resolver it-
self. 

 

 Alternative 2: Iteration over attribute resolver  

Also an alternative for the selection strategy is to iterate over the existing 
attribute resolvers. To do this, the strategy has to know which attribute resolvers 
are available, either by fixed coding or by a configuration outside of the code. 

 

Advantage  Disadvantage  

·  It is a possible solution if only 
a small amount of attribute re-
solvers are used. 

·  Only small amount of configu-
rations has to be made for the 
user of the HERASAF PIP. 

·  It’s not a flexible solution, because 
the extension with additional 
attribute resolver causes a worse 
performance. 

·  The selection strategy has to find 
out if an attribute resolver can re-
solve a given AttributeId. This leads 
to unnecessary divisions of respon-
sibilities. 

 

Decision Decision  

Hence the previous comparison of the alternatives, the first alternative is the 
most appropriate one in a first implementation and should be designed. 

Future exten-
sions 

Future extensions  

In the future, additional alternatives are possible and should be implemented 
using the common interface. 

11.1.3 XPath module 

Overview The XPath module contains the technology-based implementations of the que-
ries and its handling. A main concern of this module is the extraction of the pa-
rameter values out of the request context using XPath queries. 

This module contains not primarily implementations of concrete attribute resolv-
ers, but the preparation of the query and its parameters used for them. It’s a 
default implementation of such a preparation. 
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Package dia-
gram 

pkg Package Diagram (XPath)

query.impl namespace

 

Figure 14: Package diagram of the XPath module  

Package de-
scription 

query .impl  

The package query contains the concrete XPath based implementation of the 
query parameters which contains and handles the XPath evaluations used for 
the preparation of the queries in the concrete attribute resolvers. 

namespace 

The namespace package contains classes used to handle the namespaces 
where the request context is based on. Otherwise the handling of XPath queries 
on the request is not possible. 

11.1.3.1 Decisions 

11.1.3.1.1 How to use XPath on the request? 

Overview An important issue in the steps before using the query to access the attribute-
repository is its preparation. In this step the parameters used for the query must 
be extracted out of the request context using a specific technology, like XPath in 
this case. The way how this extraction can be solved can have a great impact 
on the performance of the HERASAF PIP. In that way a flexible and fast solution 
has to be used. 

Alternatives Alternative 1: Usage of DOM and XPath  

A solution is the usage of the DOM and XPath interfaces and classes provided 
by the Java Standard Library and [Jaxen]. In this case the request, which is 
structured as an XML document, will be converted to a DOM document and 
afterwards evaluated through an XPath query. 

 

Advantage  Disadvantage  

·  It’s a well-known solution with 
defined interfaces and libra-
ries which provides this func-
tionality. 

·  The implementation is simple. 

·  Through the usage of the Java 
Interfaces, the library with the 
concrete implementation can 
be replaced without any 
changes in the code. 

·  The conversion of the request in a 
DOM document is not a very power-
ful solution. 

·  When accessing the HERASAF PIP, 
the XML request gets converted to 
java objects and afterwards the re-
quest must be converted back to 
XML. 
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 Alternative 2: Implementation of an own solution fo r XPath handling  

A second solution is the implementation of an own algorithm for the extraction of 
the query parameter values out of the request context. This kind of solution 
would be based on the implementation of the classes or the XML document 
created out of the request context. Additionally, the solution has to be flexible, 
which would allow changes in the classes which represent the requests without 
modifications on the algorithm. 

 

Advantage  Disadvantage  

·  The implementation can be 
made in way which has a 
higher performance than the 
usage of DOM and XPath. 

·  The effort to implement a solution in 
flexible manner and with perfor-
mance in mind can be high. 

·  The implementation based on the 
classes may not fit with the idea of 
independency from the imple-
mented classes. 

 

Decision Decision  

Together with the coach, the decision was made to implement in a first step the 
first alternative. It’s easy to implement and works well. The risk for implementing 
an own solution in this early step of the HERASAF PIP implementation is too 
high. 

11.1.3.1.2 XPath and DOM thread safety 

Overview To prevent problems of multithreaded access to the same resources the XPath 
and DOM actions need to be locked respectively monitored. This issue has to 
be handled by the HERASAF PIP because of missing concurrency implementa-
tions in these modules. 

Until now this issue hasn’t appeared. The implementation in the current HERA-
SAF PIP is designed in a way to prevent concurrency problems. Shared data are 
only read by multiple threads and no writing is performed. 

11.1.4 SQL module 

Overview The SQL module is a technology-based module, containing basically concrete 
attribute resolver implementations using SQL. The classes use interfaces and 
abstract classes from the Core module and implement the concrete attribute-
repository access. 

This module is an example, how other technology-based modules can be im-
plemented to access other kinds of attribute-repositories. 
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Package dia-
gram 

pkg Package Diagram (SQL)

resolv er.impl

+ SQLAttributeResolver

mapper

 

Figure 15: package diagram of the SQL module  

Package de-
scription 

resolver .impl  

The package resolver contains the concrete implementations of the attribute 
resolvers accessing attribute-repositories using SQL. To evaluate the result sets 
from the SQL query, the attribute resolvers use classes implementing the Row-
Mapper interface out of the mapper package. 

mapper 

The package mapper contains classes implementing the RowMapper interface 
to evaluate and extract the needed values out of the SQL query result. 

11.2 HERASAF PEP 

Intention In this chapter, only the extensions of the existing HERASAF PEP implementa-
tion documented in [RW08PEP] are mentioned. The other parts will not be dis-
cussed or changed. 

Focus This chapter sets its focus on the changes considered or made to include the 
attribute resolution in the HERASAF PEP workflow, if the PDP returns a re-
sponse with the StatusCode missing-attribute . This requires an extension 
of the existing HERASAF PEP described in the [RW08PEP]. 

Allowing the users of the HERASAF PEP to use the attribute resolution optional-
ly, the hook in of the PIP invocation has to be made in a separate implementa-
tion. This is possible through the existing interfaces and the addition of another 
strategy implementation. 

11.2.1 Core module 

Overview The Core module contains amongst others the default implementations of the 
core components (e.g. DecisionManagerImpl or DefaultDecisionHandler), ab-
stract classes and interfaces for custom implementations. 

The interfaces and classes in this module define the main workflow of the HE-
RASAF PEP to create an authorization query, send it to the PDP and to evaluate 
the response. 

PIP invocation The most important change in the HERASAF PEP is to include the PIP invoca-
tion in the existing workflow and the addition of the resolved attributes into the 
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existing authorization query to resend it to the PDP. 

The addition of the resolved attributes to the existing authorization query can be 
handled in several ways (see the design alternatives in the sub-chapter). There-
fore it must be implemented in an own strategy pattern to allow adding addition-
al solutions in the future. 

PIP location Analog the invocation of the PDP using a Pdp interface and a PdpLocator, the 
PIP invocation should be solved in the same way. This solution, using the strat-
egy pattern, allows the encapsulation of the invocation type using web services 
or direct integration without changes in the DecisionManager, which contains 
the main workflow. 

Value objects The existing value objects of the HERASAF PEP are not sufficient for the addi-
tional functionality. Additional objects containing the status details and the miss-
ing attributes are needed to hold the information returned from the PDP. 

11.2.1.1 Decisions 

11.2.1.1.1 Hook in the PIP invocation in the PEP 

Overview An important issue to use the HERASAF PIP is to hook in the invocation in the 
PDP and PEP. In a first step, only the invocation from the HERASAF PEP will be 
implemented. To do this, several alternatives are compared in the comparison 
below. 

The main problem which has to be solved is the separation of concerns between 
the invocation of the system components and the evaluation of the response. In 
the existing implementation, the DecisionManager knows which system compo-
nent to invoke and the DecisionHandler evaluates the response. Because of this 
separation, the DecisionHandler knows if the PIP has to be invoked or not, but 
it’s not a concern of him to invoke other system components. 

Alternatives Alternative 1: DecisionHandler invokes PIP and PDP  

In the first solution the concrete implementation of the DecisionHandler checks 
the StatusCode. If the status is missing-attribute it checks the missing attributes, 
which may be contained in the response and invokes the PIP to resolve them. 
Afterwards it adds the resolved attributes to the original request and resends the 
authorization query to the PDP. 

 

Advantage  Disadvantage  

·  The invocations of the PIP 
and PDP can be made in a 
simple flow. 

·  Only an additional implemen-
tation of the DecisionHandler 
is needed. The DecisionMa-
nager is not affected. 

·  It’s not the main concern of the 
DecisionHandler to invoke other 
system components. 

·  The invocation of the PDP exists 
two times. One invocation is in the 
DecisionManager and the other in 
the DecisionHandler. 
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 Alternative 2: DecisionHandler invokes PIP, Decisio nManager the PDP  

An alternative solution is the division of the concerns. The DecisionManager 
implementation invokes the PDP once or if needed a second time. The evalua-
tion of the response and the resolution of the missing attributes are provided by 
the DecisionHandler implementation. 

 

Advantage  Disadvantage  

·  The invocation to the PDP is 
concentrated in the Decision-
Manager where it is already. 
So no duplicate PDP invoca-
tions exist. 

·  It’s not the main concern of the 
DecisionHandler to invoke other 
system components. 

·  The coordination of both involved 
classes may be difficult and/or not 
well designed. 

·  An additional virtual dependency is 
created, because the Decision-
Handler “tells” the DecisionManager 
if he should invoke the PDP again. 

 

 Alternative 3: DecisionManager invokes PDP and PIP 

Also a possible solution is to concentrate all invocations to other system compo-
nents in the DecisionManager implementation. Instead of handing over the re-
sponse directly to the DecisionHandler implementation, he processes a pre-
evaluation which checks if the decision is Indeterminate and if the result con-
tains missing attributes. 

In this case the PIP is invoked and the received attributes are added to the orig-
inal authorization request. Afterwards the PDP is re-invoked and this response 
will be evaluated by the DecisionHandler implementation. 

In the other case, the pre-evaluation could not detect missing attributes and the 
normal DecisionHandler implementation evaluates the response. 

 

Advantage  Disadvantage  

·  The invocations of the PIP 
and PDP can be made in a 
simple flow. 

·  Only an additional implemen-
tation of the DecisionManager 
is needed. The DecisionHand-
ler is not affected. 

·  The DecisionManager con-
centrates the invocations to 
other system components, the 
DecisionHandler on the eval-
uation.  

·  None at the moment. 

 

Decision Decision  

Looking at the advantages and disadvantages it’s clear that the third alternative 
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is the most appropriate solution in this case. Keeping in mind that the Decision-
Manager has access to the information to do a pre-evaluation and decide 
whether or not to invoke the PIP and has the clear defined responsibility of in-
voking other system components, this alternative can be considered as the most 
adequate one. 

11.2.1.1.2 Determination of the attribute category 

Overview To invoke the PIP in the HERASAF PEP is only one step. The addition of the 
resolved attributes to the existing authorization request and the re-evaluation of 
it are also important steps. To add the resolved attributes, the HERASAF PEP 
has to know to which category an attribute belongs. But the response from the 
PDP doesn’t contain this information. To solve this problem the following alter-
natives are discussed. 

Alternatives Alternative 1: Use anyAttribute in the AttributeVal ueType  

A solution is the use of the anyAttribute in the AttributeValue tag contained in 
the MissingAttribute. It’s possible to add the information about the category 
there to mark the missing attribute. 

 

Advantage  Disadvantage  

·  The HERASAF PDP contains 
the information about the cat-
egory. Thus he’s the natural 
information expert. 

·  The HERASAF PDP has to be ad-
justed to provide the category. This 
leads to a virtual dependency, be-
cause the HERASAF PEP depends 
upon this specific implementation of 
the PDP. 

·  The anyAttribute is not primarily 
designed to contain this information, 
because it’s located in the Attribu-
teValue and not in the MissingAttri-
bute itself. 

·  In the newest version of the [XAC-
MLErrata] first discussions about 
the problem of the missing attribute 
category are started. A complex so-
lution would be a waste of time. 

 

 Alternative 2: Map attribute categories to attribut es in the HERAS AF PEP 

An alternative solution is a mapping located in the HERASAF PEP. The mapping 
information can be located in the implementation of the PIP invocation. 

 

Advantage  Disadvantage  

·  In the newest version of the 
[XACMLErrata] first discus-
sions about the problem of the 
missing attribute category are 

·  An additional configuration has to 
be made in the HERASAF PEP. 



 HERASAF: Policy Information Point (PIP) 

   
   

2008_Autumn_TermThesis_PIP_Thesis.doc 12/17/08 Page the-83 of the-114 

started. It’s a simple, focused 
and replaceable solution. 

·  No additional real or virtual 
dependency to the HERASAF 
PDP exists. 

·  Several kinds of mappings 
can be used, e.g. attribute to 
category or namespace to 
category, etc. 

 

 Alternative 3: Extend the XACML standard  

Also so solution of this problem is an extension of the XACML standard for this 
problem, either by adding an additional attribute in the MissingAttribute or by 
encapsulating the MissingAttribute tags in other ones. 

 

Advantage  Disadvantage  

·  In the newest version of the 
[XACMLErrata] first discus-
sions about the problem of the 
missing attribute category are 
started. The indications show 
a solution which may go into 
this direction. 

·  No special behaviour in the 
HERASAF PEP has to be 
made, because the PDP has 
to organize the MissingAttri-
butes. 

·  The implementation of the HERA-
SAF PEP depends on a special ver-
sion of the PDP which solves the 
problem in this manner. 

·  In the newest version of the [XAC-
MLErrata] first discussions about 
the problem of the missing attribute 
category are started. To implement 
a complex and/or expensive solu-
tion would be a waste of time. 

 

 Alternative 4: Return the context containing the mi ssing attributes  

Also a possible solution is to follow the newest errata of the XACML core speci-
fication and to encapsulate the MissingAttribute tags in the Subject, Action, Re-
source and Environment tags. 

 

Advantage  Disadvantage  

·  In the newest version of the 
[XACMLErrata] first discus-
sions about the problem of the 
missing attribute category are 
started. The indications show 
a solution doing this. 

·  No special behaviour in the 
HERASAF PEP has to be 
made, because the PDP has 
to organize the MissingAttri-
butes. 

·  Until the definition of this solution is 
not part of the new XACML core 
specification version, the implemen-
tation of the HERASAF PEP de-
pends on the PDP which provides 
this solution. 

·  To invest time in this solution would 
be a waste of time if it’s not fore-
seeable the consortium will decide 
for it. 
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Decision Decision  

With its only disadvantage of more configuration effort the advantages of Alter-
native 2 speak for itself. It keeps the dependencies low and offers a universal 
solution to use whether a mapping of attributes to categories, regular expres-
sions to categories, etc. Referring to the latest discussions of the XACML stan-
dard this solution stays flexible for future changes without the need of a complex 
implementation. 

11.2.1.1.3 How to get the DataType and the Issuer f or an Attribute? 

Overview A problem occurred in the HERASAF PEP is the issue how to get the DataType 
and the issuer when adding the resolved attributes to the existing DecisionCon-
text. The DataType is provided by the PDP and can be used but the issuer is 
missing. 

Additionally the addition of this information in a proper way and a lean imple-
mentation should be considered as well. 

Alternatives Alternative 1: Use a complex type instead of a Stri ng for the attribute res o-
lution 

A possible solution to get the DataType and the issuer is the usage of a complex 
type instead of a String for the attribute resolution. The MissingAttributeDetail 
receiving form the PDP contains beside the AttributeId also the DataType, which 
can be used. 

The MissingAttributeDetails can be converted to AttributeDetails. These would 
be the parameters for the PIP which can complete them with the missing 
attribute value and the issuer information during the resolution process. 

Back on the PEP, the resolved attributes in shape of AttributeDetail objects can 
simply be added to the original DecisionContext without any conversion. 

 

Advantage  Disadvantage  

·  The HERASAF PIP can set the 
issuer of an attribute, because 
he knows which attribute-
repository manages them. 

·  This solution is open for future 
extensions, in which the PIP 
may require more data for the 
resolution of the attributes. 

·  The DataType is provided by 
the PDP in the missing 
attributes. This information 
can be used. 

·  A disadvantage of this solution is 
the necessary extension of the HE-
RASAF PIP, accepting the attributes 
as a complex type instead of a 
string. 

·  For a local integration of the PIP 
into the HERASAF PEP, an addi-
tionally matching of the complex 
types has to be made. 
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 Alternative 2: PEP uses MissingAttributes to comple te missing data  

Another solution is only the usage of the MissingAttributeDetails receiving form 
the PDP to get the missing information. It contains also the DataType which can 
be used. Instead of determine the issuer over the PIP the PEP can set itself as 
the issuer of the resolved attributes. 

 

Ad vantage  Disadvantage  

·  The DataType is provided by 
the PDP in the missing 
attributes. This information 
can be used. 

·  The HERASAF PEP can set 
itself as the issuer of the 
attribute. This is allows an 
easy implementation. 

·  It’s an independent solution 
which causes no changes in 
the HERASAF PIP. 

·  The HERASAF PEP sets itself as the 
issuer, which is not correct, be-
cause he is not the real issuer. 

·  All the handling with the DataType 
and issuer has to be done in the 
PEP implementation, even though 
he’s not the information expert. 

 

 Alternative 3: PEP uses a configuration  

Also a possible solution is to configure the DataType and the issuer per attribute 
and not to get them from the PDP or the PIP. This is a fully independent solu-
tion. 

 

Advantage  Disadvantage  

·  It’s an independent solution, 
which causes no changes in 
the existing HERASAF PIP im-
plementation. 

·  The independency of this solution is 
out of all proportion to the huge ef-
fort for the configuration. 

·  It’s not a concern of the HERASAF 
PEP to know which DataType and 
issuer belongs to a missing 
attribute. 

·  Such an implementation and its 
configuration may be complex and 
risky. 

 

Decision Decision  

Based on the above comparison of the alternatives with its advantages and 
disadvantages, the first solution seems to be the most appropriate. It reduces 
the responsibility of the HERASAF PEP to generate or determine the missing 
information to a minimum. 

The solution also assigns the responsibilities to the system components which 
are the information experts for the given issue. This leads to a clear and lean 
design. 
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11.2.1.1.4 Add resolved attributes to the Subject a nd Resource 

Overview During the integration of the PIP invocation into the HERASAF PEP, a problem 
with the addition of the resolved attributes to the RequestType appeared. 

The RequestType, to which the resolved attributes have to be added after a 
successful resolution, contains a list of Subjects and Resources and not only 
one instance of them. But the HERASAF PEP has no information to decide to 
which of the Subjects and Resources the resolved attributes should be added. 

Alternatives Alternative 1: Add resolved attribute s into the first Subject and R esource  

A first alternative to solve this problem is to add the resolved attributes into the 
first Subject and Resource instance independent of the fact, more than one in-
stance can exist. 

 

Advantage  Disadvantage  

·  It’s simple solution to add the 
resolved attributes to the Sub-
ject and Resource objects. 

·  In the most cases, the PEP 
creates only one Subject and 
Resource instance. 

·  The attribute may be inserted in the 
wrong instance, if more than one in-
stance exists. 

·  It’s a fix definition to which Subject 
and Resource instance the attribute 
should be added. This may be not 
flexible enough in the future. 

 

 Alternative 2: Add resolved attributes  into new Subject and R esource  

Also a solution is to create a new Subject and Resource instance and to add the 
resolved attributes to them. Afterwards they can be added to the RequestType. 

 

Advantage  Disadvantage  

·  It’s a simple solution to add 
the resolved attributes to the 
Subject and Resource objects. 

·  The creation of a new Subject and 
Resource instance may be wrong. 

·  It’s a fix definition to which Subject 
and Resource instance the attribute 
should be added. This can be not 
flexible enough in the future. 

 

Decision Decision  

Both alternatives are not a perfect solution because the HERASAF PEP has not 
enough information to handle this problem. Referring to this restriction, the first 
alternative seems to be proper and more appropriate solution and should be 
provided. 

11.2.2 HERASAF XACML module 

Overview The HERASAF XACML module of the PEP contains interfaces and classes 
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matching the XACML and SAML objects to internally used value objects to get 
independent from the changes and implementations of the concrete XACML 
classes. 

Transformers To provide the additionally needed information about the missing attributes sent 
by the PDP not only new value objects are needed, but also the associated 
transformers for the conversion. 

Extensions in the future 

Additional transformers are needed in the future, when the invocation of the PIP 
will be done using web services. 

11.2.2.1 Decisions 

11.2.2.1.1 Transformation of AttributeValueType  to AttributeValueVO  

Overview Considering that the PEP uses own specific domain objects, as e.g. AttributeVa-
lueVO or AttributeVO, and the PIP uses the domain objects defined in the 
XACML modules, such as AttributeValueType or AttributeType, a conversion 
has to be made for proper communication. 

It’s an easy issue if both domain object types hold the same content. In this case 
they don’t. The PEP specific domain objects show the difference of having only 
one value in the AttributeValueVO while the AttributeValueType defined in the 
XACML modules holds a list of values. In order to solve this problem the follow-
ing alternatives describe possible solutions. 

Alternatives Alternative 1: Don’t change the value object  

This solution takes in case of a conversion from an AttributeValueType to an 
AttributeVO the first value from the value list in the AttributeValueType object 
and fills it into the AttributeVO, which only holds a single value. 

 

Advantage  Disadvantage  

·  No changes in the existing 
value objects in the PEP 
needed. 

·  It’s easy to implement with 
low effort and time. 

·  Makes sense according to the 
current implementation of the 
PDP and the PIP. 

·  Data can be lost if an AttributeVa-
lueType contains more than one 
value. 

 

 Alternative 02: Change the value object  

Another solution of this issue is matching the domain objects among each other. 
By changing the AttributeValueVO object in the PEP and by adding a list of val-
ues instead of a single value, the conversion from an AttributeValueType can be 
carried out completely without any loss of data. 
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Advantage  Disadvantage  

·  Complete conversion can be 
carried out without the possi-
ble loss of data. 

·  Huge time and effort needed to 
adapt the whole PEP implementa-
tion to the changes. 

·  Considering the implementation of 
the PDP and the PIP, there is no 
case to be mentioned where mul-
tiple values in an attribute value are 
resp. will be required. 

 

Decision Decision  

According to the implementation of the current PDP and PIP and to the high 
effort and time needed to adapt changes in the existing PEP implementation, 
the first alternative is more reasonable in this case. 

11.2.3 HERASAF PIP module 

Overview The HERASAF PIP module of the PEP provides a local PIP instance when the 
integration of the PIP is done locally. The following picture shows the complete 
dependency tree of the new herasaf-pep-herasafpip module. 

cmp PEP Architecture Diagram

herasaf-pep-core herasaf-pip-core

herasaf-pep-herasafxacml herasaf-xacml

herasaf-pep-herasafpip

 

Figure 16: Component diagram of the HERAS AF PEP extensions 
 

As seen on the picture the PIP module in the PEP includes the PIP core, PEP 
core and indirectly the PEP XACML modules. It holds the responsibility of con-
verting between the different domain objects in the PIP and the PEP. 

Responsibility 
and Implemen-
tation 

The main responsibility of this module is, as already mentioned, the conversion 
between the different PIP and PEP domain objects. 

The PIP as well as the PEP do carry an own PIP interface in their module. This 
is done by keeping in mind that in future and according to the real idea behind 
the PIP, the PIP should be able to run independently as an own service, which 
can be requested remotely. To keep the possibility of attaching the PIP locally in 
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the PEP, the herasaf-pep-herasafpip module is introduced. 

By implementing the PIP interface of the PEP and by holding an instance of an 
implementation of the PIP interface of the PIP, a locally provided PIP implemen-
tation in this module acts as an adapter which converts the PEP domain objects 
to XACML domain objects, makes a call to the PIP to resolve the missing 
attributes and again converts the XACML domain objects to PEP domain ob-
jects to return a result that is interpretable for the PEP. 

12 Tests 

Intention This chapter describes and outlines all the issues around the testing of the HE-
RASAF PIP implementation, the HERASAF PEP extensions and communication 
between them. 

The testing is defined in three classes. 

·  Unit tests testing single classes and their functionality. 

·  Module tests testing multiple units and the functionality of a single module. 

·  Integration tests testing multiple modules and the functionality of the whole 
system. 

12.1 Unit Test 

Overview The unit tests in the HERASAF PIP implementation and the HERSASAF PEP 
extensions validate only a limited and isolated part of the whole implementation. 
These parts are tested by the TestNG Framework [TestNG]. Each module which 
can be tested on its own contains unit tests to do that. 

Isolation To reach the isolation described above, the references to classes in other mod-
ules have to be exchanged with mock objects simulating a given behavior. They 
don’t contain any logic, they just return given values. 

Tests The two following groups of unit tests are used for the validation of the imple-
mentations: 

·  Test cases, which tests the successful ways. 

·  Test cases, which tests the fault ways. 

Coverage The coverage of the unit tests describes the degree to which the source code 
has to be tested. It’s a form of white box test inspecting the source code directly 
and shows which paths are tested and which ones not. 

To test the coverage of the unit tests, the EclEmma plugin for Eclipse [EclEm-
ma] is used. 
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12.2 Integration Test 

Overview The integration tests in the HERASAF PIP implementation and the HERASAF 
PEP extensions validate the functionality of the whole implementation, the 
workflows through the modules and the correct interoperations between them. 

12.2.1 HERASAF PEP 

Overview & 
Concepts 

The integration tests testing the extensions of the HERASAF PEP cover the main 
function including the resolution of missing attributes using a PIP. The tests are 
designed to use in a first step mock objects for the PDP and the PIP and in a 
second step to use a direct included HERASAF PIP. 

The following figure shows the structure of the integration tests checking the 
modules in the displayed order.  

 

 

Figure 17: Test scenario covered by the integration  tests in the PEP  
 

1. The integration test sets up the test data for a test case, including the 
responses in the PDP and PIP mock objects 

2. It calls the PEP over the method decide() in the DecisionManager and 
passes the DecisionContext. 

3. The PEP invokes the PDP to decide if access to the secured method 
should be granted. 

4. The PDP mock object returns the first response injected in the setup 
phase. 

5. The PEP checks if the response from the PDP has the state Indetermi-
nate and contains missing attributes and invokes the PIP to resolve 
them. 

6. The PIP mock object returns the resolved attributes injected in the setup 
phase. 

7. The PDP adds the resolved attributes to the existing DecisionContext 
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and invokes again the PDP to decide if now the access should be 
granted. 

8. The PDP mock object returns the second response injected in the setup 
phase. 

9. The PEP validates the response and returns true, false or an exception 
to the advice simulated by the integration test. 

 

The above described workflow can abort in further steps if the PDP returns in 
the first response no missing attributes or an exception occurs. 

PEP core mod-
ule 

Additional tests were included in this module covering the changes happened 
during this term thesis. Unit tests cover the functionality of concrete attribute 
injection strategy implementations. The already existing tests in this module and 
the integration tests in combination with the added unit tests cover the main 
functionality of the PEP core module. 

PEP xacml 
module 

The main responsibility of this module is the transformation of XACML and the 
preparation of XACML data so that the PEP is able to handle it. Considering that 
the transformers included in this module are used for any communication with 
other modules, the integration tests cover their functionality and also the 
changes made for the realization of the PIP. 

PEP herasafpip 
module 

This module acts as a communication adapter between the PEP and the PIP in 
case of a local integration of the PIP in the PEP. Therefore the functionality of 
this module is mainly covered by the integration tests. 

12.2.2 HERASAF PIP 

PIP core mod-
ule 

The integration tests cover the main functionality of the classes in the core mod-
ule, if they exist. But the module doesn’t contain own tests, because the biggest 
parts of the core module are interfaces and abstract classes which cannot be 
tested independent from their concrete implementation. 

PIP impl mod-
ule 

The impl module contains unit and module tests which covers the workflows 
exactly. The module is also covered through system wide integration tests. 

PIP xpath mod-
ule 

The xpath module contains only unit and module tests, but is also covered 
through the system wide integration tests. 

PIP sql module The sql module also contains only unit and module tests. The main functionality 
is also covered through system wide integration tests. 
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13 Final Report 

Intention This part of the documentation contains the project after its completion. It allows 
a summarization of the realized parts as well as coverage of the achieved and 
open issues. At the end an outlook is given showing which steps could be per-
formed next. 

13.1 Summary 

General Introdu ction  

We started this term thesis with a two week introduction. The main goal was to 
come in contact with the new technologies like Hibernate, Maven2 or the Spring 
Framework used for the thesis and to get some experience with them. 

In a first step we had to set up our infrastructure with the programming environ-
ment, primarily the Eclipse and its plug-ins. To get the necessary practice with 
the new technologies, we made a small project implementing an application 
skeleton for a MovieManager. During the mini project also the understanding of 
the architecture and design was very important to get in touch with this kind of 
thinking to retrace the decisions made in the existing HERASAF. 

Requirements & Analysis 

After the introduction in the first two weeks, we started with the analysis of the 
existing code base in the PDP and the PEP to find the hook-ins for the integra-
tion of the new HERASAF PIP. We also collected the requirements of the af-
fected system components. This covered not only the functional requirements 
but also the non-functional ones. We made these steps in the third week and 
elaborated them together with the project goals in the fourth week. 

Additionally we handled also important key aspects, comprehensive design as-
pects, covering one or more system component with the comparison of alterna-
tive scenarios. This included a detailed analysis, the determination of several 
alternatives and its evaluation. 

Design & Implementation 

Based on the requirements and the analysis determined in the previous two 
weeks, we started the design and implementation of a first PIP version in the 
fifth week. Compared with the other system components, the specification of the 
PIP in the XACML specification was mentioned only marginally. This gave us 
the freedom an own architecture and design. The other side of the coin was the 
extensive design including the comparisons of the different alternatives to find 
the appropriate solutions. But it was a very interesting part offering a huge 
bandwidth of possible solutions. In the weekly meeting we discussed the alter-
natives and our decisions with René Eggenschwiler to ensure if the solutions 
match with the idea behind a framework. 

In the following two weeks we continuously worked on the implementation of the 
PIP and the solution of occurred problems. Some of the occurred problems lead 
to a redesign of modules in the PIP to allow a clean and stable solution. 

During the design and implementation of the PIP, we also to implemented unit 
and integration tests to verify the PIP and to proof if the workflows and algo-
rithms work like expected. 
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Integration  in the HERAS AF PEP 

After the implementation of the HERASAF PIP, we started its integration in the 
HERASAF PEP. This happened in the eighth and ninth week of our term thesis. 
We designed alternatives for the hook-in and discussed them with René Eggen-
schwiler as well as other design alternatives we developed to solve problems. 
The addition of the resolved attributes to the existing authorization context was 
one of them, to mention only one. In the PEP we had no information to which 
category an attribute belongs and additionally several solutions to add them 
exist. To find in these situations the best solution was a challenge. 

The integration caused a refactoring of the PIP. The attributes which should be 
resolved by the PIP are not passed as strings anymore but as the XACML 
types. This allows the PIP additionally to set the issuer of an attribute if it isn’t 
already set and further possibilities in the future. 

Test & Verification 

Simultaneously to the integration we implemented first unit and integration tests 
to verify the integration of the PIP in the PEP. 

During the weeks ten and eleven we enhanced these test cases and imple-
mented additional ones. In particular the tests of the different scenarios in the 
PEP were very important. So we invested a lot of work to implement them and 
to achieve a good coverage. In modules where the test coverage was not good 
we implemented additional unit tests. 

During this phase we could additionally find and correct smaller errors we had 
not found before and increase the stability and correctness. 

Documentation 

After the completion of the implementation we invested the rest of the time to 
extend and improve the documentation and to write a developer’s guide. Addi-
tionally we cleaned up the code base and added the javadoc where missing. 

Because of a continuously documentation of the design and changes, we only 
had to write the introduction, general parts and the final reports. The existing 
parts were corrected and updated. 

Finalization 

In the last week, we finalized the documentations and prepared everything for 
the closure of the term thesis. 

Coverage HERASAF PIP 

We implemented the HERASAF PIP as a framework that resolves missing 
attributes using a heterogenic landscape of different attribute-repositories. The 
framework provides default implementations of common functionalities and 
workflows. Because of its architecture, it also provides a pluggability to configure 
and adapt all components through the Spring Framework. This allows an indi-
vidual configuration and adaption of the PIP to fit the customer’s needs. 

A small amount of well defined interfaces and abstract classes allows the exten-
sion of the existing basic implementation with individual parts to resolve 
attributes from additional attribute-repositories. 

HERASAF PEP-PIP communication 

We also implemented a direct integration of the HERASAF PIP in the PEP using 
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standard-compliant objects and messages. This allows in a further step an easy 
implementation of the communication with web services. 

HERASAF PEP 

In the HERASAF PEP we implemented an additional DecisionManager support-
ing the PIP integration. This allows the customers to choose if they want to use 
an integration of the PIP in the PEP or not. Additionally we implemented algo-
rithms and sequences to get the missing attributes out of the PDP response and 
to add the resolved attribute to the existing authorization request for a resend.  

For the communication with the PIP additional conversions are needed to con-
vert the internal value objects to XACML types and vice versa. 

13.2 Outlook 

General The chapter 1.4 describes open issues in an aggregated form. Beside this gen-
eral outlook, the issues showed here are more detailed and technology-based. 

It contains the description of possible extensions and changes for a further de-
velopment step of the HERASAF with the affected system components. 

HERASAF PIP The following issues regarding the HERASAF PIP are open and should be consi-
dered in a future refactoring or extension: 

 

Optimization of the parameter value extraction 

In the existing implementation to extract the query parameter values out of the 
request context, for each query parameter a conversion of the request context to 
an evaluable object is made. This is not very powerful if more than one query 
parameter value has to be extracted. 

Therefore a solution with an optimization should be considered and imple-
mented. This would increase the performance and the stability of the PIP. 

Additional default implementations of the selection  strategy 

In a future development step the implementation of additional selection strate-
gies as default should be considered. This would match with the idea of frame-
work and increase the satisfaction of future customers. 

Additional default implementations of the attribute  resolver 

In a future development step the implementation of additional attribute resolvers 
as default should be considered. This would match with the idea of framework 
and increase the satisfaction of future customers. 

Providing a cache to improve the reaction time 

As an optional feature, providing a cache, which buffers already resolved 
attributes, should be considered. In some cases it can improve the reaction time 
of the PIP, if the customer decides to use it. And to provide such a cache, would 
fit with the idea of a framework which offers additional and optional features. 

HERASAF PEP The following issues relating to the HERASAF PEP are open and should be con-
sidered in a future refactoring or extension: 
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Category determination of resolved attributes  

In the newest errata of the XACML specification [XACMLErrata] first discussions 
started to solve the problem of the missing category in the missing attributes 
response. Because of the missing attributes, a special implementation had to be 
made during the PIP integration to add the resolve attributes to the existing au-
thorization context. 

In the future upgrade to XACML 3.0 it should be checked if the new specification 
version contains the definition about the category of the missing attributes. This 
would simplify the addition of the resolved attributes to the authorization context. 

Conversion of XACML types to internal value objects  

During the integration of the PIP in the PEP, an additional conversion sequence 
was required to map the AttributeValueType to internal AttributeValueVO. Be-
cause of a simplified structure of the AttributeVO, the internal value object can 
only contain one value. The AttributeValueType on the other side can have mul-
tiple values. 

This mismatching of the XACML type and the internal value object should be 
solved in a further redesign of the PEP. 

HERASAF PEP-
PIP communi-
cation 

Regarding the HERASAF PEP-PIP communication, the following issues are open 
and should be considered in a future refactoring or extension: 

 

Integration of the PIP with web services 

During the term thesis, only the direct integration of the PIP in the HERASAF 
PEP has been realized. A communication to the PIP using web services isn’t 
provided and should be implemented in a further extension. 

Preparations to implement a solution using web services have been made dur-
ing the term thesis and allow an easy integration of them. For the concrete im-
plementation, the communication between the PEP and the PDP can be used 
as a template. 

HERASAF PDP Regarding the HERASAF PDP, the following issues are open and should be con-
sidered in a future refactoring or extension: 

 

Integration implementation of the PIP 

The integration of the PIP in the HERASAF PDP was not determined and imple-
mented in this term thesis, according to the focus of the proof of concept. The-
reby an integration implementation should be made in a further step which al-
lows both a direct integration and an integration using web services. 

HERASAF PDP-
PIP communi-
cation 

The following issues relating to the HERASAF PDP-PIP communication are open 
and should be considered in a future refactoring or extension: 

 

Integration of the PIP 

Cause of the limited focus of this term thesis, the integration of the PIP in the 
HERASAF PEP, either locally or remotely, could not be carried. But this integra-
tion is described in the XACML specification [XACML] and should be provided 
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by HERASAF in a future version. 

Thereby this integration should be scheduled in a refactoring or an extension of 
the PDP. The local integration can be solved like the solution in the PEP and the 
remotely like the web service implementation between the PEP and the PDP. 
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14 Personal Reports 

14.1 Tobias Forster 

 HERASAF was not my first choice for the term thesis topic cause of other inter-
esting projects and the small description hiding the full width of themes, technol-
ogies and experiences behind it. But the choice for HERASAF in a second step 
was the best ever happened. It was better and more interesting than Ylli Sylej-
mani and I expected and exactly a term thesis we would like to do.  

After out application to this term thesis, René Eggenschwiler and Florian 
Huonder gave us first impressions of HERASAF, the used technologies and what 
we are going to do. Especially the new technologies we could learn additionally 
were very attractive. 

All in all, the entire project was very well guided from the beginning until the end. 
Especially the introduction into the new technologies and the way of design and 
implement in HERASAF was very useful for the further success of our term the-
sis. Also the weekly meetings to discuss the working progress, appeared design 
and implementation problems or to ask for further advices and information 
helped us very much. 

The project progression was straight forward. Sometimes we had to invest a lot 
of time beside the regular lectures and exercises so I wondered if we would 
achieve all our goals. But it was worth it and makes me proud to see what we’ve 
done. 

Very different for me in comparison to other projects made in the past, was the 
freedom we had to organize the tasks and to design and implement our solu-
tions. It was a totally new experience for me to work in such a way. 

Apart from the new technologies and standards like Spring Maven2, JAXB, 
XACML and XPath to mention just a part of them, I gained a lot of additional 
experiences in software engineering, team work, working agile and writing tech-
nical guides and reports in English. I especially liked the alterative way of de-
signing and writing applications or frameworks like HERASAF does.  

A bit special for me was the agile approach of the project planning and organiza-
tion. Until now I usually work in well defined projects with fix iteration cycles and 
organization structures. Compared with them the agile approach was totally new 
and sometimes a bit chaotic. But all in all it allowed us in a better way to do our 
term thesis than with a stiffer software engineering process like RUP. 

After working with these new techniques and technologies I cannot imagine how 
to work without them anymore. Although I work with some of them but I under-
stand only now how useful they are and how they help us to write software in an 
easy way. 

At last I want to thank Wolfgang Giersche, René Eggenschwiler and Florian 
Huonder who supported us in writing this term thesis. We had every time the 
chance to ask or to get support through Skype, mobile or personally face to 
face. Without them the term thesis would not have been such a success. 
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14.2 Ylli Sylejmani 

 In the first selection phase of the term topics Tobias Forster and I didn’t chose 
HERASAF. Based only on the published descriptions there were other projects 
sounding more interesting. As we couldn’t be assigned to the topics we chose, 
we decided to apply for a term thesis in HERASAF. Analyzing the description, it 
promised to be interesting and it is a chance to use and work with new technol-
ogies. 

After an introduction from Florian Huonder and René Eggenschwiler I soon rec-
ognized that we really had luck not to be assigned to one of the other topics we 
chose first. The topic, the technologies and the whole philosophy behind HE-
RASAF were very interesting and offered a lot to learn. 

The guidance through the project was good organized from the beginning. I 
appreciate the detailed introduction into the new technologies and the coopera-
tiveness from the side of our coaches. It really helped me to understand how the 
things work together in HERASAF and achieve a level of knowledge to be able to 
think further and develop new solutions in this environment. 

Working on this term thesis was a whole new experience. Compared to other 
projects I made in the past, here we had the freedom to design and implement 
based on our own decisions. These decisions were made as a team by laying-
up the advantages and disadvantages of different alternatives. Personally, I 
think, that we did a lot of research work during the solution of the different issues 
we had. That gave me the opportunity to learn how software is written in an 
open source environment using modern technologies and how to think in these 
dimensions in order to develop appropriate solutions. 

Referring to all new technologies I used and experienced during this term thesis, 
I noticed how a good project setup can affect the effectiveness and efficiency of 
software development. The philosophy of the Spring Framework and its abilities 
impressed me the most. It was really nice to use it and to build experience work-
ing with it. I also liked the way of programming in HERASAF and the grade of 
flexibility and adaptability of the concrete implementations. 

The agile approach of planning an organizing a project was new to me. I usually 
worked on harder predefined projects in the past. Choosing a project manage-
ment approach, which matches the existing circumstances of the specific project 
the best, is in my opinion the best way to be successful. In the case of HERASAF 
I think that this way was very appropriate. 

As a conclusion I must say, that I admire the new experiences gained during this 
term thesis and I am willing to use them in future projects. Also to mention is the 
teamwork with Tobias Forster, which was very pleasant and goal-oriented. I am 
proud that we could realize an important part of HERASAF together. 

For their assistance and guidance throughout this thesis I’d like to thank our 
tutor Wolfgang Giersche and our coach René Eggenschwiler. I also would like to 
thank Florian Huonder for taking his time and being willing to help us at any 
time. Last, but not least I thank everybody who supported us writing this term 
thesis. 
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15 Glossary 

Attribute A characteristic of a subject, resource, action or environment that may be refe-
renced in a predicate or target. 

Attribute-
repository 

It corresponds to the attribute-repository out of the [SAMLXACML] specification 
and means each system which resolves attributes for the HERASAF PIP. 

Attribute-
repository con-
nector 

It’s an alternative name for an AttributeResolver in the HERASAF PIP. It contains 
the concrete implementation to access the attribute-repositories. 

Attribute cate-
gory 

An attribute belongs to one of the following context elements: 

Subject, Action, Resource, Environment 

The attribute category describes the belonging of an attribute to one of these 
context elements. 

Authorization 
request 

The request from the PEP to the PDP to render an authorization decision. 

Authorization 
response / de-
cision 

Returned by the PDP to the PEP as a result of evaluating an authorization re-
quest. 

Information 
system 

System where the HERASAF PIP resolves the attributes. It’s equivalent to the 
attribute repository out of the [SAMLXACML] specification. 

OASIS Organization for the Advancement of Structured Information Standards 

PAP Policy Administration Point 

PDP Policy Decision Point 

PEP Policy Enforcement Point 

PIP Policy Information Point 

System compo-
nent 

A system component is a part of the whole system which can be installed and/or 
deployed independently. An example of a system component is the HERASAF 
PEP or the HERASAF PDP. 

XACML eXtensible Access Control Markup Language 
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XML eXtensible Markup Language 
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[Jaxen] http://jaxen.codehaus.org/ 

[Maven] http://maven.apache.org/ 

[Q4E] http://q4e.googlecode.com/ 

[Spring] http://www.springframework.org/ 

[SpringRef] http://static.springframework.org/spring/docs/2.5.x/reference/ 

[Subversive] http://www.eclipse.org/subversive/ 

[SunXACML] http://sunxacml.sourceforge.net/ 

[TestNG] http://testng.org/ 

[WickedShell] http://www.wickedshell.net/ 

[wikiDSS] http://en.wikipedia.org/wiki/Digital_Signature_Algorithm 

[wikiJAXB] http://en.wikipedia.org/wiki/Java_Architecture_for_XML_Binding 

[wikiPKI] http://en.wikipedia.org/wiki/Public_key_infrastructure 

[wikiSAML] http://en.wikipedia.org/wiki/SAML 

[wikiSPML] http://en.wikipedia.org/wiki/SPML 

[wikiTestNG] http://en.wikipedia.org/wiki/TestNG 

[XMLUnit] http://xmlunit.sourceforge.net/ 
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17 Meeting Information 10.10.2008 
Date:  10.10.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  “Container” 
Start:  02.00 pm 
End:  03.00 pm 
Keeper of the minutes:  Tobias Forster 
 

17.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress with the thesis document and 

the current requirements, sequence diagrams and the code walk-
through. 

SAML / XACML ·  René gave some information to SAML, SAML/XACML and XACML to 
transport the requests and responses over the network, where to find 
the information and how the SAML, SAML/XACML and XACML tags 
are encapsulated 

Stories / scenarios ·  Discussed the current analysis and what aspects are missing. René 
gave information about stories / scenarios, which will be very useful for 
the further design and implementation phases. How to write them, in 
what detail focus and so on… 

AttributeId ·  Corresponding with the stories / scenarios to write, the fact of the Attri-
buteId structure was discussed, because the structure (anyURI) has di-
rect influence to the stories / scenarios and vice versa. 

Goals for next week ·  Defined goals for next week to start the design and implementation 
phase: 

o Read the SAML and XACML specification 
o Define a example xml file with a request / response 
o Define the stories / scenarios with its alternatives 
o Define the AttributeId structure corresponding to the stories / 

scenarios 
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18 Meeting Information 17.10.2008 
Date:  17.10.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  Master-Container 
Start:  14.40 pm 
End:  15.15 pm 
Keeper of the minutes:  Ylli Sylejmani 
 

18.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress with the thesis document and 

the current requirements and key aspects of the components. 
Term thesis documenta-
tion 

·  In the future the term thesis documentation should be added on the 
SVN server under the directory education. 

SAML / XACML Re-
quest and Response 

·  We discussed the possibility of including the XACML context informa-
tion in the “extension type” part of the samlp:RequestAbstractType in 
case of a request. 

·  This issue should be documented in the appendix part of the documen-
tation. 

SVN directory ·  Under education the new directory herasaf-pip on the SVN server 
should be used for code storage. 

·  In the new herasaf-pip directory the buildup of the project structure was 
defined. 

Buildup and design 
approaches for the PIP 

·  An approach of the design of the PIP has been defined in this meeting 
by defining that a specific selection strategy chooses how different re-
solvers will be used to resolve requested attributes. The resolvers have 
the information about the connection to an attribute-repository, an 
XPath definition and prepared statement to set a valid query. 

Goals for next week ·  Buildup the project on the SVN server and start implementation using 
the design approach defined in this meeting. 

·  Create an SQL query using XPath and get data from a database. 
·  Finish documentation relating to the requirements and open points. 
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19 Meeting Information 24.10.2008 
Date:  24.10.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  Master-Container 
Start:  13.00 pm 
End:  14.15 pm 
Keeper of the minutes:  Ylli Sylejmani 
 

19.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress including the detailed design, 

the code and the first test which we developed this week. 
Code walkthrough ·  To simplify the test in the marshal method of the class RequestCtx a 

Document class can be given as a parameter which then can be used 
to set an XPath query on it. 

·  Missing descriptors Functions.xml and DataTypeAttributes.xml should 
be added in the integrationtests project so that the test can be success-
ful. 

·  To create an XPath object the XPathFactory from the package ja-
vax.xml should be used in order to keep the code independent from 
jaxen or other dependencies. 

·  Research should be done to find out if the XPath and Dom method is 
thread safe. 

·  The jaxen module should be configured so it can handle namespaces 
in xml files. Generally the problem with the namespaces needs to be 
solved in an appropriate way. 

·  The DataSource we’re using for the connection to the database creates 
for each sql-statement a new connection. In order to avoid it another 
DataSource implementation like e.g. PooledDataSource should be 
used. 

XPath – JAXB ·  The current test as it is implemented now using a dom Document to set 
an XPath query is not good due to performance reasons. Research has 
to be done to find a solution using JAXB with XPath together in an effi-
cient way. 

Testing ·  A unit-test covers the functionality of single units, which can be e.g. 
testing XPath on an XML document. Going on a module test includes 
multiple units in it and tests their interaction having the integration test 
assuring the interaction of all modules. 

Goals for next week ·  Documentation of the detailed design and the code developed this 
week. 

·  Finish the first implementation of the PIP instance and be able to han-
dle a request and resolve an attribute out of a database. 
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20 Meeting Information 31.10.2008 
Date:  31.10.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  Master-Container 
Start:  13.10 pm 
End:  15.10 pm 
Keeper of the minutes:  Tobias Forster 
 

20.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress including the detailed design, 

the code and the tests which we continued to develop this week. 
Discussed concurrency 
problems 

·  Discussed possible problems with concurrency in context with the DOM 
and XPath implementations, because these aren’t thread-safe. 

·  Resulting from the discussion was the fact that no concurrency problem 
exists if there aren’t saved local variable in classes outside the method 
scope. 

Maven ·  René indicated to use the Maven Build instead of checking in new code 
and to check in a whole change instead of small changes. 

Code walkthrough ·  To focus the concerns of the PIPImpl, the Query and the QueryManag-
er should be replaced with a solution integrated in the ResolverStrate-
gy, the Resolver and the QueryParameter. 

·  The XPath handling has to be detached into an own class whose 
usage can be configured in the Spring Framework application context. 

·  Instead of the Query and the QueryManager, only a QueryParameter 
and a QueryParameterManager should exist, which contains the query 
parameter and the extraction of them out of the RequestContext. In this 
case, possible concurrency problems should be considered and pre-
vented. 

Goals for next week ·  Overwork the design and include the discussed design changes to 
finalize a first implementation of the HERASAF PIP. 

·  Design the integration of the PIP call in the HERASAF PEP. To provide 
the design, check the return values from the HERASAF PDP if the miss-
ing attributes are returned in the right category (subject, environment, 
etc.) or if this has to be made previously. 

 



 HERASAF: Policy Information Point (PIP) 

   
   

2008_Autumn_TermThesis_PIP_Thesis.doc 12/17/08 Page the-109 of the-114 

21 Meeting Information 10.11.2008 
Date:  10.11.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  Master-Container 
Start:  17.10 pm 
End:  20.35 pm 
Keeper of the minutes:  Ylli Sylejmani 
 

21.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress including the detailed design of 

the PIP integration, the takeover and implementation of the new PIP 
design defined in the last meeting and the tests which we developed 
this week. 

Analysis of PDP res-
ponses as a test 

·  We discussed the problems we have creating a test which sends re-
quests to a live listening PDP and makes it possible to analyze the 
achieved responses. The problem is that the application context of the 
test can’t be initialized. This problem will be discussed later due to oth-
er issues being more important at this time. 

Discussion of the exist-
ing PIP design 

·  In order to solve the problem of mapping an attribute to a resolver in an 
appropriate way a small redesign had to be done. The SelectionStrate-
gy now holds a map which assigns a list of resolvers to a key. This key 
can be an AttributeId, Namespace, a regular expression, and so on, 
gets matched with the requested AttributeId and returns the competent 
resolvers. Calling a resolver to resolve a missing attribute can cause an 
exception in case the resolver is not responsible for the requested 
attribute. 

·  A resolver itself has one or more QueryParameters and one Query. It 
takes the responsibility to complete the query and execute a statement 
to resolve the missing attribute. 

·  To optimize the resolution process of query parameters a solution has 
to be found. This is thought as an optional activity depending of the 
project progress. 

·  The breakdown of the project modules stays technology based. 
PEP integration ·  We presented the three possible PEP integration alternatives which we 

designed and came to the decision that the alternative using a pre-
validation of the ResponseContext is the most appropriate one in this 
case. We can use alternative 03 as it is with the only difference that the 
attachment of the attributes in the DecisionContext after a PIP request 
should be made strategy based. 

·  Concerning the implementation, a new DecisionManager will be im-
plemented which requests a PIP if necessary. This solution keeps the 
possibility of a “no PIP” configuration of the HERASAF by using the De-
faultDecisionManager which doesn’t support communication with a 
PIP. 

Project documentation ·  A domain view of the PIP implementation could be included to make 
the documentation more meaningful. 

·  The documentation of the iterations and the project planning should be 
adjusted in order to match with the reality. 

Logging issues ·  Logging should be established in the PIP implementation being able to 
capture which request demanded which attributes at which time. In or-
der to identify the request, a unique id, such as the internal Java object 
id, should be used. 
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·  The different logging levels given by the apache commons logging 
project should be considered. 

·  A discussion of how the logging should be implemented (AOP or con-
crete implementation) will be carried in the near future to have a proper 
solution in this case. 

Data type of the query 
parameters 

·  We analyzed and tested the problem of using a string parameter in a 
query to update an integer field in the database. We came to the deci-
sion that strings can be used to update integer fields and that the solu-
tion works as it is at the moment. We will take a note that this issue 
should be considered in the future in order to prevent problems. 

 



 HERASAF: Policy Information Point (PIP) 

   
   

2008_Autumn_TermThesis_PIP_Thesis.doc 12/17/08 Page the-111 of the-114 

22 Meeting Information 18.11.2008 
Date:  18.11.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  Master-Container 
Start:  13.30 pm 
End:  16.00 pm 
Keeper of the minutes:  Ylli Sylejmani 
 

22.1 Agenda items 
Item Assignment / Information  
Working progress and 
code walkthrough 

·  Presented the actual working progress including a discussion of the 
implementation of the PIP integration and a code walkthrough of the 
latest PIP implementation. 

·  The interface Query is designed to return a String representing the 
query string at the moment, which doesn’t make sense because there 
is no other logic in it and it acts like an empty wrapper. Upgrading the 
interface Query to a typed implementation using generics and defining 
the return value of the getter method to the generic type is a great im-
provement which allows using the Query universally in any aspect and 
any type needed. 

PIP integration in the 
PEP 

·  In the discussion about the problem of the dependencies between the 
PEP, PIP and XACML when calling resp. asking the PIP to resolve 
attributes we decided to create a new module between the PIP and the 
PEP which holds the dependencies to XACML, the PIP and the PEP. 
This new module acts like an adapter which converts the PEP specific 
domain classes to the PIP specific ones enabling a local integration of 
the PIP in the PEP. This solution allows an independent PEP and low 
coupling between the modules. 

·  The problem of the unknown data type and issuer in the concrete Attri-
buteInjectionStrategy should be solved by using the MissingAttributes 
from the PDP holding this information. The issuer is an optional 
attribute and should be set in the AttributeResolver, if not already set. 
The AttributeResolver has the information about the identification of the 
issuer. If no information is available and considering that the issuer is 
an optional field, the issuer can be left unset. The data type is, referring 
to the specification, a mandatory field and should be available in the 
context. 

·  In the checkAttributeResponsibility method in the AbstractAttributeRe-
solver the data type of the attribute should be checked, too. Optionally 
the issuer should also be checked. 

·  The problem of injecting resolved attributes when having multiple Sub-
jects and Resources in the DecisionContext should be solved in the 
concrete AttributeInjectionStrategy. Referring to a discussion during 
this meeting the injection of an attribute in a Subject is not problematic 
so that the attribute can be injected in the first Subject or in a new one 
containing the attribute. At the current version of the PDP implementa-
tion there is only one Resource used, so that injecting the attribute in 
the first Resource can be a possible solution. Nonetheless a concrete 
AttributeResolverStrategy should be designed keeping these problems 
in mind and developing an appropriate solution. 

Documentation ·  The using of generics to improve the Query interface and its implemen-
tations should be documented in the main documentation of the PIP. 

Goals until next week ·  Implementation of the discussed solutions of the PEP integration during 
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this meeting. 
·  Continue the implementation of the PEP with the discussed solutions 

(see above). 
·  Implement an adapter module between the PEP and the PIP convert-

ing the specific domain objects for the direct injection of the PIP into the 
PEP. 

·  Changes in the PIP implementation to replace the collection with the 
requested attributes to a collection with the XACML AttributeTypes. In 
this step the check of the responsibilities and the addition of the issuer, 
if missing, should also be provided. 
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23 Meeting Information 21.11.2008 
Date:  21.11.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  1.208a 
Start:  14:00 pm 
End:  14:30 pm 
Keeper of the minutes:  Tobias Forster, Ylli Sylejmani 
 

23.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress including a discussion of the 

implementation of the PIP integration into the PEP. 
AttributeValueType and 
AttributeValueVO 

·  Having a difference between the existing AttributeValueVO used in the 
HERASAF PEP and the AttributeValueType out of the XACML imple-
mentation caused a problem to be solved. The AttributeValueType, de-
scribed by the XACML specification, contains a list of objects. By con-
trast the AttributeValueVO only contains a single value. 

·  According to the changes needed in the PEP to enable a complete 
matching, we decided to match only the first value out of the Attribute-
ValueType during the conversion. 
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24 Meeting Information 28.11.2008 
Date:  28.11.2008 
Attendee:  René Eggenschwiler, Tobias Forster, Ylli Sylejmani 
Location:  1.206 
Start:  12:30 pm 
End:  13:00 pm 
Keeper of the minutes:  Tobias Forster, Ylli Sylejmani 
 

24.1 Agenda items 
Item Assignment / Information  
Working progress ·  Presented the actual working progress including a discussion of the 

test case implementations to verify the PIP integration. 
Problems with the inte-
gration tests 

·  During the implementation of the unit and integration tests, EclEmma 
had problems execute with the Spring configuration. This is caused by 
the incompatibility of EclEmma and Spring. To solve this problem a 
special hack in the method annotated with @BeforeClass  has to be 
made, which loads the required beans manually. 

Todo’s for the finaliza-
tion 

·  We also discussed if we have enough work in the finalize phase and 
what exactly has to be done. 

 
 


