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1 Intended Audience

General

This developer’s guide provides information about the architecture and the de-
sign of the HERAS™ PIP. It explains the structure of the modules, interfaces
and classes, its design and instructs the developer how to configure and extend
them.

They also find information about the modules, the packages, the classes and
interfaces and the workflow between them. Additionally information about the
decisions is provided to retrace the chosen design.

Where useful, hints and further help topics are provided. They make it easier for
the further development, extension and configuration.

A developer should bring basic understanding of the technologies showed in the
list below.

Java 1.5

HERAS""

Maven2

Spring Framework

SQL and further accessing technologies
TestNG

UML

XACML

XPath
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2 Overview

Intention This chapter gives an overview about the HERAS"" PIP. Common terms are
defined and explained. It also describes the HERAS*" briefly and shows the
requirements and the module design with its dependencies.

2.1  Definition

HERAS*" HERAS"" is an Open Source project in its formation phase.

The HERAS”" system assists the entire authorization process based on the
OASIS XACML 2.0 standard. This is provided by the interception of the access
to protected resources by the PEP. This system component creates an authori-
zation request and sends it to the PDP, which evaluates it on the basis of appli-
cable Evaluatables in form of defined Policies. In case of a positive answer the
PEP allows the access to the resources. The maintenance is possible through
the PAP.

Additionally the whole authorization process is supported by a PIP which helps
either the PDP or the PEP to resolve additional attributes required to come to an
adequate decision.

HERAS* PEP The HERAS"" PEP provides mechanisms to implement intercepting agent's
which enforces access control in protection worth applications. Its main respon-
sibility is building authorization requests and interpreting authorization res-
ponses. Newly it also provides the mechanisms to invoke the HERAS™ PIP in
case of missing attributes.

HERAS* PDP The HERAS"" PDP implements the entire logic of evaluating and deciding to
permit or deny access. This covers a fast locating of potential policies, the eval-
uation of a request with the aid of the located policies as well as combining the
obtained results. A main priority during this evaluation is the performance. To
achieve this, performance-enhancing mechanisms such as indexing and fast
comparison algorithms are developed. Another essential point is accessing the
data sink only during the initialization phase of the PDP. Afterwards the policies
are kept in the RAM.

The HERAS" PDP will be used as a central unit, which interacts with several
PEPs. [DOHO7DADev]

HERAS* PIP The HERAS™ PIP is responsible for the resolution of missing attributes. These
are needed by the PDP to come to an accurate decision but cannot be provided
by the PEP. If the PDP needs further information to evaluate a request from the
PEP, the HERAS"" PIP is called, either directly by the PDP itself or by returning
missing attributes to the PEP which have to invoke the PIP.

The main focus of the HERAS"" PIP is a fast resolution of the missing attributes
out of a heterogenic landscape of different attribute-repositories. This is pro-
vided by flexible and extendable mechanisms to implement individual attribute
resolvers, the connectors to the attribute-repositories.
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XACML

XACML is an OASIS standard that describes both, a policy language and an
access control decision request/response language (both encoded in XML).

The policy language is used to describe general access control requirements,
and has standard extension points for defining new functions, data types, com-
bining algorithms, etc.

The request/response language lets you form a query to ask whether or not a
given action should be allowed, and interpret the result. The response always
includes an answer about whether the request should be allowed using one of
four values. Permit, Deny, Indeterminate (an error occurred or some required
value was missing, so a decision cannot be made) or Not Applicable (the re-
guest can’t be answered by this service). [XACML]

2.2 HERAS*"

Background

Purpose

HERAS"" is an open source project started in January 2006. Eight months of
research, development ideas, conception and projection by Wolfgang Giersche,
Yan Graf and René Eggenschwiler were flowing into it.

In mid 2006 a proof of concept was made by Yan Graf [Graf06] and René Eg-
genschwiler [Eg%06]. They built nearly all the components as prototypes for a
working HERAS™ based on Sun’s XACML implementation.

Using Spring AOP and AspectJ Massimo Cerqui and Sandro Strebel built a
Policy Enforcement Point based on interceptors. They also built a prototype for
a policy based security management system with Spring/JSF [CSO7PAP]. In the
same year Sacha Dolski, Stefan Oberholzer, Florian Huonder created a XACML
PDP Web Service endpoint based on Sun’s XACML implementation. The prob-
lem was that they soon found out that Sun’s XACML implementation wasn'’t
what they were looking for. So they decided to develop an own XACML 2.0 im-
plementation. It was finished at the end of 2007 [DOHO7DADeV].

Based on the HERAS"" XACML 2.0 implementation of 2007 Daniel Regli and
Yannick Winiger developed a PEP implementation [RWO8PEP] including the
Web Service components for the communication between PEPs and PDPs.

The HERAS”" system assists the entire authorization process based on the
OASIS XACML 2.0 standard. This is provided through the interception of the
accesses to the protected resources by the PEP, which sends an authorization
request to the PDP. The PDP evaluates the request on the basis of applicable
Evaluatables in form of defined Policies. In case of a positive answer the PEP
allows the access to the resources, otherwise it's denied.

If the authorization request sent to the PDP contains not all required information,
the PDP is not able to come to an adequate decision. In this case, the PDP has
two options. Either it returns an indeterminate decision to the PEP containing
the missing attributes or it invokes itself the PIP to resolve them. In both case
the PIP will be invoked to resolve the missing attributes.
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Figure 1: HERAS “F components

The concerns of the components showed in the figure above are as follows:

Policy Administration Point (PAP)
The PAP is an administration component. The PAP allows administrating poli-
cies as well as un-/deploying these on a PDP.

Policy Enforcement Point (PEP)

The PEP is an enforcement component (performer). The PEP interrupts ac-
cesses on secured resources and creates an authorization-request which is
forwarded to a Context Handler. Depending on the authorization-response (de-
cision) of the PDP the access will be allowed or denied. Additionally obligations
included in the decision must be handled and fulfilled from the PEP before
access is allowed.

Policy Decision Point (PDP)

The PDP is the decision maker. The PDP gets the authorization-request and
generates an authorization-response depending on policies. If the policies con-
tain obligation the PDP needs to send those in the response as well.

Policy Information Point (PIP)

The PIP is the additional information expert. The PIP provides additional infor-
mation about subjects, resources, environment or actions. This information can
be referenced by policies.

Compared to the XACML 2.0 specification, HERAS* has two major differences.
There is no ContextHandler module and only one resource per decision request
can be handled.

The functionality of the ContextHandler has been integrated directly into the
HERAS"" PEP and HERAS"" PDP. The HERAS"" PEP already generates com-
plete XACML requests. The HERAS"® PIP is intended to be integrated locally in
the HERAS™" PDP or the HERAS"" PEP or to act as an independent compo-
nent, e.g. in form of a web services. In the scope of this term thesis the HERA-
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> HERAS*"
S

S* PIP has been integrated locally in the HERAS"" PEP. In case of an indeter-
minate response from the HERAS"" PDP including missing attributes the HE-
RAS"" PEP holds the responsibility of requesting the HERAS*" PIP to resolve

these attributes.

Additionally, in the current state of HERASAF, handling of muItiPIe resources as
specified by XACML 2.0 is not yet implemented. The HERAS"" PDP can only
handle one resource per decision request from the PEP.

2.3 Requirements of the PIP

Overview

Function re-
quirements

Non functional
requirements

The following requirements, referred to the HERAS"" PIP, are grouped in func-
tion and non functional requirements. Additionally the needed, non functional
requirements are categorized in the main topics defined by the 1ISO9126 stan-

dard for software quality.

Requirements

Handle several systems

Attribute mapping

Concurrency

Usability

The HERAS™ PIP should be designed to handle
the access to the attribute-repositories in a uni-
form way. The specific access should be encap-
sulated. The configuration of the needed classes
and implementations should be made outside the
code.

To provide a fast resolution of attributes, the HE-
RAS"" PIP has to know where to look it up. This
information should be available and configurable.

Several HERAS™ PDP’s and PEP’s use the
same HERAS”" PIP. Thus the HERAS"" PIP has
to be reentrant safe.

Documentation

Understandability

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc

The API of the HERAS™ PIP should be docu-
mented in the Javadoc in English. The documen-
tation must be understandable for developers.

Additional a developer’s guide is required in Eng-
lish. The developer’s guide provides detailed in-
formation about the current implementation and
how to extend it. The user’s guide explains how to
configure it.

The configuration to define which implementa-
tions of the components to use should be as sim-
ple as possible for the user. The configuration
should be made in configuration files outside the
source code.
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Maintainability

Analyzability To analyze occurred problems or to find parts
which are in need of change, information should
be provided by logging and a developer’s guide.

Changeability The different components should be designed
with clear interfaces to allow encapsulation. This
allows a better exchangeability of single compo-
nents.

Verifiability Unit and integration tests are needed to verify the
implementation of the new components. The new
changes should also be encapsulated, i.e. by
mock objects, to test them independently from the
existing parts.

Reliability

Fault Tolerance The HERAS™ PIP cannot allow any faults, be-
cause it provides a central attribute resolution in
the HERAS system. Thus exceptions from the
HERAS"" PIP or used information systems
should be caught and processed in an appropri-
ate manner or thrown to the caller of the PIP.

Maturity The unit and integration tests should cover the
functionality of the HERAS™" PIP and its exten-
sions in a high amount and test both positive and
negative cases to reach a high degree of the sys-
tem maturity.

2.4  Module Design

Overview The following chapter contains the architecture of the HERAS*" PIP. It explains
the modules and its dependencies. A more detailed view on each module can
be found in the third part.

Module Over- The structure of the HERAS"" PIP is divided in several modules. Each of these

view modules handles a small amount of focused tasks. This allows either an exten-
sion or a replacement of them through other implementations without changes in
the remaining modules. The structure of the HERAS"" PIP is shown in the fol-
lowing figure.
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cmp Architecture Diagram /

Core

Impl XPath Sql

Figure 2: Component diagram of the HERAS  *F PIP

Modules Core

The Core module contains application wide interfaces of the HERAS"" PIP. The
interfaces and abstract classes define common interfaces and base implemen-
tations for all kinds of the classes used in the HERAS" PIP to resolve attributes
and further more.

Impl

The Impl module provides implementations for the given interfaces out of the
Core module, which provides general workflows in the HERAS"" PIP. This in-
cludes the PIP implementation. The classes get the request parameters and
determine the appropriate resolvers using the ResolverSelectionStrategy mod-
ule.

It also contains the base and default implementations of the ResolverSelection-
Strategy to get an appropriate attribute resolver for each attribute to resolve it.
These can be configured and used or additional ones can be implemented.

XPath

The XPath module contains all XPath technology based implementations. These
are used for the query parameter and further resolutions, but not primarily for
concrete attribute resolvers.

SQL

The SQL module contains all SQL technology based implementations, especial-
ly the concrete attribute resolvers. They implement the defined hook methods of
the interfaces and abstract classes from the Core module and extend the gen-
eral functionality with specific one.
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3 Overview

Introduction The modules of the HERAS"" PIP are extendable and exchangeable. To pro-
vide this flexibility, the configuration is made through the Spring Framework
application context.

Configuration The configuration of the HERAS" PIP in the following chapter covers the follow-
topics ing topics.

Spring configuration — Module and Components wiring

The modules in the system component are wired through the Spring Frame-
work. This allows customizing the HERAS*" PIP implementation with different
modules.

Core configuration

The core configuration is used by the HERAS"" PIP to define which implementa-
tion of the PIP should be used. Additionally the resolver selection strategy is
defined as well. It's used by the HERAS"" PIP to determine the appropriate
attribute resolver for a given Attributeld, which can resolve its value.

Query parameter configuration

The HERAS”" PIP uses different technologies to extract values out of the re-
guest context originally sent to the PDP. It needs this context to complete the
queries used to resolve the attribute value in the attribute repositories. The de-
fault implementation uses XPath and JAXB and is described in this configura-
tion.

Attribute Resolver configuration

Attribute resolvers are used in the HERAS*" PIP to access the attribute reposi-
tories and to execute the queries. Depending on the heterogenic landscape of
the attribute repositories, several accessing technologies, like e.g. SQL, are
required. These configurations are described in this topic.

Configuration The whole configuration of the HERAS"" PIP is divided into several files. Each
files of these files contains the configuration of a logical module out of the whole
HERAS"" PIP and helps to organize them in easier way.

4  Spring Configuration — Module and Components Wir-
ing

Overview The HERAS”" PIP implementation uses the Spring Framework as mentioned
before to wire and configure its modules. The files are kept, where possible, as
simple as possible for a user-friendly configuration. Configurations made in the
source code are not desirable for a flexible utilization.

The bean graph in each configuration topic described in the following subchap-
ters shows the dependencies between the beans, to visualize them in an easy
way.
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4.1  Configuration files
Overview This chapter and the following ones show how to embed the configuration files

in the application context of the Spring Framework.

The examples of the configuration files shown here make no claim to be com-
plete and will not work in the published way. They are meant to show the con-
cepts of the wiring and its possibilities and thus they can be shortened or in-
complete in other ways.

Common ele- All configuration files consist of common elements. These are outlined in the
ments cutout below.

<beans xmlns ="http://www.springframework.org/schema/beans"
xmins:xsi  ="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation ="http://www.springframework.org/schema

/beans http://www.springframework.org/schema/beans/ spring-
beans-2.5.xsd" >

Example 1: Bean namespaces

Code structure <beans... >
< import resource ="ContextAndPolicyConfiguration.xml" />
< import resource ="Functions.xml" />
< import resource ="DataTypeAttributes.xml" />
< import resource ="Core.xml" 1>
< import resource ="AttributeResolver.xml" />
< import resource ="QueryParameter.xml" />
< import  resource ="SQLDataSource.xml" />
</ beans >

Example 2: Configuration imports

Hint The import of other configuration files enables a division of the application con-
text into logical groups and its combination afterwards. The order of the imports
does not matter but the imports must be declared at the beginning of the beans
part. All bean definitions must appear after the imports.

Element description

import The import statement to import a configuration
file. The resource attribute contains the path
to the configuration file. This can be declared
as a relative path in the project structure using
the classpath: prefix.

4.2 Core (Core.xml)

Overview This chapter shows the configuration of the Core module explained by means of
an example.
Code structure The following code snippet shows the configuration of the HERAS*" PIP Core

module. The first bean it contains is the PIP itself, which requires an instance of
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the ResolverSelectionStrategy. In this case it's an id based ResolverSelection-
Strategy containing a map with attributes (more precisely its ids) and the re-
sponsible AttributeResolver.

<bean id ="pip" class ="org.herasaf.pip.impl.PIPImpl" >
<property ~ name="resolverSelectionStrategy"
ref ="selectionStrategy" />
</ bean>

<bean id ="selectionStrategy"

class ="...IdBasedResolverSelectionStrategy" >
<property name="resolvers" >
<map>
<entry key ="«Attributeld»" >
<ref bean="«AttributeResolver»" 1>
</ entry >
</ map>
</ property >
</ bean>

Example 3: Core configuration

Element description

Bean with id pip This element configures which implementation
of the PIP should be used. The PIP requires
an instance of a ResolverSelection-

Strategy
Bean with id This element configures which implementation
selectionStrategy of the ResolverSelectionStrategy

should be used. It requires a map combining
the Attributelds (or namespaces, or something
else) and the appropriate Attrib-

uteResolver

Bean graph @ o

(F) resolverSelectionStrategy

@ selectionStrategy

(®) resolvers

Figure 3: Core bean graph

4.3  Attribute Resolver (AttributeResolver.xml)

Overview This subchapter shows an example of an AttributeResolver configuration using
the QueryParameter beans specified in the QueryParameter.xml file.
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Code structure The following code snippet shows an example configuration of a SQLAttribute-
Resolver. It requires a JdbcTemplate, which is a Spring class encapsulating the
JDBC implementation. Additionally a RowMapper is used, which evaluates the
result of the query.

To check if this AttributeResolver is responsible for the resolution of an attribute,
it contains the Attributeld, the data type and the issuer of the attribute for which
he’s responsible.

The main configurations are the query, in this case a SQL query, and the re-
quired query parameters referencing QueryParameter beans.

<bean id ="«AttributeResolver»"

class ="...SQLAttributeResolver" >
<property  name="template" ref ="jdbcTemplate" />
<property ~ name="rowMapper" ref ="firstColumnRowMapper" />
<property  name="responsibleAttributeld" value ="surname"
/>
<property  name="responsibleDataType" val-
ue="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name" />
<property  name="responsiblelssuer" value ="piptest" />
<property name="query" >
<value >
SELECT surname FROM "users" WHERE email=?;
</ value >
</ property >
<property name="queryParameters" >
<list >
<ref bean="«QueryParameterBeanName»" />
</list >
</ property >
</ bean>

<bean id ="firstColumnRowMapper"

class ="...SingleColumnRowMapper" >
<property ~ name="requiredType" value ="java.lang.String" />
</ bean>

Example 4: AttributeResolver configuration

Element description

Bean with id This bean configures a specific Attrib-

«AttributeResolver» uteResolver . Beside the configurations
used for the specific technology (template
and rowMapper ), it contains the attributes
which describes the responsibility of the At-
tributeResolver . At least it contains also
the query and the referenced QueryParame-
ter beans.

Bean with id This element configures a specific RowMap-

firstColumnRowMapper per (Spring Framework interface). It contains
the type of the result value out of the Re-
sultSet
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This is a SQL specific bean not used in other
implementations of the Attrib-
uteResolver

@ =AttributeResolvers
() template
) rowMapper
() responsibleAttributeId
() responsibleDataType
(F) responsiblelssuer
® query
(F) queryParameters

@ firstColumnRowMapper

() requiredType

Figure 4: AttributeResolver bean graph

For each Attributeld to resolve, an AttributeResolver bean like in the example
has to be configured. The configuration of responsibility is necessary, because a
selection strategy using namespaces can return several AttributeResolver for an
Attributeld. So the AttributeResolver has to decide if he’s able and responsible
to resolve the given Attributeld. In an id based selection strategy this leads to a
small amount of duplicate configurations.

In example, a PIP which resolves five different attributes requires the configura-
tion of fire AttributeResolver beans.

4.4  Query Parameter (QueryParameter.xml)

Overview

Code structure

This part shows an example of the QueryParameter configuration using the
XPath technology.

The following code snippet shows the configuration of an example QueryPara-
meter which contains an XPath expression and a Namespace. The XPath ex-
pression describes the position of the query parameter value in the request con-
text. The Namespace is used for the namespace handling in the request context
required by the XPath evaluation.

The request context is also passed to the HERAS* PIP to get context informa-
tion required to complete the queries to resolve the attribute values.

<bean id ="«QueryParameterBeanName»"
class ="...XPathQueryParameter" >
<property name="queryParameter" >
<value >
/pre:Request/pre:Subject/pre:Attribute
[@Attributeld="yourAttributeld"])/pre:AttributeValue ltext()
</ value >
</ property >
<property  name="namespaceContext" ref ="xacmINamespace" />
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</ bean>

<bean id ="xacmINamespace"
class ="..XACMLNamespace" >
<property name="namespaces" >
<map>
<entry key="pre" value ="urn:oasis:names:tc:xacml:2.0:
context:schema:os” />

< entry key="xsi" value ="http://www.w3.0rg/2001/

XMLSchema-instance" />
</ map>
</ property >
</ bean >

Example 5: QueryParameter configuration

Element description

Bean with id
«QueryParameterBeanName»

This element configures a QueryParame-
ter , which should be used. It requires an
expression to get the value out of the re-
quest context to complete the query in the
appropriate AttributeResolver

Bean with id xacmINamespace  This element configures which implemen-
tation of the Namespace should be used.
It contains a map with the prefix and the

URI of the namespace location.

@ =QueryParameterBeanMames

(F) queryParameter
(F) namespaceContext

|

@ xacmiNamespace

(B) namespaces

Figure 5: QueryParameter bean graph

4.5 Data Sources (SQLDataSource.xml)

Overview

Code structure

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc 12/17/08

This part shows an example of a DataSource configuration used for an SQL
based attribute-repository like a relational database.

The following code snippet shows the configuration of PoolingDataSource used
for the AttributeResolvers accessing a relational database. The first bean is the
JdbcTemplate, which is required by the SQLAttributeResolver described in the
configuration above. The rest of the beans are the configuration of a usual Poo-
lingDataSource, required as a parameter in the JdbcTemplate constructor.

<bean id ="jdbcTemplate"
class ="org.springframework.jdbc.core.JdbcTemplate" >
<constructor  -arg ref ="dataSource" />
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</ bean>
<bean id ="dataSource" class ="...PoolingDataSource"
depends-on ="poolableConnectionFactory" destroy-
method ="close" >
<constructor-arg ref ="objectPool" />
</ bean>
<bean id ="objectPool" class ="...GenericObjectPool" >
<!-- PoolableObjectFactory -->
<constructor-arg index ="0" >
<null />
</ constructor-arg >
<!-- maxActive -->
<constructor-arg index ="1" type ="int" value ="10" />
<!-- whenExhaustedAction -->
<constructor-arg index ="2" >
<util:constant static-
field ="...GenericObjectPool. WHEN_EXHAUSTED_BLOCK" />
</ constructor-arg >
<!-- maxWait -->
<constructor-arg index ="3" type ="long" value ="5000" />
</ bean>

<bean id ="poolableConnectionFactory"

class ="...PoolableConnectionFactory" >
<!I-- ConnectionFactory -->
<constructor-arg index ="0"
ref ="dataSourceConnectionFactory" />
<!-- ObjectPool -->
<constructor-arg index ="1" ref ="objectPool" />
<!-- KeyedObjectPoolFactory -->
<constructor-arg index ="2" >
<null />
</ constructor-arg >
<!l-- validationQuery -->
<constructor-arg index ="3" >
<null />
</ constructor-arg >
<!-- defaultReadOnly -->
<constructor-arg index ="4" value ="false" />
<!-- defaultAutoCommit -->
<constructor-arg index ="5" value ="true" />
</ bean>

<bean id ="dataSourceConnectionFactory"

class ="...DataSourceConnectionFactory" >
<constructor-arg ref ="driverManagerDS" />
</ bean>

<bean id ="driverManagerDS"

class ="...DriverManagerDataSource" >
<property  name="driverClassName" value ="«Driver class»" />
<property name="url" value ="«Database URL»" />

<property = name="username" value ="«username»" />
<property  name="password" value ="«password»" />
</ bean>
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Example 6: DataSource configuration (SQL in this case)

Element description

Bean with id The element configures the specific

jdbcTemplate JdbcTemplate used by the SQLAttrib-
uteResolver . It requires a DataSource as
the only constructor parameter.

Bean with id dataSource The element configures which implementation
of the DataSource should be used. This can
be chosen individually depending on the PIP
requirements. In the example showed above a
PoolingDataSource is configured.

Bean graph @ idbcTemplate
(& reference <dataSource >

l

@ dataSource
C'} reference <objectPool=

B

@ poolableConnectionFactory
Qo
@1
Q2
@3
@4
@s
@ objectPool @ dataSourceConnectionFactory
Go (& reference <driverManagerD5 >
@ 1-int
(C¥)
& 3-long

@ util:constant# 1ca467c
(®) staticField

@ driverManagerDs
() driverClassName
@ url

(F) username

() password

Figure 6: DataSource bean graph (PoolingDataSource  in this case)
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4.6 ContextAndPolicyConfiguration (ContextAndPolicy Con-
figuration.xml)

Overview The ContextAndPolicyConfiguration.xml describes the various configuration
options of the context and policy files.

Configuration For a detailed configuration guide see the developer’s guide of HERAS""
XACML 2.0 [DOHO7DADev].

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc ~ 12/17/08 Page dev-22 of dev-72



HERAS"": Policy Information Point (PIP)

B Hoc
HOCHSCHULE FUR TECHNIK

RAPPERSWIL

Part Ill: Architecture & Design
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5 Overview

Introduction This chapter contains the architecture of the HERAS® PIP and its structure.

5.1 Architecture

Overview The following chapter contains the architecture of the HERAS*" PIP. It explains
the modules and its dependencies. The whole workflow is illustrated through
interaction scenarios. They should help to get a better understanding of the cho-
sen architecture and design.

A more detailed view on each module can be found in the following chapters.

5.1.1 Modules

Overview This chapter gives an overview about the packages in the HERAS"" PIP. It ex-
plains the dependencies between them and gives short descriptions of each
module.

Module diagram The structure of the HERAS"" PIP is divided in several modules. Each of these

modules handles a small amount of focused tasks. This allows either an exten-
sion or a replacement of them through other implementations without changes in
the remaining modules. The structure of the HERAS™" PIP is shown in the fol-
lowing figure.

cmp Architecture Diagram /

Core

Impl XPath Sql

Figure 7: Component diagram of the HERAS  *F PIP

Modules Core

The Core module contains application wide interfaces of the HERAS"" PIP. The
interfaces and abstract classes define common interfaces and base implemen-
tations for all kinds of the classes used in the HERAS"" PIP to resolve attributes
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and further more.
Impl

The Impl module provides implementations for the given interfaces out of the
Core module, which provides general workflows in the HERAS*" PIP. This in-
cludes the PIP implementation. The classes get the request parameters and
determine the appropriate resolvers using the ResolverSelectionStrategy mod-
ule.

It also contains the base and default implementations of the ResolverSelection-
Strategy to get an appropriate attribute resolver for each attribute to resolve it.
These can be configured and used or additional ones can be implemented.

XPath

The XPath module contains all XPath technology based implementations. These
are used for the query parameter and further resolutions, but not primarily for
concrete attribute resolvers.

SQL

The SQL module contains all SQL technology based implementations, especial-
ly the concrete attribute resolvers. They implement the defined hook methods of
the interfaces and abstract classes from the Core module and extend the gen-
eral functionality with specific one.

5.1.2 Interaction scenario

Overview This chapter explains the resolution workflow in the HERAS"" PIP to illustrate
the most important parts and the division of the concerns.

Interaction sce- The following description shows a typical interaction scenario, where the HE-

nario RAS* PIP handles an incoming request and resolves the attribute values with
all its steps. The description is based on the Figure 8 shown below using an
XPath implementation to extract the parameter values out of the request and
any AttributeResolver to get the attribute value.

Description

1. The PIP receives a request for the resolution of attributes. It iterates
over the collection of the AttributeTypes, whose values are requested.

2. The PIP gets a collection of appropriate AttributeResolvers for the given
attribute, which can resolve the attribute value. It iterates over the col-
lection with the AttributeResolvers.

3. The PIP invokes the method resolve of the AttributeResolver and
passes the attribute and the RequestCtx.

4. The AttributeResolver checks if he’s responsible to resolve the given At-
tributeType. If not, he throws a NotResponsibleResolverException.

5. The AttributeResolver iterates over the XPathQueryParameters and in-
vokes the method extract(RequestCtx requestContext) to extract the pa-
rameter value out of the RequestCtx.

6. The XPathQueryParameter converts the RequestCtx to an object where
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an XPath statement can be evaluated. In this case it will be converted to
a DOM document. Afterwards it extracts the parameter value and re-
turns it.

After receiving the collection with the extracted values of the query pa-
rameters, the AttributeResolver sets the issuer attribute in the Attribute-
Type, if itisn’'t already set.

Afterwards, it invokes the method resolve and passes the resolved
query parameters. It enhances the SQL query with the parameter values
and calls the attribute-repository to resolve the attribute.

After resolving the attribute value, the AttributeResolver converts it to an
AttributeValueType and adds it to the given AttributeType.

After resolving all values of the given AttributeTypes, the PIP returns the
result to the caller which sent the request.
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Alternative inte- The following description shows an alternative interaction scenario, where the
raction scenario HERAS"" PIP handles an incoming request and resolves the attribute values

with all its steps. The description is based on the Figure 9 shown below using
an XPath implementation to extract the parameter values out of the request, any
AttributeResolver and a Query object to get the attribute value.

Description

1.

10.

11.

The PIP receives a request for the resolution of attributes. It iterates
over the collection of the AttributeTypes, whose values are requested.

The PIP gets a collection of appropriate AttributeResolvers for the given
attribute, which can resolve the attribute value. It iterates over the col-
lection with the AttributeResolvers.

The PIP invokes the method resolve of the AttributeResolver and
passes the attribute and the RequestCtx.

The AttributeResolver checks if he’s responsible to resolve the given At-
tributeType. If not, he throws a NotResponsibleResolverException.

The AttributeResolver iterates over the XPathQueryParameters and in-
voke the method extract(RequestCtx requestContext) to extract the pa-
rameter value out of the RequestCtx.

The XPathQueryParameter converts the RequestCtx to an object where
an XPath statement can be evaluated. In this case it will be converted to
a DOM document. Afterwards it extracts the parameter value and re-
turns it.

After receiving the collection with the extracted values of the query pa-
rameters, the AttributeResolver sets the issuer attribute in the Attribute-
Type, if itisn’'t already set.

Afterwards, it invokes the method resolve and passes the collection with
the query parameters.

The AttributeResolver then invokes the method execute on the Query
object and passes the given parameter values. The Query enhances the
guery string with the parameter values and calls the attribute-repository
to resolve the attribute. Afterwards it returns the resolved attribute value.

After resolving the attribute value, the AttributeResolver converts it to an
AttributeValueType and adds it to the given AttributeType.

After resolving all values of the given AttributeTypes, the PIP returns the
result to the caller which sent the request.
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6 Core

Overview This chapter explains the Core module.

This module contains all interfaces and abstract classes used in the HERAS""
PIP.

6.1 HERAS”" PIP Implementation

Overview The Core module is one of the central parts of the HERAS"" PIP. It contains
several interfaces and abstract classes which are defined for the whole HERA-
S* PIP. They define specific entry points for other system components, internal
or external ones, to include the PIP and to get access.

Package dia- pkg Package Diagram (Core) /
gram
exception query

N\
\

\
\

resolver

A
/
/

resolverselection
PIP

+ resolve(Collection, RequestCtx) : Map

Figure 10: Package diagram of the Core module

Package de- «core »

scription The «core» package includes the interfaces which are defined for as the entry

points to access the HERAS"® PIP. The most important of them is the PIP inter-
face.

exception

The exception package contains exceptions used in the HERAS*" PIP for sev-
eral purposes. These can be used in the whole system component.

query

Interfaces and abstract classes for query containers and managers of them are
contained in the package query. They define methods for the classes imple-
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mented in other packages for concrete or technology bases usages.

A

resolver

The package resolver contains interfaces and abstract classes used to imple-
ment concrete attribute resolvers for specific attribute repositories.

resolverselection

The package resolverselection defines interfaces for the resolver selection
strategies implemented in other modules and to provide a common view on
them.

6.2 Package pip

Overview The package pip contains the main PIP interface. This interface defines how the
PIP is buildup and how a concrete implementation of a PIP should be.

6.3 Package exception

Overview The exception package contains the exceptions used in the PIP. These excep-
tions are needed to provide information in case of an unexpected workflow or an
error.

class pkg Package Diagram (Core) /

org.herasaf.pip.exception
AttributeResolv eException
java.lang
ConnectionException
RuntimeException //
V\ ——1 NoAttributeResolverException
Exception
ParameterResolveException

NotResponsibleResolv erException

Figure 11: Package diagram of the exception package

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc ~ 12/17/08 Page dev-31 of dev-72



HERAS"": Policy Information Point (PIP)

<TI0

RAPPERSWIL

N\
. HSR %’;
HOCHSCHULE FUR TECHNIK kL‘/ v HERASAF

—

H B PIP
6.4 Package query
Overview The query package contains all the interfaces and abstract classes to define

how a Query and a QueryParameter are buildup and how concrete implementa-
tions should be. The Query interface is optional and can be used when complex
queries are used to encapsulate them.

class pkg Package Diagram (Core) /

org.herasaf.pip.query
«interface» «interface»
Query QueryParameter

T

«abstract class»
AbstractQuery

Figure 12: Package diagram of the query package

6.5 Package resolver

Overview The package resolver contains an interface prescribing how a concrete resolver
has to be implemented and an abstract class defining the common steps of the
procedure to resolve an attribute.

class pkg Package Diagram (Core) /

org.herasaf.pip.resolver

AttributeResolv er

A

AbstractAttributeResolv er

Figure 13: Package diagram of the resolver package
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6.6 Package resolverselection

Overview

The resolverselection package contains an interface defining how concrete re-
solver selection strategies have to be implemented.

6.7 Interfaces / Abstract classes

Overview

6.7.1 PIP

Description

In this chapter the important interfaces and abstract classes defined in the core
module are described. These are used to define, extend or to change the beha-
vior of the HERAS*" PIP in form of concrete implementations of them. The focus
is set to the description of the structure and some important methods. All other
methods and definitions are commented with javadoc.

class pip /

«interface»
PIP

+ resolve(Collection<AttributeType>, RequestCtx) : Collection<Attribute Type>

The PIP interface defines the methods and characteristics for a specific imple-
mentation of a concrete PIP .

Concrete implementations are expected to receive a Collec-
tion<AttributeType> with the missing attributes and a RequestCtx de-
scribing the context and to return the resolved attributes in a Collec-
tion<Attribute Type>

6.7.2 QueryParameter

Description

class query /

«interface»
QueryParameter
+ extract(RequestCtx) : String

The QueryParameter interface defines the methods and characteristics for a
specific implementation of a concrete QueryParameter
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Concrete implementations are expected to extract a value out of a given Re-
guestCtx and to return it as a String

Query

class query

«interface»
Query

+ execute(Collection<String>) : T

The Query interface defines the methods and characteristics for a specific im-
plementation of a concrete Query .

This interface is implemented by the AbstractQuery

Concrete implementations are expected to execute a query using the parame-
ters in the Collection<String> and to return a generic value of type T.

6.7.4 AbstractQuery

Description

class query J

AbstractQuery

# query: String

+ execute(Collection<String>) : T
+ setQuery(String) : void

The AbstractQuery  abstract class defines the methods and characteristics for
a specific implementation of a concrete Query .

It holds a query string, which can be injected by the Spring Framework,
representing the appropriate query to request a concrete repository. The ex-
ecute method is abstract and expects from a concrete implementation to ex-
ecute the query with the values given in the Collection<String>.
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6.7.5 AttributeResolver

class resolver /

«interface»
AttributeResolver

+ resolve(AttributeType, RequestCtx) : void

Description The AttributeResolver interface defines the methods and characteristics
for a specific implementation of a concrete AttributeResolver

This interface is implemented by the AbstractAttributeResolver

Concrete implementations are expected to resolve the AttributeType using
the RequestCtx

6.7.6  AbstractAttributeResolver

class resolver /

AbstractAttributeResolver

logger: Log = LogFactory.getL... {readOnly}
queryParameters: QueryParameter ([])
responsibleAttributeld: String
responsibleDataType: String
responsiblelssuer: String

HHEHHEH

addlssuer(AttributeType) : void

checkAttributeResponsibility(Attribute Type) : void
createAttributeValueType(Object) : AttributeValueType

resolve (AttributeType, RequestCtx) : void

resolve(Attribute Type, Collection<String>) : Collection<AttributeValueType>
setQueryParameters(QueryParameter(]) : void
setResponsibleAttributeld(String) : void

setResponsibleDataType(String) : void

setResponsiblelssuer(String) : void

+ o+ o+ o+ 3+ W W H

Description The AbstractAttributeResolver implements the interface Attribute-
Resolver and defines the common steps of the procedure to resolve an
attribute. It also holds the required query parameters to resolve the attribute it is
responsible for.

It provides template methods to hook-in in a concrete implementation of it. The
implementations of the hook-in methods in the concrete implementation are
expected to contain the actual access to the attribute repositories.

Additionally it includes an implementation which checks the responsibility of this
AttributeResolver every time it is called. The responsibility attributes as
well as the query parameters are injected by the Spring Framework based on
the definitions in the application context.
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class resolverselecton

«interface»
ResolverSelectionStrateqy.
+ getAttributeResolver(AttributeType) : Collection<AttributeResolver>

Description The ResolverSelectionStrategy interface defines the methods and cha-
racteristics for a specific implementation of a concrete ResolverSelection-
Strategy

Concrete implementations are expected to implement an algorithm which re-
turns a Collection<AttributeResolver> containing the appropriate
attribute resolver for the given AttributeType

6.8 Design Decisions
6.8.1 Querying attribute-repositories

Overview A challenge for the HERAS”" PIP is to find out, from which attribute-repository to
get the value for a given Attributeld.

In the comparison below several approaches are discussed to solve this issue.

Alternatives Alternative 1: Map through Attributeld and name services

The first alternative is the use of a name service or namespaces to map an
attribute to a specific attribute-repository respectively the connector to it. This
implicates a defined structure of the Attributelds as URL's or URN'’s and the
usage of an additional mapping component in the HERAS"" PIP.

Advantage Disadvantage
The usage of a mapping by - Itimplicates a defined structure of
name services or namespaces the Attributelds.

is a well-known concept. . .
P An additional component is used

The mapping information can and several additional requests
be configured globally. have to be sent to it. This slows
down the flow of the HERAS*" PIP.

Can lead to conflicts with the loca-
tion of the HERAS™" PIP if this is al-
so solve through name services
with the Attributeld.
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Alternative 2: Iterate ove r all available attribute -repositories

Another alternative is to iterate over the available connectors to the attribute-
repositories and to check if the value of the attribute can be resolved.

Advantage Disadvantage

Decision

An appropriate solution if only
one attribute-repository is ma-
naged by the HERAS"" PIP.

The solution is simple to im-
plement.

Slow and inefficient if the HERAS""
PIP manages more than one
attribute-repository.

If the HERAS"" PIP is extended
with additional attribute-repositories,
the performance getting worse.

Leads to an unneeded load of the
attribute-repositories, which can be
risky.

Alternative 3: Use configurations to map the attributes

Also an alternative is the usage of a configuration to map the attributes to a spe-
cific attribute-repository respectively its internal connector. The configuration can
be inside the code or external in a configuration file.

Advantage

Disadvantage

An appropriate solution for
PIPs which manage more
than one attribute-repository.

An extension with additional
attribute-repositories is easy
and doesn't lead to a worse
performance.

Reconfigurations from
attributes to other attribute-
repositories can be made in
an easy way.

Higher investment costs are needed
to solve this alternative.

The reconfigurations must be made
locally in the PIPs and not globally.
E.%. the reconfiguration of a HERA-
S PIP and its backup PIP must be
done twice.

The first and second alternatives are not appropriate because the disadvantag-
es overbalance. Questions about performance and extensibility cannot be ans-

wered closely.

Hence this fact, the third alternative is the most appropriate in fact of extensibili-
ty. Additionally, the configuration of namespaces or regular expressions is a
possibility to simplify the mapping to an attribute resolver.

6.8.2 Addition of attribute-repositories

Overview

Basically a PIP instance can manage one or more repositories for attribute reso-
lutions. These systems, acting as attribute-repositories, can be very different in
their kind. The challenge is to evaluate an implementation which solves the
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problem of the addition of new attribute-repositories in a flexible way.

Alternative 1: One attribute -repository per PIP

A solution of the above mentioned issue can be the use of only one system as
an attribute-repository for one PIP instance. This avoids the need to cope with
problems of handling multiple attribute-repositories. In this case the PIP instance
always knows which repository to query and no other possibilities or mappings

exist.

Advan tage

Disadvantage

Implementation is easy be-
cause no mapping or the like
is needed.

Resolution of attributes is
faster due to less indirection.

Alternative 2: Use different strategies

Unrealistic in real world applica-
tions.

Multiple PIP instances needed in
case of multiple attribute-
repositories.

The problem of choosing an
attribute-repository is delegated to
the clients (PDP, PEP or delegation
PIP).

Inter-PIP-communication required
even in easy business cases if mul-
tiple attribute-repositories exist.

Using more than one attribute-repository demands a solution which can handle
different kinds of attribute-repositories such as a relational database or a LDAP
system. An additional problem to solve in such a case of multiple attribute-

repositories is how to choose the appropriate repository to resolve an attribute.

The different strategies use for each type of attribute-repository a so-called re-
solver. In the example of a relational database it would be named e.g. SQLAttri-
buteResolver. A top-level strategy then defines an algorithm how these resolv-
ers will be queried to resolve requested attributes.

Advantage

Disadvantage

One PIP instance can handle
multiple attribute-repositories
which pictures a more realistic
scenario

The problem of choosing an
attribute-repository is done by
the PIP instance

Complex business cases can
be pictured without the need
of multiple PIPs nor inter-PIP-
communication
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Implementation is more complex

Due to the multiple attribute-
repositories and the dependency on
the selection strategy the resolution
of attributes can be slower
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According to the overbalance of the advantages in the second alternative, dif-
ferent strategies should be used to manage and/or add attribute-repositories.

PIP parameter

To resolve one or more attributes, the request to the HERAS"" PIP over the PIP
interface is divided in the two parts ,requested attribute” and “given context”.
The decision to divide the request in these two parts was to help the PIP imple-
mentation to focus on the key concerns. To extract the ,requested attribute” and
the “given context” out of the request is not a task of the HERAS"" PIP. It can be
done by a previous layer, e.q. the web service component or the caller itself,
when it includes the HERAS™" PIP.

This lead to a more focused and clean design of the HERAS*" PIP and allows
an easier replacement or extension of existing components with new implemen-
tations.

A possible solution is also the implementation of the request division in the HE-
RAS*F PIP. In this case it has to be outsourced in a special class or component
to avoid duplicate implementations.

Configurations of the queries

An important issue for the programmers which configure and extend the
HERAS"" PIP is the definition of the requested attributes with the appropriate
query and its parameters to get the attribute value. To provide this issue, the
solution has to be user-friendly and flexible.

Alternative 1: In an own class hold by a manager

A possible solution is the definition of a special query object, which contains the
id of the requested attribute, the appropriate query and its parameters.

Advantage Disadvantage

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc

Allows a user-friendly configu-
ration of the queries. The
attribute to which a query and
its parameters belong are evi-
dent in one view.

Requested attributes, the
guery and its parameters are
logically grouped together.

A combination with the
attribute resolver strategies
using namespaces, regular
expressions, etc. can be made
in an easy way. In this case,
the query is not defined for all
attributes matching these pat-

12/17108

The queries have to be instantiated
and hold by a central manager class
which may increase the dependen-
cies.

For an id based matching algorithm
the configuration of the attribute re-
solver has a small amount of dupli-
cated settings.

Using several query parameter
implementations (e.g. XPath, etc.)
complicates the optimization like
converting the RequestCtx only
once.

Page dev-39 of dev-72



HERAS"": Policy Information Point (PIP)

] Hoc
HOCHSCHULE FUR TECHNIK
RAPPERSWIL

Decision

Future exten-
sions
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terns and allows a flexible
configuration. The definition of
the queries and the matching
algorithms are independent.

Alternative 2: Configured in the AttributeResolver

Another alternative is the definition of the Attributeld, the appropriate query and
its parameters in the classes used for the attribute resolver selection, the prepa-
ration of the query parameters and the attribute resolution itself.

Advantage

Disadvantage

Allows a user-friendly configu-
ration of the queries. The
attribute to which a query and
its parameters belong are evi-
dent in one view.

No additional query and query
manager classes are used,
which reduces the amount of
dependencies.

This solution maybe matches
better with the idea behind the
Spring Framework.

Decision

A larger amount of concrete imple-
mentations classes is needed,
which can lead to unnecessary
memory consumption.

The configuration of matching pat-
terns (namespaces, regular expres-
sions, etc.) can lead to problems.
For all Attributelds matching a pat-
tern, the same query is used.

This leads to the constraint, only
fine defined matching patterns
can be used...

... or the attribute resolver has to
know for which Attributeld he’s
responsible.

Using several query parameter
implementations (e.g. XPath, etc.)
complicates the optimization like
converting the RequestCtx only
once.

Based on the weight of the advantages and disadvantages from the above al-
ternative comparisons and discussions with our coach, the decision was made
to implement the second solution. It combines the easy definition of the queries
with its query parameters in one step and matches best with the idea behind the
Spring Framework. It also allows the usage of namespaces, regular expressions
or similar solutions in the ResolverSelectionStrategy.

Future extensions

The chosen solution to configure the queries complicates the optimization of the
query parameter extraction out of the RequestCtx. In the future, a possible solu-
tion for optimizing the extraction should be considered.
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6.8.5 Type of query

Overview

Alternatives

Decision

The form of the query configured in the HERAS®" PIP is a special issue. For
normal queries, the usage of a String is an adequate solution. But in a frame-
work like HERAS”" it may be a restriction.

In the following comparison, several solutions of how to configure the queries in
the HERAS"" PIP are discussed and compared to provide interfaces and ab-
stract classes which allow a flexible implementation of further AttributeResolv-
ers.

Alternative 1: Query as a String

The usage of a String for a query is one possible solution.

Advantage Disadvantage
In the most cases, it's an ade- - A String can be too restrictive if a
guate solution to use a String. more complex query is needed.

The configuration and imple-
mentation is very simple.

Alternative 2: Query as an own object

The usage of an own Query object containing the query and additional attributes
is also a possible solution.

Advantage Disadvantage
The Query object can contain - The strict usage of a Query object
complex queries as well as for simple queries increases the
simple ones and thus it's very number of instances unnecessarily.

flexible to use.

The Query object itself can
execute the query. This en-
capsulates the complexity
against the AttributeResolver.

Decision

Based on the comparison above, both alternatives should be provided through
the base implementation of the HERAS*" PIP. It allows the usage of Strings for
simple queries as well as a Query object for complex ones. Therefore it's the
appropriate solution for a framework.

6.8.6 Types of parameter and return values

Overview

The implementation of the attribute resolution allows resolving the attribute val-
ues for a given Attributeld. The attribute values as well as the Attributelds can
be of different types which must be handled in the same manner as if there is
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only one type. In the following discussion, several types for the parameter and

return values are discussed.

Alternatives Alternative 1: String as type

The usage of String as the parameter or return type is an obvious idea to handle
the parameters and return the values in a simple manner.

Advantage

Disadvantage

Parameter

0 The usage of String as the
parameter type for Attribu-
telds is an obvious solu-
tion, because the XACML
standard defines them as
URIs.

o0 The handling of the para-
meters is easy and un-
complicated.

Return value

0 The usage of String as the
return value type for the
resolved attribute values is
an easy and uncomplicated
solution.

0 The most or all basic data
types in Java can be con-
verted to String without
problems.

Alternative 2: Object as type

(o]

Return value

The usage of String as type for
the resolved attribute values may
be too restrictive for further ex-
tensions.

If other types of the resolved
attribute values are needed,
these have to be converted to
String.

The handling of complex objects
instead of basic data types is not
possible.

The HERAS"" PIP cannot return
additional information like e.g. an
attribute issuer.

Another solution is to use the parameters and/or the resolved attribute values as

Objects.

Advantage

Disadvantage

Parameter & Return value

0 The implementation is not
restricted for further exten-
sions which may use com-
plex objects instead of ba-
sic data types.

0 Special conversions to and
from String can be omitted.

o0 The return value can con-
tain several attributes like
an attribute issuer or fur-
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Parameter

The usage of the Attributelds as
Objects makes the configuration
in the Spring Framework more
complex.

Additionally, more instances and
memory to configure the Spring
beans will be used and the per-
formance may be worse com-
pared with a basic data type.

A common handling of the Attri-
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ther information. butelds requires additional effort
like a common interface. This
may lead to a higher amount of
dependencies.

0 The usage of the Attributelds as
Objects instead of Strings is not
expected in the foreseeable fu-
ture.

Castings of the Attributelds and / or
the resolved attribute values may be
required.

Alternative 3: XACML objects as type

Instead of simple objects, the HERAS*" PIP can also use the XACML objects as
parameters and/or return values.

Advantage Disadvantage
Parameter & return value - Parameter
0 With the additional informa- o The HERAS* PIP implementa-
tion contained in the Attri- tion has more dependencies to
buteType, the HERAS"" HERAS*" XACML implementa-
PIP can check the respon- tion.

sibilities better.

0 The implementation is not
restricted to basic data

types.

0 The handling of the
XACML objects isn't more
difficult, than Strings.

o0 The return value can con-
tain several attributes like
an attribute issuer or fur-
ther information used in the
PDP or the PEP.

Alternative 4: Generic type

A third possible solution is the usage of a generic type, which doesn’t define a
specific or common type for the Attributelds as the parameters and/or the re-
solved attribute values as return values.

Advantage Disadvantage

Return value - In a part of the source code or dur-

ing the runtime the used type has to
be defined. Otherwise a handling is
not possible or aggravated.

0 The resolved attribute val-
ues can be handled with a
generic type.

The handling parameters and return
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types with a generic type are possi-
ble but riskier and error-prone.

Parameter

0 The handling of the Attributelds
as parameters is getting more
complex compared to the other
solutions. Possibly a restriction
with a common interface has to
be made.

Decision

Based on the facts catalogued in the above comparisons, the usage of a generic
type is only possible for the resolved attribute values, but makes the handling
more complicated than necessary.

Using XACML objects as return types seems to be the most flexible solution
considering possible extensions of the HERAS" PIP. Also String can be used
but can be too restrictive.

For the attributes including the Attributeld as parameters for several methods
the XACML objects again seem to be an appropriate solution, because it con-
tains all the necessary information defined in the XACML specification and al-
lows the most flexible handling. The usage of String and other objects is also
possible but leads to more difficult handling or requires restrictions using a spe-
cific interface.

6.8.7 Attribute type structure

Overview

To allow an easier handlin% of the resolved attributes in the PDP and the PEP
returned from the HERAS™" PIP, a restriction of the XACML specification is ne-
cessary. The specification defines a structure, where the AttributeType contains
between zero and n AttributeValueTypes and those again n objects.

It was decided to restrict the structure defined in the specification to allow only
one object per AttributeValueType. The restriction is shown in the figure below.
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class XACML Domain Diagram /

Attribute Type

attributeld: String
dataType: DataTypeAttribute<?>
issuer: String

AttributeValue Type

otherAttributes: Map<QName, String>

Object

P

Q)

Figure 14: Cutout of the XACML specification includ ing the restriction

Cause of this decision is the difficult handling and conversion of the structure
defined in the PDP and the PEP. Additionally there are no reasons to add sev-
eral values in an AttributeValueType, because several AttributeValueTypes can
be added to an AttributeType object.

6.8.8 Types of query parameters and return values

Overview Also an important issue is the type of the parameter and return value used in the
queries. Especially the addition of the parameter values to queries, e.g. in the
prepared statement, can lead to problems if the implementation of the drivers or
the attribute resolver itself doesn’t handle the type conversion. Solutions for this
kind of problems are discussed in the following comparison.

Alternatives Alternative 1: String

The usage of String as the only type for the parameter and/or the return value of
the queries are a possible solution.

Advantage Disadvantage
No special handling is needed -  The usage of Strings as the only
to add the parameter so the type for query parameters can lead
queries. to a problem if the implementation

isn’'t able to handle it. Examinations
showed that the frequency of occur-
rence is minimal.

No special handling to get the
loaded value is needed.

The handling of loaded values out
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of the result set using String is no
problem, because all basic types
can easy be converted.
Alternative 2: Object
Also an alternative is the usage of Object as the type for parameter and/or the
return values.
Advantage Disadvantage
Object is a universal type, - A special handling for the addition
which allows possible future of the parameters and the extraction
extensions. of the loaded values is needed.
Extensions in the future using Ob-
ject are at the moment not foresee-
able.
Alternative 3: A generic type
A third alternative to handle the parameter and/or the return values for queries is
the usage of a generic type or a solution which can handle this.
Advantage Disadvantage
This solution is open for ex- - The handling of a generic type is an
tensions in the future. error-prone and risky solution.
No restrictions are defined in - A maybe complex implementation is
the design. used.
Decision Decision
For the first implementation of the HERAS*" PIP, the handling of Object is an
appropriate solution whose possible problems can be tested in an easy way.
The usage of Strings is not appropriate because a special and maybe complex
conversion handling is needed. Also the handling of a generic type is in a first
solution too complex and risky.
Future exten- Future extensions
sions For future extensions, a generic solution should be considered.
7 Impl
Overview This chapter explains the Impl module.

It contains default implementations of the PIP interfaces as well as such of the
ResolverSelectionStrategy . These are provided as defaults and can be
used as examples for further implementations.
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7.1 HERAS”" PIP Implementation

Overview

Package dia-
gram

Package de-
scription

The Impl module is the implementation of the entry points defined in the Core
module. It combines accepting of the requests as well as the selection of the
appropriate attribute resolver using the resolver selection strategy. To provide
this functionality, this module uses only interfaces and base classes from the
Core module to avoid unnecessary dependencies.

One of the most important implementations in this module is the PIPImpl class,
which implements the workflow for accepting the requests, choosing the appro-
priate attribute resolvers and resolving the requested attribute values.

pkg Package Diagram (Impl) /

impl resolver.impl
+ PIPImpl + IdBasedResolverSelectionStrategy

Figure 15: Package diagram of the Impl module

«core ».impl

The «core» package includes the implementation of the interfaces and classes
which are defined in the package «core» of the Core module. The PIPImpl class
is the most important implementation of them and combines several central
parts of the whole attribute resolution workflow.

resolver.impl

The classes in the resolver package implement default and standard solutions to
select the appropriate attribute resolver for given Attributelds.

7.2 Package pip.impl

Overview

The pip.impl package contains the concrete PIP implementations based on the
PIP interface definitions. Currently a default PIP implementation is available in
this package.

7.3 Package resolverselection.impl

Overview

The resolverselection.impl package contains the concrete implementations of
the resolver selection strategies. There are currently two strategies implemented
and can be used depending on the requirements of the PIP.
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class pkg Package Diagram (Impl) /

org.herasaf.pip.resolverselection

«interface»
ResolverSelectionStrategy

\
\

org.herasaf.pip.resolv erselection.impl o

i
R

-

IdBasedResolv erSelectionStrategy SingleResolv erSelectionStrategy

Figure 16: Package diagram of the resolverselection.impl package

7.4  Design Decisions
7.4.1 Load resolver per requested attribute

Overview The attribute resolver used for the actual resolution has to be done for each
Jfequested attribute”. The cause of this decision is that a HERAS"" PDP or HE-
RAS"" PEP can request several different attributes which are not held in the
same attribute-repository. For example, a user role can be stored in user data-
base, but the detailed function of the user in another system.

7.4.2 How to get the appropriate resolver?

Overview To get the appropriate attribute resolver for a given Attributeld, several alterna-
tives exist, each of them with individual advantages and disadvantages. The
right choice of a strategy can improve the performance of the whole HERAS*"

PIP, without the lost of functions.

In the following paragraphs, several strategies to get the appropriate attribute
resolvers are discussed.

Alternatives Alternative 1: Configuration in the application con text

A first alternative to get an appropriate attribute resolver for a given Attributeld is
to configure them in the application context as a property of the used resolver
selection strategy. The selection strategy has only to get the appropriate
attribute resolvers out of its configured property and to return it.
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Disadvantage

It's a fast, flexible and simple
solution to get the attribute re-
solvers for a given Attributeld.

Several mapping algorithms
can be used, e.g. attribute to
resolver, namespace to re-
solver and further more.

Using an id based resolver selection
strategy causes a duplicate configu-
ration of the Attributelds. The first in
the resolver selection strategy and
the other in the attribute resolver it-
self.

Alternative 2: Iteration over attribute resolver

Also an alternative for the selection strategy is to iterate over the existing
attribute resolvers. To do this, the strategy has to know which attribute resolvers
are available, either by fixed coding or by a configuration outside of the code.

Advantage Disadvantage

It is a possible solution if only
a small amount of attribute re-
solvers are used.

It's not a flexible solution, because
the extension with additional
attribute resolver causes a worse

) erformance.
Only small amount of configu- P

rations has to be made for the
user of the HERAS*" PIP.

The selection strategy has to find
out if an attribute resolver can re-
solve a given Attributeld. This leads
to unnecessary divisions of respon-
sibilities.

Decision Decision

Hence the previous comparison of the alternatives, the first alternative is the
most appropriate one in a first implementation and should be designed.

Future exten- Future extensions

sions In the future, additional alternatives are possible and should be implemented
using the common interface.

8 XPath

Overview This chapter explains the XPath module.

It contains the concrete implementations of the QueryParameter  extraction
using the XPath technology. It's a default implementation provided by the HE-
RASAF PIP, but can also used as an example to implement further QueryPa-
rameter extractions.
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8.1 HERAS”" PIP Implementation

Overview

Package dia-
gram

Package de-
scription

The XPath module contains the technology-based implementations of the que-
ries and its handling. A main concern of this module is the extraction of the pa-
rameter values out of the request context using XPath queries.

This module contains not primarily implementations of concrete attribute resolv-
ers, but the preparation of the query and its parameters used for them. It's a
default implementation of such a preparation.

pkg Package Diagram (XPath) /

query.impl namespace

Figure 17: Package diagram of the  XPath module

query .impl

The package query contains the concrete XPath based implementation of the
query parameters which contains and handles the XPath evaluations used for
the preparation of the queries in the concrete attribute resolvers.

namespace

The namespace package contains classes used to handle the namespaces
where the request context is based on. Otherwise the handling of XPath queries
on the request is not possible.

8.2 Package query.impl

Overview

This package contains the concrete implementations of the interfaces in the
guery package in the core module. Currently a query parameter implementation
using the XPath technology to get the values out of the request context is im-
plemented and available.

8.3 Package namespace

Overview

Using XPath in a concrete implementation of a query parameter needs a na-
mespace context implementation to resolve the namespaces in an XML docu-
ment. This package contains all the concrete namespace context implementa-
tions needed in a query parameter using XPath or other XML based technolo-
gies.

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc ~ 12/17/08 Page dev-50 of dev-72



HERAS"": Policy Information Point (PIP)

] Hoc
HOCHSCHULE FUR TECHNIK

RAPPERSWIL

8.4  Design Decisions

8.4.1 How to use XPath on the request?

Overview An important issue in the steps before using the query to access the attribute-
repository is its preparation. In this step the parameters used for the query must
be extracted out of the request context using a specific technology, like XPath in
this case. The way how this extraction can be solved can have a great impact
on the performance of the HERAS" PIP. In that way a flexible and fast solution
has to be used.

Alternatives Alternative 1: Usage of DOM and XPath

A solution is the usage of the DOM and XPath interfaces and classes provided
by the Java Standard Library and [Jaxen]. In this case the request, which is
structured as an XML document, will be converted to a DOM document and
afterwards evaluated through an XPath query.

Advantage Disadvantage
It's a well-known solution with - The conversion of the request in a
defined interfaces and libra- DOM document is not a very power-
ries which provides this func- ful solution.
tionality.

. When accessing the HERAS"" PIP,
The implementation is simple. the XML request gets converted to
java objects and afterwards the re-
quest must be converted back to
XML.

Through the usage of the Java
Interfaces, the library with the
concrete implementation can
be replaced without any
changes in the code.

Alternative 2: Implementation of an own solution fo r XPath handling

A second solution is the implementation of an own algorithm for the extraction of
the query parameter values out of the request context. This kind of solution
would be based on the implementation of the classes or the XML document
created out of the request context. Additionally, the solution has to be flexible,
which would allow changes in the classes which represent the requests without
modifications on the algorithm.

Advantage Disadvantage
The implementation can be - The effort to implement a solution in
made in way which has a flexible manner and with perfor-
higher performance than the mance in mind can be high.

usage of DOM and XPath. The implementation based on the

classes may not fit with the idea of
independency from the imple-
mented classes.
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Decision

Together with the coach, the decision was made to implement in a first step the
first alternative. It's easy to implement and works well. The risk for implementing
an own solution in this early step of the HERAS"" PIP implementation is too
high.

8.4.2 XPath and DOM thread safety

Overview

9 SOL

Overview

To prevent problems of multithreaded access to the same resources the XPath
and DOM actions need to be locked respectively monitored. This issue has to
be handled by the HERAS"" PIP because of missing concurrency implementa-
tions in these modules.

Until now this issue hasn't appeared. The implementation in the current HERA-
S* PIP is designed in a way to prevent concurrency problems. Shared data are
only read by multiple threads and no writing is performed.

This chapter explains the SQL module.

It contains concrete implementations of AttributeResolver s accessing a
relational database using SQL queries.

9.1 HERAS” PIP Implementation

Overview

Package dia-
gram

Package de-
scription

The SQL module is a technology-based module, containing basically concrete
attribute resolver implementations using SQL. The classes use interfaces and
abstract classes from the Core module and implement the concrete attribute-
repository access.

This module is an example, how other technology-based modules can be im-
plemented to access other kinds of attribute-repositories.

pkg Package Diagram (SQL) /

resolver.impl mapper

+ SQLAttributeResolver

Figure 18: package diagram of the  SQL module

resolver .impl

The package resolver contains the concrete implementations of the attribute
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resolvers accessing attribute-repositories using SQL. To evaluate the result sets
from the SQL query, the attribute resolvers use classes implementing the Row-
Mapper interface out of the mapper package.

mapper

The package mapper contains classes implementing the RowMapper interface
to evaluate and extract the needed values out of the SQL query result.

9.2 Package resolver.impl

Overview This package contains the concrete implementation classes of the AttributeRe-
solver used in the PIP. Currently a SQLAttributeResolver using SQL and a da-
tabase is implemented and available.

9.3 Package resolver.mapper

Overview This package contains concrete mapper classes which define which results out
of a ResultSet should be returned and in which form. Currently no specific map-
pers are implemented. For the SQLAttributeResolver a SingleColumnRowMap-
per included in the Spring Framework is used.

10 General Topics

eye-catcher This chapter explains application wide topics of the HERAS*" PIP implementa-
tion.

10.1 Exception Handling

Overview This part of the general topics explains the exception handling of the HERAS*"
PIP with its exceptions and the recommended handling.

General The HERAS™ PIP defines several types of exceptions used in the different con-
texts of the workflow. It was passed on to define of an exception hierarchy, be-
cause this doesn’t bring any additional advantages.

In the HERAS”" PIP two different kinds of exceptions were used. The normal
Exception on one hand and the RuntimeException in the other one. The
normal Exception s are used to handle specified exceptions in the HERAS""
PIP and should not be thrown to the caller. Elsewise the RuntimeException s
which may be handled in the PIP itself. Normally they will be thrown to the call-
er.
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The following types of exceptions are used in the HERASAF PIP, all of them in
their own context.

AttributeResolveException

This RuntimeException is used in the AttributeResolvers and should be
thrown if an error or an exception during the concrete resolution process occurs.

ConnectionException

This RuntimeException is used also in the AttributeResolver s to indi-
cate an occurred error or an exception, while establishing a connection to the

attribute-repository. If no separation of the connection setup and the access to
the attribute-repository can be made, this exception should not be used.

NoAttributeResolverException

This RuntimeException  is used by the implementations of the ResolverSe-
lectionStrategy to indicate that no AttributeResolver for the given
attribute could be found.

NotResponsibleResolverException

This Exception is used by the abstract or concrete AttributeResolver to
indicate that he’s not responsible to resolve the given attribute. This exception
must be catched and handled in the HERAS*" PIP and should not be thrown
outside.

ParameterResolveException

This RuntimeException is used in the QueryParameter implementations. It
indicates the occurrence of exceptions or errors during the extraction of the
query parameter values out of the request context.

10.1.1 Design Decisions

10.1.1.1 Behavior in case of non-resolvable attribu tes

Overview

Alternatives

An important issue of the HERAS"" PIP is the behavior if not all attributes can
be resolved. Challenges arise like “Should only the resolved attributes be re-
turned?” or “Should the HERAS"" PIP response an error message?” This deci-
sion has direct impact on the behavior and implementation of the HERAS*" PDP
and HERAS"F PEP and must be considered carefully.

Alternative 1: Return attributes which could be resolved

The first alternative to handle non-resolvable attributes is to return only the re-
solved ones. This would maybe allow the caller (HERAS*" PDP or HERAS""
PEP) to come to a decision.

Advantage Disadvantage
No special error handling is - The caller must evaluate if the HE-
needed which returns an error RAS"" PIP has return all missing

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc ~ 12/17/08 Page dev-54 of dev-72



HERAS"": Policy Information Point (PIP)

—

PIP

message to the caller.

attributes.

In the most cases, to return only the
resolved attributes is not sufficient
to come to a decision.

Can lead to a worse performance
when additional requests will be
made with the same result as be-
fore the resolution of the attributes.
The HERAS”" PDP is maybe called
again with the same result.

Alternative 2: Delegate request to another PIP instance

Another alternative for the HERAS™" PIP is to delegate the request to other
PIP’s which are available for him. This would allow the PIP to resolve all the
missing attributes by delegating the request.

Advantage

Disadvantage

A HERAS™ PIP must not
know all attribute-repositories,
but can provide these by de-
legating the request.

A special delegation PIP can
be implemented who has the
responsibility to delegate the
received request to the real
PIP’s. This lead to a division
of the concerns.

Alternative 3: Return error if one or more attributes could not b

The delegation to other PIP’s can
lead to cycles. These must be pre-
vented.

The more involved PIP’s in a resolu-
tion the more time is needed.

e resolved

Also an alternative for the HERAS"" PIP is to return an error respective an error
message if one or more attributes cannot be resolved.

Advantage

Disadvantage

At the time where the HERA-
S*F PIP can't resolve the first
attribute, it aborts the further
resolution. This leads to
shorter waiting time for the
caller.

Holds the implementation of
the HERAS"" PIP thinner than
other solutions.

Is the appropriate solution if
the caller needs all attributes
resolved to come to a deci-
sion. The resolution of the re-
maining attributes wouldn’t
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The caller of the HERAS™" PIP
needs to handle the error message
in the response.
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lead to a different decision.

The caller gets the information
why not all attributes could be
resolved. In other solutions,
this is difficult to do.

Decision The first alternative which returns only the resolved attributes is not an appropri-
ate solution, because the caller must find out, if all requested attributes were
resolved or not. This cannot be a concern of the HERAS*" PDP or the HERAS*"
PEP. Additionally, the resolution of only a part of the attributes is in the most
cases not adequate, when all requested attributes are needed to come to deci-
sion.

The second alternative is a possible extension of the PIP implementation in a
later implementation step. But it’s not a primary goal in first PIP implementation.

Hence these facts, the third solution is for a first PIP implementation the appro-
priate solution and should be pursued.

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc ~ 12/17/08 Page dev-56 of dev-72



HERAS"": Policy Information Point (PIP)

Part IV: Implementing Additional Inte-
gration Modules

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc ~ 12/17/08 Page dev-57 of dev-72



HERAS"": Policy Information Point (PIP)

2.

PIP

—

11 Overview

Introduction The HERAS"" PIP implementation provides the integration and encapsulation of
several technologies in own modules. This part of the Developer’s Guide ex-
plains how new modules using additional technologies can be implemented and
integrated in the existing HERAS*" PIP code base.

ResolverSelectionStrategy

The default implementations of the ResovlerSelectionStrategy provide basic
selections and several interfaces for further implementations. This includes
amongst other things an id based selection. The first chapter explains the inte-
gration of additional ResolverSelectionStrategy implementations.

Attribute-repository connector

The HERAS”" PIP provides a simple default implementation of a SQLAttribute-
Resolver which access a relation database using an SQL query. Additionally
various interfaces and abstract implementations of the AttributeResolvers are
provided to implement additional attribute-repository connectors to access fur-
ther attribute-repositories. The second chapter explains the integration of addi-
tional attribute-repository connectors.

Query parameter technology

To extract the values, required to complete the queries for accessing the
attribute-repositories, the HERAS*" PIP provides interfaces and a default im-
plementation using XPath. The third chapter explains the integration of addition-
al query parameter extraction technologies.

12 Integration of an ResolverSelectionStrategy

Overview This chapter describes the integration of an additional ResolverSelectionStrate-
gy used to find the appropriate AttributeResolver for a given Attributeld.

12.1 Components Implementation

Overview This part describes the mandatory components for the integration of an addi-
tional ResolverSelectionStrategy using existing or new technologies. The de-
scriptions contain also detailed information about the implementation.

12.1.1 ResolverSelectionStrategy
Interfaces The HERAS™" PIP provides the following interfaces and abstract classes for the

implementation of an own ResolverSelectionStrategy:

ResolverSelectionStrategy
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Description The ResolverSelectionStrategy chooses the appropriate AttributeResolver to
access the attribute-repository.

You can do this using an individual algorithm but you must implement the Re-
solverSelectionStrategy interface with its method getAttributeRe-
solver

If the ResolverSelectionStrategy cannot find an appropriate AttributeResolver for
a given AttributeType , it's recommended to throw a NoAttributeResol-
verException

Hint The ResolverSelectionStrategy should not have dependencies to the concrete
implementations of the AttributeResolvers. It's recommended to work only
against the AttributeResolver interface and to inject the concrete Attribu-
teResolvers implementing this interface with the Spring Framework.

Dependency The ResolverSelectionStrategy has only dependency to the AttributeResolvers,
but these should be configured and injected by the Spring Framework.

13 Integration of an attribute-repository connector

Overview This chapter describes the integration of additional AttributeResolvers to access
the heterogenic landscape of attribute-repositories.

13.1 Components Implementation

Overview This part describes the mandatory components for the integration of additional
AttributeResolvers to access an attribute-repository. The descriptions contain
also detailed information about the implementation.

13.1.1 AttributeResolver

Interfaces The HERAS"" PIP provides the following interfaces and abstract classes for the
implementation of an own AttributeResolver:

AttributeResolver

AbstractAttributeResolver

Description The AttributeResolver is normally invoked by the implementation of the PIP
interface after the ResolverSelectionStrategy has returned it.

To implement an own AttributeResolver you can either implement the interface
AttributeResolver or extend the abstract class AbstractAttributeRe-
solver . The abstract implementation handles common parts for you like the
ones listed below:
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Interfaces
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Checks if the AttributeResolver is responsible to resolve the given At-
tributeType containing the Attributeld.

Extraction of the query parameter values out of the passed Re-
questCtx

Sets the issuer in the AttributeType if not already set.
Adds the resolved attribute values to the AttributeType

You have to implement these common parts on your own if you use the Attri-
buteResolver interface. So we recommend you to use the abstract implemen-
tation.

Now you only have to implement the access to the attribute-repository using the
technology-specific parts and to convert the result in AttributeValueType
objects. For this conversion the abstract implementation provides the method
createAttributeValueType

If you're implementing an additional AttributeResolver accessing a database
with an SQL query, the Spring Framework provides several simplifications like
the JdbcTemplate and RowMapper classes.

If the query, used to resolve the attribute value, must be completed with para-
meters before executing, the AttributeResolver uses QueryParameter s.

Additionally the AttributeResolver can optionally use a Query which encapsu-
lates the query and its execution.

The HERAS"" PIP provides the following interfaces and abstract classes for the
implementation of an own Query:

Query
AbstractQuery

A Query encapsulates the query and its execution. It's an optional feature pro-
vided by the HERAS" PIP.

If you decide to implement an own Query object, you can either implement the
Query interface or extend the AbstractQuery . The abstract class provides
additionally the query field and the injection method for the Spring Framework.
In both cases you have to implement the execute  method, which contains the
technology-specific implementations of the attribute-repository access.

14 Integration of a query parameter technology

Overview

This chapter describes the integration of additional technology-based QueryPa-
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rameter implementations.
14.1 Components Implementation
Overview This part describes the mandatory components for the integration of additional

QueryParameters, which holds a query to get the parameter value out of the
RequestCtx and the concrete implementation to do this. The descriptions con-
tain also detailed information about the implementation.

14.1.1 QueryParameter

Interfaces The HERAS"" PIP provides the following interfaces and abstract classes for the
implementation of an own QueryParameter:
QueryParameter
Description The QueryParameter contains a query to get the parameter value out of the

RequestCtx and the concrete implementation to do this. It is normally called by
the AttributeResolver, which needs the parameter values to complete its query.

To write an own QueryParameter implementation, you have to implement the
interface QueryParameter . It forces you to write the method extract  where
you can place the code to extract the parameter value out of the RequestCtx

Dependency There are no dependencies to other classes out of the HERAS*" PIP modules.
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15 Overview

Introduction

Automated software build is very obvious to build the whole HERAS"" PIP im-
plementation. In this chapter the library dependencies, the automated running of
tests and the whole deployment of HERAS"" are described.

Maven 2 [Maven] is described detailed in this part because the information
about how to configure Maven 2 and its plugins is spread over multiple web
pages and books. Like this the information is collected at one point.

For the automated build and test on the server side, Atlassian Bamboo [Bam-
boo] is used. Bamboo is an integration server automating the process of compil-
ing and testing source code. It provides reports and statistics to help saving time
and to recognize failures and problems in an easy way. Bamboo was already in
use and set up properly at the start of the HERAS™" PIP project.

In a first part an overview of Apache Maven 2 and the used plugins is given
followed by an explanation of the responsibilities of the herasaf-pip root module.

16 Apache Maven 2

Introduction

settings.xml

POM

External libra-
ries

Project depen-
dencies

Tests
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The proper installation and configuration of Apache Maven 2 is required in order
to be able to use it as an automated software build solution.

The settings.xml contains the configuration settings for Maven. An example of
such a setting is where the local-repository is located or which profiles are de-
fined, and so on.

The pom.xml files represent the Project Object Model and are fundamental of
working with Maven. Written in XML it holds information about the project and
the configuration details used to build the project.

External libraries can be loaded by declaring it as a dependency in the pom.xml
description file. If the declaration is correct, Maven will load the appropriate li-
brary in the requested version.

The pom.xml description file also includes the project dependencies. The decla-
ration of them takes place analogue to the external library declaration in a de-
pendency tag.

Maven declares the folder /src/test/java as its default source directory for
test classes. Every project can contain tests located in this folder.
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16.1 Plugins
Introduction Maven is designed as an execution framework of plugins. All the work is done
by pIquins. This chapter lists the plugins used for the development of the HE-
RAS* PIP.
Javadoc gener- The maven-javadoc-plugin [MVNJavaDoc] is provided to generate javadoc and
ation pack it as a jar.
<plugin >
< artifactld >maven-javadoc-plugin </ artifactld >
< executions >
< execution >
< phase >package </ phase >
< goals >
< goal >jar </ goal >
</ goals >
</ execution >
</ executions >
< configuration >
< aggregate >false </ aggregate >
< quiet >true </ quiet >
</ configuration >
</ plugin >

Figure 19: Example maven-javadoc-plugin plugin conf iguration

Important here is to define the execution phase tag as package . Using other
phases can cause NullPointerExceptions during the javadoc generation.

Source packing The maven-source-plugin [MVNSource] is provided to create a jar archive of the
source files.
<plugin >
< groupld >org.apache.maven.plugins </ groupld >
< artifactld >maven-source-plugin </ artifactld >

< executions >
< execution >
< id >attach-sources </id >
< phase >verify </ phase >
< goals >
< goal >jar </ goal >
</ goals >
</ execution >
</ executions >
</ plugin >

Figure 20: maven-source-plugin plugin configuration

Source compil- The maven-compiler-plugin [MVNCompiler] is provided to compile the sources
ing in the projects.
<plugin >
< groupld >org.apache.maven.plugins </ groupld >
<artifactld >maven- compiler - plugin </ artifactld >
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< configuration >
< source >1.5 </ source >
< target >1.5 </target >
</ configuration >
</ plugin >

Figure 21: maven-compiler-plugin plugin configurati on

According to an error free compilation and build it's important to declare the
correct version of the compiler. The default compiler used by this plugin is the
javac compiler.

17 herasaf-pip

Introduction

Standard build

18 Hints

Introduction

The herasaf-pip is the main project of the HERAS"" PIP implementation. It is
used to link all the projects together and perform a complete Maven build.

To perform a complete build including all the unit and integration tests, go to the
herasaf-pip directory in the command line and execute the following command:

mvn clean install

During the development some experiences were made working with Maven.
This chapter is thought to give some hints and to mention the discoveries made.

18.1 Maven and Eclipse

QA4E Plugin

Maven build
and errors

The Q4E Plugin is provided by Apache and allows using Maven 2 from the Ec-
lipse IDE. [Q4E]

There are some useful features provided with this plugin like e.g. the Depen-
dency Analysis which helps to clean up the dependencies of the modules. Using
this plugin library version conflicts occurring during the implementation could be
fixed.

A major disadvantage of this product is that it is still in its beginning phase and
contains a lot of defects, which sometimes makes the work quite painful.

Sometimes it happens that Eclipse suddenly shows errors in the projects. This is
even caused by a Maven build or by the updating classpath process Maven
executes each time Eclipse is started. A solution for this problem is performing a
clean on the relevant projects. If this doesn’t help, try reverting project files
changed during the update classpath process from the SVN repository.

In the case of strange errors appearing and none of the hints above are suc-
cessful; try deleting your local projects from Eclipse and re-checkout them from
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the SVN server. Your changes should be checked in before carrying out this
step.
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19 Glossary

Attribute

Attribute-
repository

Attribute-
repository con-
nector

Attribute cate-
gory

Authorization
request

Authorization
response / de-
cision

Information

system

OASIS

PAP

PDP

PEP

PIP

System compo-
nent

XACML
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A characteristic of a subject, resource, action or environment that may be refe-
renced in a predicate or target.

It corresponds to the attribute-repository out of the [SAMLXACMLL specification
and means each system which resolves attributes for the HERAS"" PIP.

It's an alternative name for an AttributeResolver in the HERAS®" PIP. It contains
the concrete implementation to access the attribute-repositories.

An attribute belongs to one of the following context elements:
Subject, Action, Resource, Environment

The attribute category describes the belonging of an attribute to one of these
context elements.

The request from the PEP to the PDP to render an authorization decision.

Returned by the PDP to the PEP as a result of evaluating an authorization re-
quest.

System where the HERAS*" PIP resolves the attributes. It's equivalent to the
attribute repository out of the [SAMLXACML] specification.

Organization for the Advancement of Structured Information Standards
Policy Administration Point

Policy Decision Point

Policy Enforcement Point

Policy Information Point

A system component is a part of the whole system which can be installed and/or
deployed independently. An example of a system component is the HERAS*"
PEP or the HERAS" PDP.

eXtensible Access Control Markup Language

12/17/08 Page dev-68 of dev-72



HERAS"": Policy Information Point (PIP)
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http://www.herasaf.org/.../2008 spring_BachelorThesis PepAndPepPdpCommunication_Thesis.pdf

HERAS""

PAP: Policy Deployment Module
Patrick Neyer, Christoph Zellweger
Spring 2008

http://www.herasaf.org/.../2008 spring_BachelorThesis PapAndPapPdpCommunication Thesis.pdf

HERAS""

PAP: Policy Administration Point
Sandro Strebel, Massimo Cerqui
Fall 2007

http://www.herasaf.org/.../2007 fall DiplomaThesis Policy Administration Point.pdf

HERAS""

XACML 2.0 Implementierung
Sacha Dolski, Florian Huonder, Stefan Oberholzer
Fall 2007

http://www.herasaf.org/.../theses/2007_fall DiplomaThesis Xacmllimpl_ Thesis.pdf

HERAS""

XACML 2.0 Implementierung Developer’'s Guide
Sacha Dolski, Florian Huonder, Stefan Oberholzer
Fall 2007

http://www.herasaf.org/.../theses/2007 fall DiplomaThesis Xacmlimpl DevelopersGuide.pdf

HERAS”"

Distributed Access Control Policies — Enterprise Ready
Yan Graf
Fall 2006

http://www.herasaf.org/.../theses/2006_fall DiplomaThesis_Herasaf.pdf

20.3 Other resources

[Bamboo]

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc

http://www.atlassian.com/software/bamboo/
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[EcIEmma]

[EclipseMetrics]

[FindBugs]

[Jaxen]

[Maven]

[MVNCompiler]

[MVNJavadoc]

[MVNSource]

[Q4E]

[Spring]

[SpringRef]

[Subversive]

[SUNXACML]

[TestNG]

[WickedShell]

[WikiDSS]

[wikiJAXB]

[wikiPKI]

[WikiSAML]

[wikiSPML]

[wikiTestNG]

2008_Autumn_TermThesis_PIP_DevelopersGuide.doc 12/17/08
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http://www.eclemma.org/

http://www.stateofflow.com/

http://findbugs.cs.umd.edu/

http://jaxen.codehaus.org/

http://maven.apache.org/

http://maven.apache.org/plugins/maven-compiler-plugin/

http://maven.apache.org/plugins/maven-javadoc-plugin/

http://maven.apache.org/plugins/maven-source-plugin/

http://q4e.googlecode.com/

http://www.springframework.org/

http://static.springframework.org/spring/docs/2.5.x/reference/

http://www.eclipse.org/subversive/

http://sunxacml.sourceforge.net/

http://testng.org/

http://www.wickedshell.net/

http://en.wikipedia.org/wiki/Digital Signature Algorithm

http://en.wikipedia.org/wiki/Java Architecture for XML Binding

http://en.wikipedia.org/wiki/Public_key infrastructure

http://en.wikipedia.org/wiki/SAML

http://en.wikipedia.org/wiki/SPML

http://en.wikipedia.org/wiki/TestNG
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[XMLUnit] http://xmlunit.sourceforge.net/
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