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Why me?

20%: Lecturer JavaEE, HSR

40%: Founding Member, HERASAF

80%: Software Architect, Zühlke
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20%: Lecturer JavaEE, HSR



Today's Question

If we really need 

semantically rich access control, 

Slide 3

what  would that mean 

for our software development?



A Health Care Scenario
(The Man with Two Brains, Continued)

SUBJECT:
Dr. Michael 
Hfuhruhurr

RESOURCE:
Anne

Uumellmahaye

20 May 2010
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Always Remember…

I am not going to 
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sell you a product



Performance: Limitations of RBAC

20 May 2010
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I have a dream...
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Central Decision Making:
The Policy Decision Point
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Performance: Policies to the Rescue
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XSPA Profile: A Standardized Vocabulary

20 May 2010
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XSPA Profile for XACML: Excerpts

20 May 2010
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XACML Architecture Blueprint
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Access Control Request

Subject:
username  : hum
roles : practitioner

Resource:
type : patient record
patient : Uumellmahaye
attending    : hak
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attending    : hak

Action:
type : read

Environment:
time : 20:12:59



Access Control Policy

Applicable to:

Resource:type = patient record

Subject:role >= practitioner
���
��

Permit if: �����
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Deny Overrides

Deny if:

contains

=Resource:attending Subject:username

Resource:dissent Subject:username



Remember our Question?

If we really need 

semantically rich access control, 
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what  would that mean 

for our software development?



Overcoming the Frightening Four

The Context Problem The Language Barrier
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The Complexity Challenge The Performance Issue



The Context Problem: 
Intercepting Access Attempts

Spring AOP

JSF ActionListeners

Web Beans Interceptors
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AspectJ
WS Handler Chain

EJB3 Interceptors

Servlet Filter



Need Some Code, for a Change?
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JSF Global Action Listener
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ActionListener Prevents Navigation
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JSF disabled/rendered programmatically, 
if nothing else helps
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Collecting Additional Attributes
The Policy Information Point
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PDP
PEP
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PDP
PEP

PIP



Invocation Interception with 
XACML Annotations

20 May 2010
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Smart Method Annotations
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• Use EL expressions to access context info
• Use method names where possible
• User ID from a dedicated ThreadLocal
• Translate to XACML elsewhere (!!)



The Language Barrier
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Bridging by Model Transformation

Technical:

Domain and 
Service Model

Formal/Unambiguous:

XACML

Slide 26

Real World:

Business and 
Security Model



Brigding The Language Barrier
with Dictionaries
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The Complexity Challenge

• Maintainance of large numbers of policies

• Stability against erroneous policies

• Securing the policies themselves

• Conflict detection

• Managing objections using diagnostics• Managing objections using diagnostics

• Human-readable (still unambiguous!) policy presentation

• Policy Design and Refactoring

• Request Test Suite (samples from recent history?)
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everybody: everything

Policy Design by Nested Exceptions:
Completeness Guaranteed

public 
content

Personnel

Patient  
Record

Practitioner

Patient  
Record

under 
review

denied

granted
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Attendance  
Record

dissented 
personnel

Hospitalization 
Record

Admin



The Performance Issue

• PDP Availability (single point of failure)

• The bottleneck effect

• Every access causes traffic

• The caching dilemmaThe caching dilemma
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Implications on the development process

• Domain Model Design may depend on Security Req's

• Service Interface Design may depend on Security Req's

• Choice of Technology may depend on Security Req's

• Late architecture/design decisions may require late    
changes in the application's base structurechanges in the application's base structure

The aspect "Security" is possibly not as transparent 
as theory would demand.
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Access Control on the Domain Model 

Patient Record Patient

Attendance
Record

denied granted
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Hospitalization
Record

Practitioner

Record



Access Control on the Service Interface
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Remember our Question?

If we really need 

semantically rich access control, 
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what  would that mean 

for our software development?



Impacts on Software Development Process
(just a few...)

• Planning: Consider additional requirements for 
policy administration 

• Requirements: Thoroughly consider abuse cases

• Design: Balance expressiveness and abstraction

Development: Cope with "The Frightening Four"• Development: Cope with "The Frightening Four"

• Technology: Ensure sufficient AOP capabilities

• Testing: Have initial policies and related tests
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Policy-Based Access Control – One Advice:

Think Early!Think Early!
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